[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0
NHbopmaums o Bnagenbue:
®WO: Angpeii [iparoMmpoBuy XnyTKoB

[lomkHOCTb: AnpexTop
[
Nara nommcats: 23.422022 17:2 4:351)enepanbﬂ De roCy1apCcTBeHHOe OI0IKeTHOe 00pa3oBaTe/ibHOe

YHMKaNbHbIA NPOrPaMMHbIi KNHoY: |, YUPCAICHAC BRICIICTO oGpasoBanus .
88017c07¢583007b77576604263028101 RACCHANCKASA AKAJJEMUS HAPOJTHOTI'O XO35MCTBA

1 FOCYI[APCTBEHHO}?I CJIY/KBbI
TP NPE3UJIEHTE POCCUUCKOU PEJAEPALIUN»

CeBepo-3anaanblii HHCTUTYT ynpasJjenusi — puauana PAHXul'C

Kadenpa 6uznec-uHbopMaTHKu
(HaumeHosarue kageopsi)

YTBEPXJEHO

Hupexrop C3UY PAHXul'C
A.Jl. XiyTkoB

ITPOI'PAMMA MAT'UCTPATYPbI

buznec-ananumuxa
(HaumeHoBaHUe 0OPA308AMENLHOU NPOSPAMMYL)

PABOYAS ITPOI'PAMMA JTUCHHUIIVINHBI,
peanu3yemoii 0e3 NpUMEHEHHs YIEKTPOHHOI0 (OHJIalH) Kypca

b1.B./IB.01.01 Ynpasnenue napopMainoHHON 0€301MacHOCThIO
(k00 u naumernosanue PIJ])

38.04.05 buznec-undopmaruka

(KOO, HaUMeHOB8aHUe HANPABIeHUs NOO2ONOBKU)

OYHaA
(gpopma o6yuenus)

I'on Habopa — 2022

Cankrt-IlerepOypr, 2022r.



ABTOP—COCTABUTEJIb:
Kanmuaar TeXHH4ecKuX HayK, KaHAUIaT TIeIarorMueCcKX HayK, TOICHT, TOIEHT Kadeaphl Ou3Hec-
unpopmaruku Cyxoctar Banentuna BacunbeBHa

3aBenyromuii kagenpoii OusHec-uHPpoOpMaTHKH
JloxTop BoeHHBIX Hayk, nmpodeccop Haymor Bragumup Hukonaesuy

PITJ] «Ynpaenenue wuH(DOpMAIMOHHONW O€30MACHOCTBIO» OJ00OpeHAa MPOTOKOJIOM 3aceIaHwMs
kadenper OuzHec-undopmaruku Ne 9 or 04.07.2022 1.



COIEPXAHUE

1. Hepequb IIaHUPYEMBIX PE3YIIBTAaTOB O6y‘IeHI/I5I IO JUCHHUITIIIMHE, COOTHECCHHBIX C

TUTAHUPYEMBIMH PE3YJIbTaTaMU OCBOCHHUST 00pa30BaTeIbHON TPOTPaMMBI

2. O0beM U MECTO IUCLHUILIIMHBI B CTPYKTYpE 00pa30BaTeIbHOM pOorpaMmbl
3 ConepxaHue U CTPYKTYpa JUCLUILIMHBI

4 Marepuanbl TEKyILEro KOHTPOJIs YCIIEBAEMOCTH 00yYarOLIUXCs]

S. OneHo4Hble MaTepHralibl IPOMEXKYTOUHOM aTTECTALIMU 110 TUCLUIUINHE

6 Metoanuecknue Marepuabl s OCBOCHUS JUCIUILIMHBI

7.Y4eOHas nureparypa u pecypcbl HHPOPMALIMOHHO-TEIEKOMMYHUKAIIMOHHON CETH
"UnTepuer”

7.1. OcHOBHas aUTEpATYpa
7.2. JlononHUTENbHAS IUTEpaTypa
7.3. HopMaTuBHBIE IPaBOBbIE IOKYMEHTHI M HHAs IIpaBoBas HH(OpMaus
7.4. UnTepHeT-pecypcebl
7.5. V1Hble HCTOYHUKU
8. MarepuanbHO-TeXHHYECKast 0a3a, WH()OPMAIMOHHBIE TEXHOJIOTHH, MPOTPAMMHOE

obecrniedyeHre 1 HHPOPMAIIMOHHBIC CIIPABOYHBIC CHCTEMBI



1. IlepeyeHb MJIAHMPYEMBIX Pe3yJILTATOB 00y4eHHUS 110 AUCHMILINHE, COOTHECEHHBIX C

1.1.

Hucuunmuua b1.B.JIB.01.01

IUIAHUPYEMBbIMH Pe3yJIbTaTAMM OCBOEHHS MPOrpaMMblI

«YmpaBieHue HWHPOPMAIMOHHONW 0E30MaCHOCTHIO»

obecreyuBaeT OBJIAZICHUC CICAYIOIMUMU KOMIICTCHIIUAMMU.

Tabmuna 1.1

Kon
KOMITETEHIIN U

HaumenoBanue
KOMITETCHILIUHA

HaumenoBanue
KOMIIETCHIIUHA

Kon KOMIIOHEHTa
KOMITOHEHTA

KOMIICTCHIIH

I1Kc-2

CnocobeH
ITOAXOIBI,
OM3HEC-aHAIU3E,
PYKOBOIUTH
OH3HEC-aHATIHU30M
HCITOJIB30BaHUEM
MH(OpPMAITMOHHO-
KOMMyHI/IKaI_lI/IOHHbIX
TEXHOJIOTHI

000CHOBEBIBAThH
UCIIOJIb3yeMbIE B

U YIpaBIATH

I1Kc-2.3

Peann3oBbiBacT KOHIEMTYAJIbHYIO
Mozens onsHec-ananmn3za BABOK

C

B pesynbrare 0ocBOeHUS AUCIMILTAHBI Y CTYICHTOB JIOJDKHBI OBITH C(HOPMHUPOBAHBI:

Tabmuna 1.2
OTO/TD (npu  Hamuuuu| Kox Pesynbrarel 00y4ueHus
podcrangapra)/ KOMIIOHCHTa
npodeccronanbHbIe KOMIIETCHIH
elicTBuUs
YripaBnenue OuzHec- T1Kc-2.3 Ha YpOBHE 3HAHUN:
QHATM30M 3HaTh:
— o0nacTv 3HAaHUH JUIs BBITIOJHEHUsI 33/1a4 KJIaCCU(HKAIIUH aKTHBOB
NPEANPUSITHS, YIPO3 W ysA3BUMOCTEH  HMH(OPMAIMOHHOU

0e30I1aCHOCTH 6H3H€C-aHaJ’II/ITI/IKOM;
— BHUIABI APXUTCKTYP NPEANPUATHSA, 3HATH KOHLUCUTYAJIbHYO MOACIb

3peJIoCTH NpOLIECCOB KOMITaHUH v obecredeHust
WHPOPMAITMOHHON 0€30aCHOCTH.

Ha YpOBHE yMEHHUSL:

Ymersn:

— onpeneniat Buiabl U (GopMbl HHOOPMALMH, IOJBEPKESHHON
yrpo3aM, BO3MOXHBIE YIrpo3bl M PHCKH HH(MOPMAIMOHHOW
0€301acHOCTH;  BBUIBISITH ~ TpeOOBaHMS W OTPaHUUYCHUS
UH(OPMAIIMOHHOW  0e30MacHOCTH C  y4YeTOM COOTBETCTBHS

KOHLIENITYyaJIbHOU MOJIENIH CUCTEMBI;
— IPUMEHATH IPOrPaMMHBIE CPEJCTBA aHAIN3a IaHHBIX, [IOAJEPKKU

OpUHATHA ~ peIleHHH A pemieHdns 3agad  00ecTedeHust
HHPOPMALMOHHON 0€30aCHO CTH IPEATIPHSITHSI.
HA YPOBHE HABBIKOB:
Baagern:
— HaBBIKAMH  pa3pa0OTKU  TMOJNUTHK  HWH(GOPMAIMOHHON
0e30MaCHOCTH, METONaMH aHaJIW3a, OLCHKH 3PEIOCTH

MpoIeccoOB MH(OOPMAIIMOHHOIN 0E30MacHOCTH KOMIIAaHMH Ha
0a3e KOHIENTYAIFHON MOJICIH IO OM3HEC-aHAIIU3Y.

2. O0beM M MeCTO TMCIUIUTHHBI B cTpyKType OIT BO

O0beM TUCHUMILIMHBI

OO0mmast Tpy10eMKOCTh JUCIIUIUTMHBI COCTABISET 4 3a4eTHRIX enuHuIlbl /144 akagem. daca.




Tabmuna 2

Bua pabotsl TpymnoeMKkoCTh (aKkaa/acTp.4achl)
Oo0mast TPy10eMKOCTh 144/110
KontakTHasi padora c npenogaBartejieM 50/38
Jlexnun 20/15
[IpakTudeckue 3aHATHS 28/22
CamocrosiTesibHas padoTa 58/45
Koncyabranus 2/1,5
Kontpois 36
DopMbI TEKYIIETO KOHTPOJISI
®DopMa NPOMEKYTOYHOM aTTeCTALNHU IKzamen

MecTto nucnumimnabl B crpykrype OII BO

JucuumimHa usydaercss Bo 2-M cemectpe 1-ro kypca. Hucuumimna  B1.B.JIB.01.01
«YnupaieHue HHGOpMaLlMOHHOM 6€3011aCHOCTBIO» OTHOCUTCS K BEIOOPY AMCLUILUIMHAM y4eOHOTO
iaHa 1o HampasieHuto «busHec-undopmaruka» 38.04.05. IlpermomaBaHue JAUCIUATIIMHBI
ONMpaercss Ha JUCLMIUIMHBI IporpaMmsel OakanaBpuara «HpopmanuonHas 0e30MacHOCThY,
«AHanu3 naHHbIX», «Teopus BeposTHOCTEN», «Teopus cuctemm».

B cBoto ouepenb oHa co31a€T HEOOXOIMMBIE MPEAIOCHUIKH [l OCBOEHHSI IPOrPaMM TaKHUX
quciuming, kak  b1.0.05 «Ynpasnenne )KU3HEHHBIM HUKIOM HH(OPMAIIMOHHBIX CUCTEM,
b1.B.03 «udposas tpanchopmarus 6usneca. Uuponomukay, 61.B.09 «HTEMIEKTYyanbHBIIH
aHaJIU3 TEKCTOB U U300PAKEHUII».

JlucuumuivHa 3aKiajgblBaeT TEOPETUYECKHMM W METOAONOTHYecKH (yHIaMEHT JUIs
OBJIaJICHUsS] yMEHUsM U HaBbikaMu B xoie b2.0.01(VY) «lIpoekTHo-aHaInTHUYECKas! IPAKTUKAY) U
b2.0.02 (H) «Hayuno-uccrnenoBarenbckas padboTa.

3HaHMsI, YMEHMSI U HaBBIKH, MOJyYEHHbIE MPU U3YUEHHM JUCUUIUIMHBI, UCIOIb3YIOTCS
CTY[CHTaMU NPH BBIIOJHEHUH BBITYCKHBIX KBATU(UKAIIMOHHBIX paboT.

3. Conep:xanue  CTPYKTYpa IMCHUIIHHbI
3.1.CTpyKkTypa AUCHUNINHBI

Tabnwura 3
Ne i/ HaumeHnoBanmne Tem O0beM TMCUMIJIMHBI, Yac. Dopma
Bcero KonrakTHas padora Cp TeKyllero
o0yuaromuxcsi ¢ KOHTPOJISI
npenogaBaresaemM ycreBaemMocT
10 BUIaM Y4eOHBIX 3aHATHI n**,
J/a0T n3/40T KCP CPO CII | mpoOMeXyTO4
HOI
aTrecTalun®
%k
OCHOBBI yNpaBJIeHUS
Tema | MHpOPMAIHOHHOH 38 8 10/4 20 T
6€3011acCHOCTBIO
HpeANpPUSITHSI.
Cuctema MEHEIKMEHTA
Tema 2 UH(OPMAIIHOHHO 34 6 8/4 20 o
0e30macHOCTH
VipasiieHue puckaMy u
Tema 3 ouemiea 34 6 10/4 18 T*
nHPOPMAITHOHHON
0€301acHOCTH KOMIIaHUH
IIpomexyTouHas aTTecTanus 2% Ox3aMeH
Bcero (akaz./acTp. gachl): 106/82 20/15 28/22 2/1,5 58/45 | 36/27
Ipumeuanue:

2* - KOHCYNBTALIUS, HE BXOZSIIAS B OOUIHA 00bEeM JTUCITUILTHHE




Hcnonb3yembie COKpaIlIeHUS:

JI — 3aHATHSI JTCKIIMOHHOTO THIIA (JICKIIMU W UHBIE yueOHBIC 3aHSTHUS, IPEyCMaTPHUBAIOIINE
MPEeUMYIIECTBEHHYIO Nepeaaqy yaeOHOH HHPOpMAIK TeJarornyeCKUMHA pa0OTHUKaMHU OpTaHn3aliy U (WUIIN)
JIUIIaMU, TPUBJIEKaeMBbIMHU OpraHU3allel K pealn3auin 00pa3oBaTebHBIX MPOrPaMM Ha UHBIX YCIOBHSIX,
oOyJaromumcs) ;

[13 — mpakTryeckue 3aHATHS (BUABI 3aHATHS CEMHHAPCKOTO THITA 332 HCKITFOUYSHUEM JIA0OPAaTOPHBIX PadoT) ;
KCP — nnnuBuayansHas padota 00y4arommxcs ¢ neaarornieCKuMy pabOTHUKaMK OpraHU3anny v (HIIH)
JIUIIaMU, TPUBJIEKaeMbIMHU OpTaHU3alMed K peau3aliy 00pa3oBaTelIbHBIX IPOTrPaMM Ha MHBIX YCIOBUSX (B
TOM YHMCIIC WHIVBH/yaTbHbIC KOHCYJIBTAIINN) ;

CP — camocTtosTenbHas paboTta, ocyuiecTBisieMas 0e3 y4acTHsl elarorHuecKuX padOTHUKOB OPraHU3alry H
(um) UL, MpUBJIEKaeMbIX OpTaHU3alKel K pean3anuy 00pa3oBaTeIbHBIX IPOrPaMM Ha MHBIX YCIIOBHUSX;
CII — camonpoBepka;

CPO — camocTosTenbHas padora 00ydaromerocs

koHTposbHBIE PaboThl (K), ompoc (O), rectuposanue (T)

3.2.Conep:xaHue TUCHHUILINHBI
Tema 1. OcHOBBI ynipaBJ/ieHUs HH(POPMAITMOHHON 0€30NIACHOCTHI0 NMPeANPUSATHS

OcHOBHBIC HampaBiIeHUs oOecredeHns: WHPOPMALMOHHOW O€301MacHOCTH OpraHU3aIUH.
Puck-opuentupoBannblii noaxos. [lonsarue kopnoparuBHON NOMUTHKY 6e30nacHOCTH. OCHOBHBIE
TpeOOBaHUS M MOIXOBI K pa3paboTKe MOIUTUKY 0€30macHOCTH. MHOTOYPOBHEBBIH MOIXO/.

VrpaBnenuss UHPOPMALMOHHONW O€3011aCHOCThI0 Ha OCHOBE COOTBETCTBUH TpeOOBaHUSAM
(compliance management). AHanu3 ynymieHud (gap-aHanu3). Mojgenb HEnpephIBHOTO
COBEpPILLIEHCTBOBaHMS (3aMKHYTBIN 11K MeHekMeHTa PDCA).

[IpoueccHbIif moax0a K obecnieueHno nHpopmarmonHo 6e3onacHocT. CyTh MPOIIECCHOTO
noaxona. Knaccubukanus u arpubytsl npouecco. [Ipoueccsl ymnpaBieHuss U oOecriedeHus
uH(popMaITMOHHON Oe30macHOCTH. DTajJoHHas MoJenb nponecca st ynpasieHuss Ub (TOCT P
57640-2017, ISO/IEC TS 33052:2016). [Ipo6aembl BHEIPEHUS MPOIIECCHOTO MOAXOA.

Tema 2. Cucrema MeHeIKMeHTAa HH(POPMAIITUOHHOW 0€30NACHOCTH

VYpOBHM OpraHu3aluy JesTeIbHOCTH MO0 00ECIeYeHNI0 MH(POPMAIMOHHONW 0e30MacHOCTH
KOMITAaHUHU, U oO0mIasi CTPYKTypa CTaHIApTOB HH(OpMalHOHHOW Oe3omacHOCTH. OlEeHOYHbIE
cTanaapTel uHbopMmaronHoii 6ezonacHoctu («OpamxkeBas kHura», [TSEC, ISO/IEC 15408
«O6mue kputepun»). Craryc cranaaptoB ISO/IEC B POD.

«Jlydymmme mnpakTuku» HHPOpMaMoHHON Oe3omacHoctu (cranmaptel BSI, BS 7799 /
ISO/IEC 17799, 27002).

CranpapTel MeHeIKMEeHTa HHGOpMallmoHHOW Ge3omnacHocTH. CocTaB U CTPYKTypa Cepuu
MexayHapoaHbix ctanaaptoB ISO/IEC 2700x. Poccuiickue rapMOHU3UPOBaHHbIE CTaHAAPTHI.

HauuoHnaneHble CTaHIapThl W CTaHJAPTHl CAMOPETYIHPYEMbIX OpraHu3aluil B cdepe
ynpaBiaeHUs] HHHOPMAIIMOHHON 0€30IacHOCThI0 U MH(OpMamoHHbIMU TexHonorusmu (BS-100,
NIST 800, ITIL, ISM 3, Cobit). CepBHuc-OpHEHTUPOBAHHbIM U MPOLIECCHO-OPUEHTUPOBAHHBII
noaxosl k ynpasinenuto b n UT. Konuenuus kopropaTUBHOTO ynpasieHUs: HH()OPMaMOHHON
6e3omacHocThio (IS Governance).

DBOJTIONHS MOJIETH HHPOPMAITMOHHOM 0€30MacHOCTH.

[TocTpoeHue cuctemMbl MeHeKMEHTa HHpopMaImonHoi 6ezomacnoctu (CMUDB) Ha ocHOBe
ISO/IEC 27001. OpranuzaiioHHas CTPYKTypa CHUCTEMbl MEHEIKMEHTa HH()OpMaIMOHHON
6e3omacHocTi. Cucrema 4YacTHbIX MeHemkMeHToB. Ceptudukamus coorsercteus CMUDB
ISO/IEC 27001.

Tema 3. YnpasiieHHe PUCKAMH M OLIEHKA HH(POPMAIHOHHOM 0€30ITaCHOCTH KOMIIAHUHU

Puck kak oObekT yrpapiieHHs. YIpaBieHHE pUCKaMU WH(OPMALMOHHON 0€30MacHOCTH Ha
ocuoBe ISO 27005. Ynpasnenue puckamu Ha ocHoBe ['OCT P MCO 31000. MeTtonsr ananm3za
pucka 'OCT P MCO/M3K 31010. IIpouenypsl oneHKH U 00pabOTKH PHUCKOB. MeTOmOmoTHs
onieHkH puckos Ub.

Buns! u ciocoOsI orieHKH nH(popMamoHHOM 6e3onacHocTu. [Ipouecc ouenku (ayauta) Ub.
Mertpuku nadopmanmonnoit 6es3onacuoctu (ISO/IEC 27004, NIST 800-55).



Ornenka mporieccoB HH(PpOpMAIIMOHHON Oe30macHOCTH Ha ocHOBe Mozene 3penoct (TOCT
P NCO/M3K 33020-2017, ISO 21827, ISO 15504).

4. MaTepI/Ia.J'ILI TEKYIIEro KOHTPOJIsA yCII€EBA€EMOCTH Oﬁy‘{alOIIII/IXCH
4.1.B X04€ peain3alli TUCHUILIMHBI «Hpe,[[CKaBaTeJ'IBHaﬂ AHAJINTUKA» UCITOJIBb3YIOTCA

CJIEYIOIINE METOIBI TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH O0YJArOIIUXCSI:
Tab6mumna 3.1

Tema (pa3zmern) ®DopMBI (METOIBI) TEKYIIETO KOHTPOJIS
yCIEeBAaCMOCTH

Tema 1. OcHOBHI ynpaBieHUs HHYOPMAITHOHHON TectupoBanme, ompoc
0€301acCHOCTBIO TIPEIPHSTHUS

Tema 2. CucremMa MeHEDKMEHTa HHPOPMAITUOHHON TectupoBanue, onpoc
0€e30IMacHOCTH

Tema 3. YrpapieHue puckaMu U OICHKAa HHPOPMAITHOHHON TectupoBanue, onpoc
0€30IMacHOCTH KOMITAHUH

4. 2. TunoBble MaTepHAJIbI TEKYIIEr0 KOHTPOJIS YCIIeBA€MOCTH 00y aIOLIUXCS.
TumnoBblie oLleHOYHbIE MATEPHAJIBI 110 TeMe 1
Tumnossie Bompocs! A7 onpoca 1o teme 1

1. B ueMm 3akitouaercs TpaJULMOHHBIN B3I HA MHPOPMALIMOHHYIO O€3011aCHOCTh?

2. Oxapaktepu3yiiTe CyIHOCTh TOJUTHKH HWH(POPMAIIMOHHONW  OE30MacHOCTH
KOMIIaHUU.

3. Urto 7neXUT B OCHOBE PHUCK-OPUEHTUPOBAHHOIO TOAXOAA K OOECIEYEHHIO
nH(pOpMaITMOHHON Oe301acHOCTH?

4. KakoBo npenHa3sHaueHne U CpecTBa pa3BeouHblil [[porHo3upoBanue BpeMEHHBIX
psnoB? JlaiiTe XapakTepUCTUKY AMArPaMMBbl <«GILIUK C yCAMU»

5. Ha3zoBuTe kakue onepaniy BEIIOIHSAIOTCS PU arperupOBaHUH JTaHHBIX.

6. [TpuBeauTe NpUMEpHI UCIIOIB30BAHUS CTATUCTUYECKHUX [TAKETOB JIJIsl Pa3BEl0YHOIO
aHaJIM3a.

7. Ha3zoBuTe U BBINOJHUTE CPAaBHUTENBHBIA aHATN3 rpadUUecKuX CpeACTB aHAIU3a.
JlaiiTe xapakTepuCTUKY OMPKEBBIX AUArPAMM.

Tect

1. MexnayHapoaHas opranuzanus 1o crasaapruzauuu (ISO) mox cioBom «cucremay B
CHUCTEME MEHEI)KMEHTa MHPOPMAIIMOHHOM 0€301acCHOCTH TOHUMAET:

1) neiicTBYyIOIEe YCTPOICTBO;

2) TPWJIOKEHUE;

3) mpouecc, mporpamMmy JeiiCTBHI HJIH METOI0JIOTHIO.
2.CBsi3b MEXJy HWHIUBHAYAIbHBIMH OCOOCHHOCTAMH, IEISIMH M 3ajJadaMu Ou3Heca
opranuzaiuu npu nocrpoenun CMUDB obecneunBaercss 0COOEHHBIM KOPIOPATHBHBIM
JIOKYMEHTOM:

1) pyxoBoactBom BABOK;

2) IEeHTPAJILHOI KOHUENTYaJIbHOW MO/IeJIbI0 10 Ou3Hec-aHaau3y (BACCM);

3) noauTuKoi NHGPOPMANMOHHOIT 6€30MACHOCTH.

3.ITonuTtrka nHDOpPMAITMOHHON O€30MTaCHOCTH:

1) 3T0 cucTeMa TOKYMEHTHPOBAHHBIX YIPABJIEHYECKUX PelIeHu i Mo
odecnieyenno Ub opranuszanum;

2) 3TO cHCTEMA T0KYMEHTHPOBAHHBIX YNIPABJIEHYECKHX PelleHui 1o
odecrieyeHNI0 OM3HEC-TPOLECCOB OPraHU3alUN;

3) 3TO MCXOAHBII TOKYMEHT 151 pa3padoTKu HHGPOPMAIIMOHHON CHCTEMBI
OpraHu3anuu.

4. VKakuTe U3 CKOJIBKUX YPOBHEH COCTOUT 001I1asi CTPYKTYpa HOPMAaTHUBHO-




METOIMYECKUX IOKYMEHTOB KOMIIAHUU B 00J1aCTH WH()OPMAIIMOHHON O€30TIaCHOCTH?

1) U31;

2) U3 3;

3) U35.
5.ITo3unus pyKOBOJACTBA B COOTBETCTBUU C IPUHILIMIIAMU O€30MIaCHOCTH U OCHOBHBIMU
OU3HEC-1IeNIIMU KOMITAHUH YKa3bIBAETCS B IOKYMEHTAX YPOBHSI:

1) monmutuku UbB;

2) 4YaCTHBIX MOJHTHK, CTAHIAPTOB;

3) mnpouexyp, HHCTPYKIMii, CTAHIAPTOB KOH(PUTYPAINH, KYPHAJIOB.
6.AcnekTsl HPOPMALMOHHOM O€30MTaCHOCTH KOMITAHUH MPECTABICHBI B JOKYMEHTAX
YPOBHS:

1) mommtuku UB;

2) 4YaCTHBIX MOJHTHK, CTAHAAPTOB;

3) mpouexyp, HHCTPYKIHii, CTAHIAPTOB KOH(QUTYPAINH, KyPHAJIOB.

7. Metonuku obecnieuenust Ub komnanuu MoryT ObITh MpEACTaBIEHbI JOKYMEHTaAMH
YPOBHSL:

1) monutuku UB;

2) 4YaCTHBIX MOJHTHK, CTAHIAPTOB;

3) mnpouexyp, MHCTPYKIHMii, CTAHIAPTOB KOH(PUTYPALHH, )KYPHAJIOB.

8. Ilonutuka Ub onpenenser:

1) crpareruio 3U;

2) TakTuky 3U;

3) MeTOAMKH ONEepPaTHBHOIO YIPABJIEHUSI MepPaMH CHUKEHUs HHPOPMAIHOHHBIX

PHCKOB.
9.YacTHble MOJUTUKH OMPEACIISIOT:

1) crpareruio 3U;

2) takrtuky 3U;

3) MeTOAWKH ONepaTUBHOIO YIPABJIEHUSI MePaMH CHUKEHHsI HH()POPMAHOHHBIX

PHCKOB.
10.HuszkoypoBHEBBIE JOKYyMEHTHPOBAHHBIE TIPOLIEYPHI OMPEACIISIOT:

1) crpareruio 3U;

2) TakTuky 3U;

3) MeTOIWKH ONepPaTHBHOIO YNPABJIeHNs MEPAMH CHIKeHUsI HHPOPMALMOHHBIX

PHCKOB.
11.MenemxmeHT Ha ocHOBe cooTBeTcTBUA (Compliance management) — 3To
1) ynpas/ieHHe, OCHOBAaHHOE HA COOJIIOIEHHH TPeOOBAHMII BHEIIHUX H
BHYTPEHHHX HOPMATHBHBIX AKTOB;
2) ynpasiieHHe, OCHOBAHHOE HA COO/IIOIEeHNH TPeGOBaHMIT BHEINHUX
HOPMATHBHBIX AKTOB;
3) ynpaBieHue, 0CHOBAHHOE HA COOTIOIEHNYU TPeOGOBAHMIT BHYTPEHHHUX
HOPMATHBHBIX AKTOB.
12.TTogxon K OLEHKE COOTBETCTBHS BKIIKOYAET CJIECAYIOIIME ATAIbl gap-aHaIn3a:
1) onpenesienne cocrosinusi «Kak momxHo 6b1Th» (To-be);

2) onpenenenue cocrosinus «Kak ectb» (As-is);

3) pa3paboTKa IIaHa nmepexoaa;

4) 3KCIIyaTamus CHCTEMbI.
13.Ha ctanuu onpeneneHus coctosHus «Kak T0mKHO OBITHY

1) BBISBISIIOT 00bEKTHI 3ALIMTHI B TEPMUHAX YIIPABJIECHUSI PUCKAMM;
2) 04YepuYMBAIOT TPAHMIILI, B PAMKAaX KOTOPBIX OyneT BoicTpanBarbess CMUB;
3) pa3padarbIBalOT YACTHBIE MOJUTHKH WU MPOLENYPHI.
14.Crangaprasiii nogxon ISO k noctpoennto CMIUbB ocHoBan Ha Mozenn PDCA. Kakue
AJIEMEHTHI COOTBETCTBYIOT Mozenu PDCA?.



1) mumanupoBanme (Plan);
2) usmenenme (Change);
3) BbinosHeHue (Do);
4) pemenne (Solution);
5) mposepka (Check);
6) cosepmeHncTBoBaHue (AKt).
15. Pe3ynbraToM aHanu3a ynymieHui (gap-analysis) siBiseTcs:
1) cos3gaHme CIMCKa HECOOTBETCTBHIA,
2) mepecMOTp HeJieBbIX cocTosiHui («Kak H0/KHO OBITH»);
3) BBIPadOTKA peKOMEHAALHUIl 0 YCTPAHEHUI0 HECOOTBETCTBHIA;
4) ompenesieHHe «IJIAHA TEPEX0Ia».
16.Crangaptel Ub ycioBHO pa3aenstorces Ha:
1) wHpopManHOHHbIE, TEXHOJOTHYECKHE, OLEHOYHbIE;
2) TEeXHOJIOTHYeCKHe, OIEeHOYHbIE, «JTy4lllne MPAKTHKH» U CTAHAAPTHI
ynpasJjienusi Ub;
3) «iIydume MPaKTHKW» U cTaHAapThl ynpasiaenus Ub, Texnuueckue,
OlleHOYHbIe.
17.B cdepy crparernueckoro ynpasienus b (Governance) B Cobit 5 BxoasT:
1) kouTpoJb npoxykTruBHocTH (Monitor);
2) pa3rpaHuYeHHe 30H cTpaTrerunyeckoro ynpasiuenus (Governance) u
Tekyero ynpasjaenusi (Management);
3) ompenejeHue crparernyeckoro Hanpasienusi (Direct);
4) omeHKa mMOTpedHOCTEl Beex 3aMHTEepecoBaHHBIX cTopoH (Evaluate).
18.0OcHoBubIMU nipuHIIMTIaMu Cobit 5 for IS sBstoTCS:
1) 3amuTa OM3Heca;
2) momaep:KKa Gu3Heca;
3) coracoBaHHoCTh crparerun UB u 6u3Heca;
4) moolpeHNe OTBETCTBEHHOTo NMoBeneHus B cepe UB.
19.0npenenenHblit HAOOP pa3IMYHBIX BUJOB JESITEIbHOCTH, KOTOPBIE B COBOKYITHOCTH
CO3J1al0T pe3yNbTar (IPOAYKT, B TOM YMCIIe HH()OPMAIIMOHHBIHN ), UMEIOIIUI LIEHHOCTh IS
KOHEYHOTO NOTpeOuTeNs (KIMEeHTa, 3aKa3uuKa) — 3TO
1) ou3Hec-cucTrema;
2) KJIMEHT mporecca;
3) Ou3Hec-mpoiecc.
20....— 3TO METOAOJIOTUS, UACHTU(DUIUPYIOLIAs TPOLECCHl B OPraHU3alMK TaK, YTOOBI UX
B3aMMOCBSI3U ObUIM MOHSTHBI, BUIUMBI U U3MEPUMBI, @ UTOTOBasi COBOKYITHOCTh
MIPOLIECCOB MOHMMAJIACh KaK €UHasl CUCTEMA pealn3ally IeATeIbHOCTU OpraHu3aliy.
1) IIpoueccHbIii MOAX0A;
2)  MHoroypoBHeBBbIii IOAXO01;
3)  Puck-opmeHTHPOBAHHBIN MOIXO.

Kiroumn:
1 2 3 4 5 6 7 8 9 10
3) 3) 1) 2) 1) 2) 3) 1) 2) 3)
11 12 13 14 15 16 17 18 19 20
D [ D2)3) ] 1),2) [ 1)3)506) | 4 |2)|13)4]1)2)4)] 3) 1)

TunoBble OLICHOYHBIE MATEPHAJIBI 110 TeMe 2
Tumnosbie BONPOCHI 1JIS1 ONPOCA 1O Teme 2:

1. Yto moHMMaeTcs moj yrnpasieHueM ousnec-npoueccamu? Ero nemnu.
2. Y10 B cebs BKIIIOYAET MEHEIKMEHT?

3. M3 kaKuX ImOACHUCTEM COCTOUT CHCTEMa MEHEKMEHTAa?

4. Yto ABIIIETCSA 00JIACTBIO IEMCTBUS CUCTEMBI MEHEIKMEHTA?



Tect

5. Ha3oBuTe 31€MEHThI CUCTEMBI MEHEIKMEHTA.

6. Uto Brimroyaet B ce0st ynpasinenue Nb?

7. Yem siBnsiercas CMUDB o OTHOIIEHHIO K CUCTEME MEHEIPKMEHTA OpraHU3alMK CONNIACHO
ISO/IEC 270017

8. B yem 3akmrouaercs nuki moneau PDCA mist CMUB?

9. Ilepeuncnure miaru 3tana twianupoBanus CMIUB B COOTBETCTBUH C TpeOOBAHUSIMHU
crangapra ISO/IEC 27001.

10. Haiite xapakrepucTuky stany ruianupoBanust CMUB cormacuno ISO/IEC 27001.

11. OxapakTepusyiTe acleKThl aHAJIU3a BRIOPAHHOW 00JIACTH ESITEIIbBHOCTA OpPraHU3alluu,
kotopast Oyner oxBauena CMUB.

12. Korna cinemxyet HaunHaTh paboTh 1o co3pannio CMIUB?

13. Kakre xiIroyeBble MPOLECCH JTODKHBI OBITh OXBAa4deHbl pa3pabaThIBAEMBIMH U
peain3yeMbIMU MOTUTHKAMU?

14. Kakoli cTanaapT moapoOHO OMHCHIBAET 3aITyCK, TUTAHUPOBAHKUE U OMIPENICIICHUE MTPOCKTa
BHeapenuss CMUB?

15. Kakue nporeypsl KOHTPOJIsl yCTaHaBIMBAIOTCS Ha dTare peanu3anuu CMUB?

16. JlaiiTe XxapaKTE€pUCTUKY OPraHU3aLIMOHHOM CTPYKTYpe U OCHOBHBIM npuHuunam CMUB.
17. JlaliTe XapaKTEepHCTUKY 3TalaM IMOATOTOBKU K ceprudukammn CMUB kommnannum Ha
cootBetcTBHUE TpeboBanusm ISO/IEC 27001.

18. B ueM 3axiiroyaeTcss MOHUTOPHUHT U U3MepeHus 6e3onacHoctu st CMUb komnanuun?
19. C kakoil menbto BBOAUTCS mpouecc u3MepeHus B uukia CMUMbB npoekra wumu
opraHu3aiuun?

20. Yto 10omKHO CO3/1aBaTh OCHOBY ISl ()OPMUPOBAHUS PEIICHUHN IO COBEPIICHCTBOBAHUIO
CMMUB opranuzanun?

1. Ha BepxHeM ypoBHE yIpaBiieHUS] OpraHU3alMel yrpaBieHue Ou3Hec-poLeccaMmu
IperonaraeT pealus3anuio ... meneil. Beidbepure:
1) TakTHYeCKHX;
2) cTpaTern4ecKux;
3) onmepamMoOHHBIX.
2. Crparerus ynpasJI€HUs ONPEAEIISET:
1) HanpaB/ieHHE U CIIOCOO UCTIOJIL30BAHUS CPEICTB IJIsl JOCTHKEHHUsI
NOCTABJIEHHOM 1eJIN;
2) MeTOAbI M MPUEMBI /IUIsl TOCTHKEHHSI OCTABJIEHHOM 1eJIM B KOHKPETHBIX
YCJIOBHUSIX;
3) noBbimeHue 3¢ PEeKTUBHOCTH U MPOIYKTHBHOCTH OM3HEC-TIPOIIECCOB.
3. CucreMa MEHEKMEHTA COCTOUT U3
1) ynpasasiemoii moacucTeMsbl (00beKTa ynpaBJieHNs);
2) ynpaBJjsieMoOii OICUCTeMBI (Cy0ObeKTa ypaBJIeHHsl);
3) ymnpapisiionieil noacucTeMsbl (00beKTa ynpaBJieHus );
4) ynpasasioueii moacucreMsl (Cy0ObeKTa ynpaBJeHHUs ).
4. Ynpasnenue Mb — sto nukimueckuii npouecc, HE Bkirodaronmii:
1) oco3HaHue cTeneHH HEOOXOAUMOCTH 3aIUTHI HH(POPMALMH H IOCTAHOBKY
3ajay;
2) cOop m aHaJu3 JaHHBIX 0 cocTosinuu Vb B opranmn3anuu;
3) opraHM3alHOHHYIO CTPYKTYPY.
5. B xauectBe BxonHbix naHHbix CMUWb ncnons3yer:
1) TpedoBanusi B oosnactu Ub;
2) 0:KMJIAHMS 3aNHTEPECOBAHHBIX CTOPOH;
3) pesyabrarbl odecneuyenunss Ub.
6. Crannapt ISO/IEC 27001 cepruduuupyer:
1) mpouecc;



2) KOMIAHHUIO;

3) cumcTemy 3alIMTHI.
7. I'panunia CMUbB 110 OTHOIIEHHIO K CHUCTEME YIIPABJICHHS HEMPEPHIBHOCTHIO OM3HECa
(Business continuity management - BCM) ouepunBaeTcsi BBIpaKEHHEM:

1) CMHUF < BCM;

2) CMUE > BCM;

3) CMUF n BCM = 3amuTa KpUTHYHBIX OM3HEC-TIPOLIECCOB OPTraHU3AIUHU OT
KpynHbIx cooes u apapuii UC;
&. O6nacte neiictsust CMUDB Bxirouaer B cebst:
1) Bce OM3Hec-MPOIECCHI OPTraHU3ALMM;
2) HeKOTOpbIe HH3HEC-MPOLEeCcChl OPraHU3AINN;
3) ompenejeHHbIE OM3HEC-TPOLECCHI OPTAHU3ALMH.
9. PazpabarbiBaeMble U peain3yeMble OJUTHKH O€3011aCHOCTH JIOJDKHBI OXBAaThIBATh
KITIOUEBBIE TIPOLIECCHI:
1) oCHOBHBIX OM3HEC-IIPOLECCOB OPraHN3ALHME;
2) WH(}PACTPYKTYPHBIX NMPOLECCOB OPraHU3AINN;
3) Ou3Hec-mpoIECCOB YNPaBJIeHNs OPraHH3aNUH;
4) mpoiueccoB pa3BUTHS.
10. K npouenypam kontposss HE otHocuTcs:
1) MOHHMTOPHHI W MPOBEPKA OCYIIECTBJIECHHUS 3aAIIIUTHBIX Mep;
2) peryJsipHbIil IEPeCMOTP OIIEHKH PUCKA Yepe3 3alIaHuPOBaHHbIE
NPOMEKYTKH BPeMeHH;
3) mopepuusanuss CMUB.
11. Aupexrop no Ub opranuzamuu cornacuo ISO/IEC 27001:
1) pemaer cTparernyeckue 3aJa4u KOMIIAHUN;
2) cmocoOCTBYeT pa3BUTHIO OUM3Heca B pyciie HanpaBienus Ub;
3) HeceT OTBETCTBEHHOCTH 3a Npoiecchl ynpaienus B odaactu UB.
12. TToaroroBka COTpYTHUKOB OpTaHU3aIiK: 00y4eHre, TPEHUHTH, TIOBBIIICHHE
OCBEJIOMJIEHHOCTHU BXOJIHT:
1) B padOTHI MO BHEAPEHUIO MEXAHN3MOB KOHTPOJISI;
2) B paGoThI MO onleHKe HHPOPMATUOHHBIX PHCKOB;
3) B pa6Gorsl no npexBapureabHomy aynuty CMUB.

Korouu:

1 2 3 4] 5 6 | 7 8 9 10 | 11 12
2) 1 D [ DAH] 3] D] D] 3) | 3) | 3) | 3 D,2) | 1

Tunosble OLleHOYHBbIE MaTepHaJIbI 0 Teme 3
Tunosslie BONPOCHI 1JIs1 ONIPOca 1o Teme 3:

1. Maiite onpeneneHne pucka Kak BO3MOKHOCTH.

2. OxapakTepu30BaTh PUCK KaK OMMACHOCTb UJIU yTPO3Yy.

3. JlaiiTe XapakTepUCTUKY PUCKY KaK HEONPEAEIECHHOCTH.

4.B paMkax Kakoll KOHULENIUMM pPACCMaTPUBAIOTCS PUCKH  HMH(DOpPMaLMOHHON
6e3onacHocTu. KakoBa 11e71b ynpaBieHus B JaHHOM ciy4ae?

5. Kakoll moaxoJ MpUHAT K ONPEACIICHHIO PUCKA B CTAHJIApTax YINpPAaBIEHUS PHUCKaMU
UH(POPMAITMOHHON 6e30nmacHOCTH?

6. Buapl puckoB, UX 0COOEHHOCTH.

7. Oxapakrepusyiite GyHKIUU pUCKA B MIPEANPUHIUMATEIBCKOMN 1€ TETbHOCTH.

8. Koro otHocsaT Kk cyObekram pucka? Ha3oBuTe ypoBHU CyOBEKTOB, Al KOTOPBIX
BO3HUKAET IKOHOMUYECKUN PUCK.

9. Kakune momxompl CyIecTBYIOT K KJIacCU(PUKAIIUA PUCKOB?



10. Jlath XapaKTepUCTHKY THUIIaM IPEIIPUHUMATENIHCKOTO PHUCKA MO YPOBHIO MPUHSATHUS
pEeLIeHMI, TI0 UCTOYHHUKY pUCKa B OM3HEcCe, M0 BO3MOXKHOCTH YIPABJICHUS U B 3aBUCUMOCTH OT
BO3MOXKHOTO Pe3ylbTara pUcKa.

11. IlpuBecTn KJIAaCCU(PUKALUIO PUCKOB B 3aBHCHUMOCTH OT OCHOBHOM IPUYHHBI
BO3HUKHOBEHUSI.

12. Jlate XapakTepUCTUKY UHPOPMAITMOHHBIM, KOMMEPUYECKUM B (DUHAHCOBBIM PUCKaM.

13. B 4yem 3akiroyaeTcsi CyIHOCTh YIPABJICHUS PUCKOM?

14. HazoBuTe METO/IbI, HA OCHOBE KOTOPBIX OCYILLECTBIISIETCS YIPABIECHUE PUCKOM.

15. JlaiiTe XapaKTEpUCTUKY KOHLETIIIUM MUHUMHU3AIUHA PUCKA.

16. Ha3oBuTE OCHOBHBIE IIOJIOKEHHS KOHLIETILIMYA TPUEMIIEMOTO PHCKa.

17. JlaiiTe XapaKTEpUCTUKY KOHLIECTIIUN PUCKA KaK pecypca.

18. Ilpunuunel ynpasiaenus puckamu Ha ocHoe I'OCT P OCO 31000.

19. YipaBnenue puckamu HHGOpPMAIIMOHHOK Oe30omacHoCcTH Ha ocHoBe ISO 27005.

20. HazoBute nenb u Buabl ouenku Ub. ITpouecc ouenku Ub.

21. JlaifTe =~ XapakTEpUCTUKY  DSBOJIOIMOHHOM  MOJEIM  3pEJIOCTH  IPOIECCOB
MH(}OPMaIIMOHHON 0€30I1aCHOCTH.

Tecr

1. Pucku naopManmoHHO# 0€301MacHOCTH PaCcCMaTPUBAIOTCS B paMKaX KOHIEIIHH
1) pucka KaK BO3MOKHOCTH;
2) puCKa KakK OIacHOCTH;
3) pucka Kak HeONpeIEIEHHOCTH.

2. Ilpu onucanum pucka yKa3bplBaeTcs:
1) B yeM 3aKJIFOYAETCS €ro BIMsSHKHE Ha OM3HEC;
2) HACKOJBKO BEPOSTHO BOSHUKHOBEHHE TJAHHOTO PUCKOBOTO COOBITHS;
3) Du?2).

3. Tsxects ymepOa Kak HEraTHBHOE BIHMSHHE Ha OW3HEC-AEATEIbHOCTh KOMIAHHUU

OTIHCHIBACTCS:
1) uHpOPMAIMOHHBIMU AKTHBAMHU;
2) ySA3BUMOCTSIMU;
3) yrpo3amu UB.
4. BepoATHOCTb BO3HUKHOBEHHS YIPO3bl C yUeTOM IpUHUMaeMbIX Mep 3U onuceiBaercs:
1) uHbOpPMAIMOHHBIMU aKTHBAMU;
2) ysA3BUMOCTSIMU;
3) CyYIIECTBYIOIIMMH MEPaMU CHUIKCHHS PUCKA.
5.Ilpocrotra ¥ BO3MOXXHOCTb OOOWTHCh MHHMMAJIBHBIMHU 3aTparaMd peCcypcoB IpH
MPOBEJACHUH aHAJIN3a U KOHTPOJIS PUCKOB SIBJISIETCS IPEUMYIIIECTBOM

1) crparerun 6a30BOi 6€30MACHOCTH;
2) crparerud He()OpPMaILHOTO aHAIIN3A;
3) crpareruu MOJHOTO aHAIN3a PHCKA.

6. DKcriepTHAsI OLIEHKa BEJIMYMHBI PUCKOB — IPEUMYIIECTBO:
1) crparerun 6a30BOi 6E30MACHOCTH;
2) crpareruu He(OpPMaILHOTO aHAIIN3A;
3) crpareruyi KOMOMHUPOBAHHOTO aHAJIHM3a PUCKA.

7. IlpoBeneHNE BEICOKOYPOBHETO aHAIN3a PUCKOB — IIPEUMYILIECTBO:
1) crpareruu NoJHOTO MOIPOOHOTO aHAIN3a PHUCKA;
2) crpareruu He()OpPMaILHOTO aHAIU3a PHCKOB;
3) crpareruyi KOMOMHUPOBAHHOTO aHAJIHM3a PUCKA.
8. IIpouecc menemxmenta puckoB b HE Bkirouaer:
1) mnoaroroBky nokymentanuu CMUB k ceprudukarum;
2) ormpefeeHNue KOHTEKCTa,;
3) uH(pOPMHPOBAHHE O PUCKAX.

9. O1eHKa PUCKOB — 3TO OOIITUH TIPOIIECC



10.

I1.

12.

13.

14.

15.

16.

1) ananm3a M OIICHMUBAHHSI PUCKOB;
2) waeHTH(UKALWYU U ONPEACIICHNS BEIMYUHBI PUCKOB,
3) npucBOCHME 3HAYCHHI BEPOSATHOCTH U MOCICICTBUI PUCKA.
AHaJIu3 pUCKOB COCTOMT;
1) wu3 uneHTHPUKALUN PUCKOB;
2) W3 ompe/ieNieHNsI BEIMYMHbBI (YPOBHS) PUCKOB;
3) W3 paHKUPOBAHHS PUCKOB.
Ouenka Wb 3akiarouaercs B BRIpaOOTKE OLIEHOYHOTO CYX/IEHUS OTHOCUTEIBHO:
1) ornaxkeHHOCTH mporeccoB obecnedeHus UB;
2) aJeKBaTHOCTH MCIOJIb3yEeMbIX 3aIIUTHBIX MEp;
3) 1enecooOpa3sHOCTH HHBECTHIIMI IS 0OecreueHus: Heooxoaumoro yposus Ub;
4) 1),2),3).
PesynbraTrom crioco6a onienku coorBercTBus (compliance) b sBnsiercs:
1) oueHka crnocoOHOCTH opraHu3anuu PPEKTUBHO ympapisaTh puckamu Wb s
JTOCTHKEHUS CBOUX LIETIeH;
2) OLCHKAa HEOOXOAMMOCTH O0OecIieYeHUsl Wi coBepiieHcTBoBaHMs Wb Ha coHOBe
KpUTEPUEB MOJIy4aeMOU BBITO/IbI, IPEUMYIIECTB U 3aTpat sl Ou3Heca,
3) OLIGHKAa CTENEeHH COOTBETCTBHUsI cUcTeMbl 3 3TalloOHy W TUpPEMIOKEHHS II0
yCTPAHEHUIO HEOCTATKOB.
Puck-opuentupoBannas onenka b opranusannu — 370:
1) orenka crmocoOHOCTH opraHu3anud 3GQGEKTUBHO yIpaBiaTh puckamu Wb mms
JIOCTHIKEHHS CBOMX IIECJICH;
2) OlLleHKa HEOOXOAMMOCTH oOecriedeHus] Wi coBepiieHcTBoBanus Wb Ha coHOBe
KPUTEPHEB MOTy4aeMO BBITOIbI, IPEUMYILECTB M 3aTpaT It OM3HECa,
3) OlleHKAa CTEMEHH COOTBETCTBHS CHUCTeMbl 3UM 3TallOHy W TMPEUIOKEHHUS 10
YCTPaHEHHUIO HEIOCTATKOB.
Onenka Mb Ha 0cHOBE S5KOHOMUYECKUX MOKa3aeTene — 3To:
1) oueHka crocoOHOCTH OpraHu3anud PPEKTUBHO ympapisaTh puckamu Wb s
JOCTH)KEHUS CBOMX IIeJIei;
2) OlLICHKa HEOOXOAMMOCTH OOecriedeHus] Wi coBepiieHcTBoBaHus Wb Ha coHOBe
KPUTEPHUEB MOTy4yaeMoil BHITO/IbI, IPEUMYILECTB U 3aTpar /sl Ou3Heca;
3) OlLlIGHKAa CTENEeHHM COOTBETCTBHUs cUcTeMbl 3M 3TalloOHy W TNPEUIOKEHUS 110
YCTPaHEHUIO HEJJOCTATKOB.
Monenb OLeHKH:
1) ompenensier chepy oneHku (KOHTEKCT orieHKH B B pamkax KpUTepHs OLCHKH,
KOHTpOJIMpyeMble (pakTOphl (mapaMeTphl) 0ObEKTa OLIEHKH);
2) ycTaHaBIUBaeT Mokas3areu oleHku Ub;
3) bopmupyeT 1eTb OIIEHKH.
AHaJINTUK OLEHKU:
1) u3MepsieT U OIICHUBAET CBUICTEIILCTBA OI[CHKH, MPE0CTABICHHBIMY B3 ICIbIIAMU
aKTHBOB;
2) BBIOHMpAET Ccroco0, MOJIEITb OIICHKH U ONpe/essieT MeToAuKy oneHku Ub;
3) IpOBOIUT aHAU3 PE3yNBTATOB OICHKU U (POPMHUPYET OTUYET M PEKOMEHJALUH I10
pe3ylibTaTtaM OIeHKH.

17. Ilporpamma usmepenuit b sBisieTcst aneMeHTOM:

18.

1) cucrembl MonuTOpHHTa U aHamu3a CMUB;
2) cucteMsbl onaepkku u ymyumenuss CMUB;
3) cuctemsl BHeapeHus U pyHkuunonuposanus CMUB.
Merons! ananu3za puckoB Ub. Meton lenbdu:
1) mpeaHa3Ha4YeH Ui MOJyYeHUs] 0000IIEHHOTO MHEHHUS TPYIIIbI SKCIIEPTOB 3a CUET
CONIACOBAaHUSHE3aBUCUMBIX MHEHHUU OLIEHOK;



2) mpefHa3HaueH I HMACHTH()HUKAIMK MOTCHIMAIBHBIX OMACHOCTEH W MpobeM
(pucka) amns naeit, 00opynoBaHUs, OKPYXKAIOIIEH CpeIbl U/UIH JOCTUKEHUS 1IeIeH
OpraHu3aluiy;

3) npeanasHadeH st cOopa OOJIBIIETO KOJIMYSCTBAPA3HOOOPAa3HBIX UICH [T HATH3a
pucCKa.

19. Meronp! aHanu3a pucka. AHaJIU3 YpOBHEMN 3alUThI:
1) HampaBiieH Ha aHAJK3 JOCTATOYHOCTH MEP IO YIPABICHUIO WA CHUYKECHHIO PUCKA;
2) SBISETCS COYCTAHMEMMETOJIOB JIepeBa HECIIPABHOCTEH U JiepeBa COOBITHIA;
3) cxeMaTu4ecKui Crocod OMMCAHUs aHAIN3a MYTH Pa3BUTHS OMACHOTO COOBITHS OT
IIPUYMH J10 TOCJIECICTBHMN.
20. Meronp! ananu3a pucka. B cutyanuu, korga Oyayroiiee COCOTOSHUE CUCTEMBI 3aBUCUT
TOJBKO OT €€ TEKYILEro COCTOSHHS, TPUMEHUM

1) merox MonTte-Kapio;

2) BaitecoBckuii ananu3 u ceTh baiieca;

3) MapkoBcKkuii aHATH3.

21. 3apanue. «Ilocrpoenue monenu yrpos 1b».

[IpoBectu uaeHTU(PUKALINIO, aHAINU3 U ONMKUCAaHUE OCHOBHBIX yrpo3 Wb 1i1si KOHKpETHOTrO
00BbEKTa 3alUTHI 0 BEIOOPY oOydaromerocs. Beioop 00beKTa 3auThl COTIIaCOBBIBACTCS
c npenogasarenem. J{Jis Kaxk/10il yrpo3bl JOIKHBI ObITh YKa3aHbl AKTHUBBI, KOTOPBIM MOXKET
ObITh HaHeceH ymepd B ciydyae ee peajHu3aliid, HCTOYHHK Yrpo3bl, (HaKTOPHI,
CHOCOOCTBYIOIINE BOSHUKHOBEHUIO U peanu3aiuu yrpo3sl b, BO3MoXKHBIE TOCIEICTBUS.
Pesynbrarel aHanmm3a JOKHBI OBITH CTPYKTYPHPOBAaHBI M O(POPMIICHBI B BHJE OTYETa B
cpene MS Word.

BrimonaeHHOE 3a1aHne 3aIUIIAeTCs IPETIOIaBaTelIIo.

22. 3apanue. «Onenka pucka Uby.

Jlis oObeKTa 3aluThl, BEIOPAHHOTO B KOHTPOJBHOM 3aJaHUU 1, NMPOBECTH aHAINU3 U
olieHUMBaHuE PUCKOB Vb, COOTBETCTBYIOIIMX ONMCAHHBIM yrpo3aM. I KaxkI0H yrpo3bl
Wb nomxHb! OBITH OnpeAeseHbl (KaueCTBEHHO WJIM KOJIMYECTBEHHO) YPOBEHb YIPO3bI
(BEpOSTHOCTD pean3allii yrpo3bl) U pa3Mep BO3MOKHOTO yiepoa (ypoBeHb HETaTUBHBIX
nocsencTBuil). Ha ocHOBaHMM 3THUX 3HAYEHUI TPOU3BOAUTCS ONPEIEIIEHUE YPOBHS PUCKA,
paHXMpOBaHHE PUCKOB U BBISIBICHUE KPUTHUECKUX PUCKOB. JIOTKHBI OBITH IIPEACTABIEHBI
UCIOJIb3YeMble TPU OLIEHKE IIKaJbl. Pe3yabTaThl OLIEHKM PUCKOB O(GOPMIISIOTCS B BHUJE
otyera B cpere MS Word.

BrinonHeHHOE 3a1aHuE 3aIUIIAETCS IPENOJaBaTEeIo.

Kiroun
1 2 3 4 5 6 7 8 9 10
2) 3) 1),3) 2),3) 1) 2) 3) 1) 1) 1),2)
11 12 13 14 15 16 17 18 19 20
4) 3) 1) 2) 1),2) [2),3) |1 1) 1) 3)

5. OIIeHO'-IHLIe MaTepHuaabl HpOMe)I(yTO‘lHOﬁ arTrecTallui 1o AU CHMIIJIMHE

5.1.9x3amMeH mpoBOAUTCS C NMPUMEHEHHEM CIEIYIOIIUX METOJOB (CpPEeACTB): YCTHBIM OmpOC,
tecTupoBaHue. Jlns OHEHKHM C(HOPMHPOBAHHOCTH KOMIIETEHIMHA, 3HAaHUH M  yMEHHH,
COOTBCTCTBYIOIIUX JAHHBIM KOMIICTCHIHAM, HMCIIOJIB3YHOTCA KOHTPOJIBHBIC BOIIPOCHI, a TaKXKE
3a/1a4un.



5.2.011eHOYHbIE MATEePHAJIBI IPOMEKYTOYHON aTTeCTANNHU

Kommonenr KOMIICTCHIUHA

IIpoMesky TOUHBIN/KIII04EBOI
HHIUKATOP

Kpurepnii onennBanus

I1IKc-2.3

Peanusyer KOHIENTYadbHYIO MOICIbH
ousHec-aHanuza BABOK

Hcnons3yer KITFOYEBBIC
kommerenuun Monenn BACCM mis
pemeHus 3a1a4 B obnactu
HHPOPMAITHOHHON 0€30IaCHOCTH.

CamocCTOATEeNIEHO onpeeIsierT
MOTPEOHOCTH M PEKOMEHJAINU

pELICHUH, KOTOpble O00ecIeunBaoT
LEHHOCTb Ul 3aUHTEPECOBAHHBIX
JWIl B paMKax 3a/ad B3aHMMOJCHCTHS

obOacreit
0e30macHOCTH U OM3Heca

no

o gk

© o~

11.

12.

13.

14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.

TunoBbie OLleHOYHBbIE MATEPHAJIBI IPOMEKYTOUYHOM aTTeCTALNHU
Bomnpocsl Kk 3K3aMeHy 110 JMCHHUIUINHE «YIIpaBjieHHe HH(POPMALMOHHOM
0e30IaCHOCTHIO»
Puck-oprueHTHpOBaHHBIN MOAXON K ynpasieHuio b oprannsanuu.
[ToHsiTHE KOPIIOPATUBHOM MOIUTUKU O€30MaCHOCTH. MHOTOypOBHEBBINA MOIXO/I.
YrpasneHnus UHGOPMAIIMOHHON 0€301TaCHOCTHI0O HA OCHOBE COOTBETCTBUS TPEOOBAHHSIM
(compliance management).
AHanu3 ynymeHui (gap-aHaims).
Mogens HenpephIBHOTO COBEPILIEHCTBOBAHUS (3aMKHYTHIN Uk MeHemkMenTa PDCA).
VYpoBHH OpraHM3aluy AesSTeNbHOCTH 0 obecrieuennto b kommanuu u o0mmas cTpykrypa
crangaproB Mb.
Crannmapt «OpaHxeBasi KHUTay.
Cranpapr ITSEC.
Crannapt ISO/IEC 15408 «O061mue kputepun».

. «JIyuymne npaktuku» nHpopmarmonHoi 6e3onacHoctu ISO/IEC 27002. Craryc cTaH1apToB

ISO/IEC B P®.

CrannapTel MeHeKMeHTa HH(opMallMoHHOM Oe3omacHocTU. CocTaB U CTPYKTypa Cepuu
MexayHaponsbix ctanaaptos ISO/IEC 2700x.

CepBHC-OpHEHTUPOBAHHBII U MPOIIECCHO-OPUEHTUPOBAHHBIN MOAXO/IBI K yrpaBineHuto b u
UT.

KoHuenuus KopnoparuBHOTO yrpasieHus: HHpopMaoHHoi 6e3onacHocTbio (IS
Governance) B crannapte Cobit 5.

DBOJTIOUS MOJIENIH UH(POPMAIIMOHHON 0€30IaCHOCTH.

CaoiictBa cucrem. Mepapxudeckne CUCTEMBI.

ITonstue npouecca. CporicTBa npoueccoB. CyTh ynpaBiaeHHs IPOLIECCOM

CrpykTypHbIi ((PyHKIIMOHATIBHBIN) U MPOLIECCHBIN MOAXO0/ K YIIPaBICHHUIO.
Knaccudukarus u arpubyThl IPOIECCOB.

DTtajoHHas MOAENb Iporecca s ynpasienus Wb.

[Tpo6aembl 1 OIMOKM ITPU BHEIPEHUH MPOLIECCHOTO MO/AX0/a K ynpasienuto 1b.
[TonsiTHe U cocTaB cUCTEMbI MEHEKMEHTA.

[Tpununs! noctpoeHus cucremsl MeHekMenTa b na ocuose ISO/IEC 27001.

Oransl noctpoeHus cucrembl MmeHekMeHTa b Ha ocnose ISO/IEC 27001.
OpraHu3annoHHas CTPYKTypa cucTeMbl MeHekMenTa 1b.

Ompenenenre KOHTEKCTA U 007IaCTH IEUCTBUS CUCTEMBI MeHeKMeHTa Ub.

ITponenypa ceprudukaruu coorerctBusi CMUB tpedoBanusam ISO/IEC 27001.

nH(HOPMAITMOHHOK




27. Ilpouecc ynpasnenus puckamu b Ha ocHoe ISO 27005.

28. UtepanronHas rporenypa orneHku puckon Ub.

29. Bunsl 06pabdoTku puckos Ub.

30. Meronuku oreHkH puckoB Ub.

31. Bunsl u cnocoOs! otteHkr b xoMmmanuny.

32. Dransl poriecca onenku (ayauta) Ub.

33. Ponu B niporiecce onenku (ayaura) Ub.

34. Uzmepenus b ISO/IEC 27004

35. TlonsTHE 3peNOCTH U YPOBHEH BO3MOKHOCTU. MoJienu 3peiocTy.

36. Ouenka npoueccoB b Ha ocHOBe Mozieseil ypoBHEH BO3MOXKHOCTEH.
37. Onenka nporieccoB pa3zpadboTku cpeacTB 3V Ha 0CHOBE Mojieliel 3peoCTH

HIxajna oneHUBAHUSA
OueHka pe3ynbTraToB NPOU3BOAWUTCS Ha OcHoBe IlonokeHHs O TeKylleM KOHTpOJie
yCIeBaeMOCTH  OOyYaloUmIMXcsi M MPOMEXKYTOYHOM  aTTecTallMd  OOeraromuxcs 1o
00pa3oBaTelbHBIM MPOTpaMMaM CpEIHEr0 MPOPECCHOHATBFHOTO M BBICHIETO O0Opa3oBaHUS B
denepanbHOM TOCYAapCTBEHHOM OMODKETHOM 00pa3oBaTEbHOM  YUPEXKICHUU BBICHIETO
oOpazoBanust «Poccuiickasl akaJleMUu HapOJIHOI0 XO3SHCTBAa M IOCYAAPCTBEHHOW CIYXObI NpHU
[Ipesunente Poccuiickoit ®enepauumn», yreepxkaenHoro Ilpukazom Pextopa PAHXul'C npu
[Ipesunente PO ot 30.01.2018 r. Ne 02-66 (11.10 pasnena 3 (mepBbiii ad3ai) u m.11), a Takxke
Pemenus VYwuenoro cosera CeBepo-3amagHoro wuHctutyra ymnpasieHus PAHXul'C npu
[Tpesunente PO ot 19.06.2018, nporoxon Ne 11.
OueHka «OTJIMYHO» BBICTABIIAECTCS B Cy4yae, €CJIU P YCTHOM OTBETE CTYACHT MPOSIBUI

(mokaszan):
- Iy0OKOe M CHUCTEMHOE 3HaHHE BCEro MpOrpaMMHOI0 MarepHalia y4eOHOTro Kypca, U3JIO0XKHI
OTBET IIOCJIEZ0BATENIbHO U YOEAUTEIBHO;
- OTYETIMBOE ¥ CBOOOTHOE BIIaJICHHE KOHIIENTYaIbHO-TOHSITHUIHBIM alapaToM, Hay4YHbIM SI3bIKOM
Y TEPMUHOJIOTHEN COOTBETCTBYIOLIECH TUCIUILIINHBIL;
- YMEHHME MPaBUIBHO MPUMEHATh TEOPETUYECKHUE IOJOKEHUS MPU PEUICHUU MPAKTHUYECKUX
BOIIPOCOB U 33/1a4;
- YMEHHUE CaMOCTOSITENIbHO BBIIOJIHATH NPEyCMOTPEHHBIE MPOrPaMMON 3a/1aHMS;
- HaBBIK 0OOCHOBAHUSI MIPUHSATOTO PEIICHUSI.

OueHkM «X0po1I0» BHICTABISAETCS B CIy4yae, €CJIU IIPU YCTHOM OTBETE CTYACHT MPOSBUII
(mokaszan):
- 3HaHHE Y3JIOBBIX MPOOJIEM IPOrpaMMBbl U OCHOBHOTO COACPKAHHUS IEKIIMOHHOTO Kypca;
- YMEHHUE TOJIb30BaThCS KOHUENTYaJIbHO-MTOHATHIHBIM aIlaparoM YMEHHE MPEUMYIIECTBEHHO
MPaBUJIBHO MPUMEHSITh TEOPETUUYECKHE IMOJOKEHUS MPHU PELICHUH MPAKTUYECKUX BOIPOCOB U
3a/1a4,
- YMEHUE BBINIOJIHATH MPEAYCMOTPEHHBIE POTPAMMOM 3aJIaHHS;
- B IIEJIOM JIOTUYECKH KOPPEKTHOE, HO HE BCErJa TOYHOE M apryMEHTHPOBAHHOE H3JI0KECHHUE
OTBETa.

OuneHka «yI0BJIETBOPHTEJIbHO» BBICTABISETCS B Cilydae, €CId MPH YCTHOM OTBETE
CTYJEHT MPOsIBIII (TIOKa3a):
- (pparmenTapHBIC, TOBEPXHOCTHBIE 3HAHUS BAXXHEUIIUX Pa3EiIOB MPOTPAMMBI M COACPKAHUS
JIEKIMOHHOT'O KypcCa;
- 3aTPyJHEHUS C WCIOJIH30BAaHUEM HAYyYHO-TIOHSATHHHOTO ammapara ¥ TEPMHHOJOTUU Y4eOHOMH
JUCUUTLTAHBI;
- 3aTPyIHEHUS] C TPUMEHEHHWEM TEOPETHUYECKUX TMOJOKCHUH TPH PEIICHUH TMPAKTHICCKUX
BOIIPOCOB U 3a/a4,

OuneHka «HeyIOBJIETBOPUTEIbHO» BBICTABIISIETCS B CiIydae, €CJIM MPU YCTHOM OTBETE
CTYIEHT MPOsIBIII (TIOKa3a):
- He3HaHMeE J1OO0 OTPHIBOYHOE MPE/ICTAaBICHHE YueOHO-IPOrPAMMHOI0 MaTepHaa;



- HEYMEHHE WCIIONb30BaTh HAYYHO-TIOHATUWHBIA ammapar W TEPMUHOJIOTHIO Yy4eOHOMH
JUCHUIIIINHBI,

- HEyMEHHE MPUMEHSITh TEOPETHUECKHE MOJOKEHHS MPHU PEIICHUU MPAKTHUYECKUX BOIPOCOB U
3azad,

- HEyMEHUE BBINOJIHATD MIPETyCMOTPEHHbIE IPOrpaMMOi 3aJaHUsl.

6.Metoanyeckue MATePHAJIbI 10 OCBOCHUIO M CIUIIIHHbI

Paboueli mporpaMMoil TUCHMIIIIMHBI MPELYCMOTPEHB! CIEAYIOIINE BHUIbI AyJUTOPHBIX
3aHATHUI: JIEKIIUHU, TPaKTHUYECKue 3aHATUSA. Ha nexnusax paccMarpuBaroTcss HanOosee CIOKHBINA
Marepuayl JUCUUIUIMHBL. [l pasBUTUSA y MAaruCTPAHTOB KPEAaTHMBHOIO MBILICHHS U JIOTUKH B
KOKIO0W TeMe y4yeOHOH AMCHUIUIMHBI TPEIyCMOTPEHBl TEOPETUYECKHE  IOJOXKEHHS,
MHCTPYMEHTAIIBHBIE CPEICTBA, & TAKXE IPUMEPbl MX HCIOJIb30BAaHUSA IIPU PEUICHUM 3a1ad
obecrieueHuss MH(POPMAIIMOHHOM Oe3omacHocTH. KpoMme Toro, yacTe TeopeTHueckoro Marepuaia
IIPEJOCTABIIAECTCS HAa CaMOCTOSTENIBHOE H3YYEHUE II0 PEKOMEHJOBAaHHBIM MCTOYHUKAM JUIS
(dopMupoBaHus HaBbIKa CaMOOOyUYEHHUSI.

[IpakTuyeckue 3aHATUS NPeIHA3HAYECHBI ISl CAMOCTOATEIbHOM paboThl MaruCTPaHTOB IO
pELIEHNI0 KOHKPETHBIX 3anad. Kaxkmoe nmpakThyeckoe 3aHATHE COIPOBOXKAACTCS 3aJaHUSMH,
BbI/1aBA€MbIMM MAaruCTPaHTaM JJIs PELIEHUS BO BHEAYIUTOPHOE BPEMH.

Jnst paboThl ¢ TeYaTHBIMH M 3JIEKTpOHHBIMH pecypcamMu C3UY mmeercs BO3MOKHOCTD
JIOCTyNa K 3JeKTPOHHBIM pecypcaMm. OpraHuzaiys pabOTbl MaruCTpaHTOB C 3JIEKTPOHHOM
OMOIMOTEeKON yKa3aHa Ha caldTe MHCTUTYTA (CTpaHulle caiita — «Haydnast Oubnmorekay).

MeTtoanyeckne yKa3aHus 111 00y4ar0IMXCH 10 OCBOCHHIO JUCHHUIINHBI
OO0y4eHue Mo TUCIUILUIHNHE «YTIpaBIeHHE HHPOPMAIIMOHHON O€30ITaCHOCTHIOY MPEIoJIaract
U3y4YeHHE Kypca Ha ayJUTOPHBIX 3aHATHUAX (JEKLUH, IPAKTUYECKUE PAa0OThl) U CaMOCTOSITEIbHOMN
pabotel oOyuarouuxcsi. CeMuHapcKue 3aHATHS JTUCHUIUIMHBL «YIpaBlieHne MH(POPMAIlMOHHOM
0€30MaCHOCTBIO» IMPENoIaraloT MX MPOBEIEHHE B PAa3IUYHBIX (JOpPMAX C IENIBIO BBIIBICHUS
MOJyYEHHBIX 3HAHWW, YMEHMH, HABBIKOB M KOMIIETEHIMH C MPOBEIECHUEM KOHTPOJIbHBIX
meponpusTHid. C 1enpio odecreueHus yCnemHoro o0y4eHus: 00y4aronuiics 10mKeH TOTOBUThCS
K JIGKI[MH, TIOCKOJIbKY OHa SIBJISIETCS BakKHEWIIed ¢opMoil opraHuzanuu y4eOHOro Mpoliecca,
IIOCKOJIBKY:
—  3HAKOMMHT C HOBBIM y4eOHBIM MaTrepHasoMm;
—  pa3bscHsET yuyeOHbIe JIEMEHTBI, TPYIHBIE JJIs TOHUMAHUS;
—  cHcTeMaTu3MpyeT yuyeOHbIM MaTepual;
—  OpHEHTHUpYET B yueOHOM Mpoliecce.
lloocomoska K nekyuu 3aKI0YAETCS B CIETYIOIIEM:
—  BHUMATEJIbHO MPOYMTANTE MaTepHrall IpeablIylel JEeKIHH;
—  Y3HaiiTe TeMy MpeCToALIeH JeKInH (TI0 TeMaTHYeCKOMY IUIaHy, 1o HHPOopMaIUH
JIEKTOPA);
—  O3HAKOMBTECH C yUEOHBIM MaTepHalioM 10 PEKOMEHIyeMOI INTepaType;
— TocTapaiTech YCHUTh MECTO U3y4aeMoOW TEMbI B CBOEH MpoQecCHoHaANBHOM
MOJTOTOBKE;
—  3aIUIIATE BO3MOXKHBIE BOIPOCHI, KOTOPBIE BHI 334 IUTE JIEKTOPY Ha JIEKIUH.
lloo2omoska Kk npakmuyeckum 3aHAmMusaM:
—  BHUMATEJIbHO MPOYMTANTE MaTepHrall JEKIUH, OTHOCALIUXCSA K JaHHOMY
CEMHMHAPCKOMY 3aHATHIO, 03HAKOMBTECH C YUEOHBIM MaTepHalIOM;
—  OTBETHTE HAa KOHTPOJIbHBIE BOPOCHI [0 CEMUHAPCKUM 3aHATUSM, TOTOBBTECH J1aTh
Pa3BEPHYTHIN OTBET HA KAXKIbIA U3 BOIIPOCOB;




—  YACHHUTE, Kakue ydeOHbIE 3JIEMEHThI OCTAJIMCh /Ul BAC HESICHBIMHU U MTOCTapaiTeCch
IIOJIyYUTh Ha HUX OTBET 3apaHee (10 CEMMHAPCKOTO 3aHATHUS) BO BPEMS TEKYLIUX
KOHCYJIBTallU{ MPEIo1aBaTes;

—  TOTOBUTBHCA MO>XKHO MHIMBUJIYAJIbHO, IAPaMHU WIHM B COCTABE MaJIOW I'PYIIIBI,
nocieHue ABISA0TCS 3P GEeKTUBHBIME (popMamu paboOTHI;

— paboyas mporpaMma JUCHMIUIMHBI B YaCTH 1I€JIEH, IEPEUHIO 3HaHUN, YMEHUH,
TEPMUHOB U Y4eOHBIX BOIPOCOB MOXKET OBITh UCIOJIb30BaHA BAMU B KaueCTBE
OpPHEHTHPA B OPraHU3aIH 00yUCHUSI.

Buinonnenue 3adanus:

[loBTOpPEHME JEKIIMOHHOIO Marepuajia, U3ydeHHE€ HOpPMAaTUBHOM JIMTEPATyphl (TEKCTa

CTaHAapTa), UCIOJIb30BaHUE PEKOMEHAYEMON JTUTEPATyphI.

7. YdeOHasi quTeparypa u pecypcbl HHGOPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHOM CeTH
"WHTepHer"
7.1. OcHoBHAasi IUTEpaTypa

1. Hlunos, A. K. Ynpasnenne nHGOpMaMOHHON 0€301aCHOCTBIO : ydeOHOoe mocobue /
A. K. Ilunos ; FOxwusIii GpenepanbHblii yHuBepcuTeT. - PoctoB-Ha-/lony ; Taranpor :
NznarenscTBO FOkHOTO (henepansHoro yHHBEepcuTera, 2018. - 120 c. - ISBN 978-5-
9275-2742-7. - Tekcr: AJIEKTPOHHBIH. - URL:
https://znanium.com/catalog/product/1021744

2. BecenoB I'E. MeHemkMeHT pucka HHPOPMALMOHHOW Oe30macHOCTH: y4yeOHOe
nocobue / Beceno I.E., Aopamor E.C., IllmmoB A.K. — DnekTpoH. naH. -
Taraupor:FOxuslii henepanpabiii yauepcurert, 2016. - 107 c.

3. OcHOBBI ympaBieHUs HHOOPMAIMOHHOH 0€301MacHOCThIO :  yd4eOHOoe mocobue
Honymeno YMO ... / A. II. Kypuno, H. I. Munocnasckas, M. FO. Cenaropos, A. U.
Toncroit. - 2-e uzn., ucmp. - Mocksa : [opsuas nunus-Tenekom, 2016. - 244 c. -
(Bompocs! ympaBnenus undopMaimoHHoON 6e30macHoCThio. Brim. 1). - bubnuorp.: c.
234-239. - ISBN 978-5-9912-0361-6.

Bce ucTouHnKHd OCHOBHOM JINTCPATyphbl B3aUMO3aMCHACMBI.

7.2 lonoJiHUTE/ILHASA JIUTEpATypa

1. 3onorapes, B. B. Ynpasnenue mHdpopmanuonHoit OezomacHoctbio. Y. 1: Anamu3
MH(OPMAIIMOHHBIX PUCKOB : yueOHoe nocobue / B. B. 3onorapes, E. A. Jlanunosa. -
Kpacnosipck : Cu0. roc. aspokocmud. yH-T, 2010. - 144 c. - Tekct : 371€KTPOHHBIN. -
URL: https://znanium.com/catalog/product/463037 (nara obpamienus: 03.08.2021). —
Pexum nocTtyna: mo noJmucke.

2. Jponor B.IO. MexnyHapomHbIe U OTEUECTBEHHBIC CTAHIAPTHI 10 HHPOPMAITHOHHON
0e30macHOCTH : yueOHO-MeToandeckoe nocodue / JIponoB B.FO.. — HoBocubupck :
HoBocubupckuii rocynapcTBeHHbIH TeXHUUYeCKUW yHuBepcuteT, 2016. — 34 c. —
ISBN 978-5-7782-3112-2. — TeKcT : 3JeKTPOHHBIN // DIEKTPOHHO-OMOIHOTEUHAs
cucrema [IPR BOOKS : [caiit]. — URL: http://www.iprbookshop.ru/91395.html (nara
obpamtenus: 03.08.2021). — Pexxum nocryna: s aBropusup. [lonp3oBareneit

3. TacanoB D.C. Camapuna E.A. VYnpaBnenune wHQOpPMAIMOHHOW O€30MACHOCTHIO B
KOPIOPAaTUBHOM IMpeaNpUHUMATENILCKOM cpelie B YCIOBUSAX KuOepyrpos HudpoBoi
SKOHOMHUKH [InexTponHbiid pecypc] — URL: https://cyberleninka.ru/article/n/

4. CyxanoB A.B., CmupuoB A.C., XwuroB C.b. VYnpasienue uHGPOpPMAIIMOHHON
0€30MacCHOCTBIO0 MPEANPUITUIH 000POHHO-IIPOMBIIIJIEHHOTO KOMIUIEKCA B KOHTEKCTE
CTaHaapra ISO 27001:2013 [DNeKTpOHHBII pecypc] - URL:
http://eds.a.ebscohost.com/

7.3.HopmaTruBHbIE IPAaBOBbIE JOKYMEHTHI 1 HHAS NIpaBoBasi MHGopManus
He ucnons3yrores



https://cyberleninka.ru/article/n/

7.4. UaTEepHET-pecypchbl.

C3MY pacnonaraeT 10CTyIIOM Yepe3 CalT HaydyHOH OMOIMOTEKH http://nwapa.spb.ru/
K CJICAYIOUIMM TOAMMCHBIM 3JICKTPOHHBIM pecypcam:

https://ranalytics.github.io/tsa-with-r/ch-intro-to-prophet.html
Pycckosi3bIuHBIE pecypChl

DNEKTPOHHBIC YUEOHUKHU AEKTPOHHO - OnbaroTeuHoi cuctemsl (ObC) «Aidyke»

DNEKTPOHHBIC YUSOHUKHU AEKTPOHHO — OnbnmroTeuHoii cuctemsl (ObC) «JIanby
PexoMeHmyeTcst HCIOJIb30BaTh CIAEAYIOIMA HHTEPHET-PECYPCHI
http://serg.fedosin.ru/ts.htm
http://window.edu.ru/resource/188/64188/files/chernyshov.pdf

7.5. HHBIEe HCTOYHHKH.
He ucnonb3yrorcs.

8. MarepuanbHo-TeXHHYeCKas 0a3a, NH(POPMAIMOHHBIE TEXHOJIOTMHU, IPOTPAMMHOE
olecrieyeHne 1 HH(POPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

VYyeOHast TUCIUIUIMHA BKJIIOYAET MCIOJIB30BAHME IPOTrpaMMHOTo obecrieueHus: Microsoft
Excel, Microsoft Word, 11711 TOATOTOBKH TEKCTOBOTO M TAOJIMYHOTO MaTepHalia.

WHTEpHET-CEPBHUCH U AIIEKTPOHHBIE PECYpPChI (IIOMCKOBBIE CUCTEMBI, JICKTPOHHAS ITOUTA,
npodeccruoHalbHbIE TeMaTH4YeCcKue YaTbl U (OPYMBI, CUCTEMBI ayluo W BUAECO KOH(DepeHIHii,
OHJIAMH OJHIUKIIONEAUM, CIPABOYHUKHA, OUOIMOTEKH, OSJIEKTPOHHBIE Yy4eOHbIE U Yy4eOHO-
METOJIMYECKUE MATCPHAJIBI).

Onucanne MaTepuaJIbLHO-TEXHUYECKOI 0a3bl, HEOOXOTUMOIi I OCYIIeCTBJIEHHUS
00pa30BaTeJbHOIO MPOLECCa MO AMCUHUILIHHE (MOAYJII0)
No i/m | HammenoBanue
1. | KoMmmbroTepHbI€ KJIaCCHI C MepcoHaIbHBIMU DBM, 00beIMHEHHBIMY B JIOKAIbHBIC

CEeTH ¢ BbIXojoM B MlHTEpHET
1. | IMaker Excel -2016, proftesional plus, IBM SPSS statistics, R, RStudio, Anaconda
2. | MynsTUMeiTHBIC CPEACTBA B KAYKIOM KOMITBIOTEPHOM KJIacce U B JICKITHOHHOM
ayIUTOPHH

3. | bpaysep, cereBble KOMMYHHKALMOHHBIE CpeACcTBa JUIsl Bbixoaa B MlHTepHeT. CepBHCHI
u ciy’)k0bl Azure

Komnsrorepnsle kiaccsl u3 pacueta 1 [I9BM s ogHoro obyuaemoro. Kaxiomy
oOyyaroniemycs J0JKHA ObITh IIPEOCTaBIEHa BO3MOXKHOCTD JOCTYTA K ceTsM Tuna MHTepHeT B
TedyeHne He MeHee 20% BpeMEHM, OTBEIEHHOTO Ha CAMOCTOSITEIBbHYIO ITIOATOTOBKY.



http://nwapa.spb.ru/
http://serg.fedosin.ru/ts.htm
http://window.edu.ru/resource/188/64188/files/chernyshov.pdf

