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1. IlepeyeHb MJIAHMPYEMBIX Pe3yJIbTATOB 00y4eHHUsI 110 AUCHMIIIMHE, COOTHECEHHBIX €
IJIAHUPYEMBIMH Pe3y/1bTaTAMM 0CBOEHHUS IPOrPaMMbI

1.1. Huctunnmuuaa  b1.B.JIB.01.02 «CpenctBa 3amuThl  UWHMOpPMAMK» 00eCIeYnBaeT
OBJIQJICHHE CIEAYIOIIMMU KOMIIETEHLIUSIMHU.

Tabmuma 1.1
Kon HaumenoBanue Kon HaumenoBanue KOMIIOHEHTA
KOMITETEHIIUU KOMITETEHIIUHA KOMIIOHEHTA KOMITETEHIIUHA
KOMITETEHIITUH
T1Kc-2 Crnocoben obocuoBeiBath | [[Kc-2.3 Peanu3oBbIBaeT KOHLIENTYaJIbHYIO
MOAXOJbl, HUCIOJIb3yEMbIE B Moenb OusHec-ananu3za BABOK

Ou3HeCc-aHaIu3e,
PYKOBOIUTH ¥  YIIPaBIATH
OH3HEC-aHATH30M ¢
HCIIOJIb30BaHHEM
HHPOPMAITMOHHO-
KOMMYHHUKAI[HOHHBIX
TEXHOJIOTUH

1.2.B pe3ynbrare 0CBOCHUS AUCUUILUIMHBI y CTYACHTOB JIOJDKHBI OBITH COPMUPOBAHBI:

Tabmuna 1.2
OTD/T® (mpu Hammunu| Kox Pesymbrater 00y4ueHns
npodcrangapra)/ KOMIIOHCHTA
podeccroHaIbHBIC KOMITCTCHITUH
nelicTBuUs
Ynpasnenue 6usHec- I1Kc-2.3 Ha ypOBHE 3HAHMI:
QHAT30M 3HaTh:

— MH)OPMALMOHHBIE pPECypChl, MOAJEKALIMe 3allUTe, YrPO3bl
6e3omacHOCTH MH(OPMAILIMKM U BO3MOXKHBIE IYTH UX pealn3aluu
Ha OCHOBE aHaJU3a CTPYKTYPhI U COAEPIKaHUS HH(OPMAIIMOHHBIX
NPOLIECCOB W 0COOeHHOCTeH  (YHKIMOHUPOBaHHS OOBEKTa
3aIlINTHI;

— cpezcTBa M MeTOb! 3amuTel nHGopManuu B UC npennpusitus Ha
OCHOBE aHaJIM3a KOHIENTYaJIbHOH MOJIENN 3pENIOCTH IPOIECCOB
KOMIIAaHHH.

Ha YPOBHE YMEHHUS:

Ymern:

— ompenensaTh BUABI W (GOPMBI HWHPOPMALUH, TOABEPKEHHOMH
yrpo3am, BO3MOXHBIE Yrpo3bl M PHCKH HH(DOPMAHOHHON
0e301acHOCTH;  BBISIBIISITH ~ TPEeOOBaHUSI W OrPaHUYEHHS
MHPOPMAITMOHHON  0E30MacHOCTH C  YYE€TOM COOTBETCTBHSI
KOHIICNITYaJIbHOM MOJIENI CUCTEMBI;

— IpUMEHATH cpencraa obecriedeHus MH(POPMALMOHHON
0e30macHOCTH B CHCTEMax YIpaBieHHs 0a3aMH JaHHbBIX,
KOMITBIOTEPHBIX CETSIX Ha OCHOBE aHalM3a JAaHHBIX, MOIJICPKKA
TPUHSTHUS PEIISHUH.

HA YPOBHE HABBIKOB:
Baanern:
—  HaBBIKAMH HCIIOJIF30BAHUS CPEICTB 3aIIUTHl HH(POPMALIUU B
obrmactu obecrieueHus 3aIlUTHl MPOrPaMM M JaHHBIX IPH
peIICHIH CBOUX MPO(heCCHOHANBHBIX 3a1a4.

2. O0beM M MeCTO TMCIUIUTHHBI B cTpyKType OIT BO
O0beM TUCUMIITIMHBI

OO0mmast Tpy10eMKOCTh JUCIIUIUTMHBI COCTABISET 4 3a4eTHRIX enuHuIlbl /144 akazem. Jaca.




Tabmuma 2

Buj pabothr TpynoeMkocTh (akaa/acTp.4achl)
O0mas TPy10eMKOCTh 144/110
KonTakTHasi pa0ora c npenogasarteyieM 50/38
Jlexu 20/15
IIpakTuueckue 3aHATUS 28/22
CamocrosiTeJIbHAsA padoTa 58/45
Koncyabranus 2/1,5
KonTpons 36/
@DopMbl TEKyIIEro KOHTPOJIS
dopmMa MPOMEKYTOUHOI aTTeCTANMH Ixzamen

MecTto nucnumimnabl B crpykrype OII BO

JucuumimHa wusydaercs Bo 2-M cemecTtpe 1-ro kypca. Hucnumimaa B1.B.JIB.01.01
«CpencTBa 3amuThl HTHGOPMALMKU» OTHOCUTCS K JUCLMIUIMHAM 110 BBIOOPY y4e€OHOro IjIaHa o
Hanpasiennio «busnec-uadopmaruka» 38.04.05. [IpernogaBanne MUCHMILIMHBI OMHUPAETCsS Ha
JUCLUMIUIMHBL  mporpaMmbl  OakanaBpuara «MH(opMairoHHass 0€30HacHOCTbY, «AHaIN3
JAaHHBIX», «Teopus BeposTHOCTEN Y, «Teopus cuctem».
B cBoro ouepeap oHa co31aéT HEOOXOAMMBIE MPEANOCHUIKU JUIsI OCBOCHMSI IPOTrpaMM TaKHUX
mucuuiuinH, Kak  b1.0.05 «YmpaBieHue >KU3HEHHBIM LUKIOM HWH(GOPMAIIMOHHBIX CHUCTEM),
b1.B.03 «udposas tpanchopmanus 6usneca. Mudonomuka», b1.B.09 «uTennexTyanbHbIN
aHAJIU3 TEKCTOB U U300PAKEHUII».

JucuunrHa 3aKi1apIBaeT TEOPETUYECKUI U METOI0JIOTMUECKUM (PYyHIaMEHT U1 OBJIaICHUS
yMmeHusIM U HaBblkamu B xozne  b2.0.01(Y) «llpoexTHo-aHanutnyeckas npaktuka» u b2.0.02
(H) «Hayuno-uccnenoBarenbckas paboTay.

3HAaHMS, YMEHUS M HaBBIKM, IOJYyYEHHbIE INPU HM3YYEHUM JUCLUUIUIMHBI, HCIIOJIB3YIOTCS
CTY[ACHTaMH IPH BBIIOJIHEHUH BBITYCKHBIX KBATU(UKAIIMOHHBIX paboT.

3. Coaep:xxaHue U CTPYKTYPa AUCHUILIUHBI
9. CrpykTypa JUCIUTUTHHEI

Tabnwura 3
Ne ni/m HaumeHnoBanmne Tem O0beM TMCUMIJIMHBI, Yac. Dopma
Bcero KonrakTHas padora Cp TeKylIero
o0yuaromuxcsi ¢ KOHTPOJIA
npenojaBarejieM ycreBaemMocT
10 BUAAM Y4eOHBIX 3aHATHH u**,
J/A0T n3/10T KCP CPO CII | mpoMexyTo4
HOM
aTrecTalun®

* %

OcHOBBI 0€301I1aCHOCTH
Tema 1 aBTOMAaTU3UPOBAHHbBIX 38 8/4 10/4 20 T
CHCTEM IPEATIPHUATHS

CpenctBa 3antuThl
nHGOPMAIIH OT

Tema 2 34 6/2 8/4 20 o
HECaHKIHOHHUPOBAHHOTO
JIocTyma
Mertoapl 3aUThI
Tema 3 CCTEBbIX 34 6/2 10/4 18 T*
nH(pOpPMaMOHHBIX
TEXHOJIOT U
IIpomeskyTo4Has aTTecTalus 2% Ox3aMeH
Bcero (akaz./acTp. yachl): 106/82 20/15 28/22 2/1,5 58/45 | 36/27

Ipumeuanue:




2* - KOHCYJBTAIVS, HE BXOIAMIAS B OO 00heM TUCITUTUTHHBI
Hcnonbzyembie COKpalieHus:
JI — 3aHATHS TEKIIMOHHOTO TUNA (JIEKINH 1 MHBIE Y4eOHbIC 3aHATHS, IPEIyCMaTPHUBAIOIINE
MPEUMYIIECTBEHHYIO Nepeiady yaeOHOW MHPOPMAIIUY NeJarOrnIeCKUMH paOOTHUKAMU OPTaHU3alud U (WUIIH)
JIUT[AMH, TIPUBJICKACMBIMU OPraHU3aIluel K peain3anui 00pa30BaTelIbHBIX MPOTPaMM Ha MHBIX YCIOBHSIX,
oOyJaromumcs) ;
[13 — mpakTryeckue 3aHATHS (BUABI 3aHATHS CEMHHAPCKOTO THITA 332 UCKITFOUYECHUEM JIA00PaTOPHBIX PabdoT) ;
KCP — unnuBuyanpHas pabota 00y4arommxcs ¢ IeIarorndeCKuMU pabOTHUKAMU OPTaHU3aIuy U (WIJIH)
JUTAMH, TTPUBIIEKAEMBIMU OpPTaHU3aIMeN K peann3anuy 00pa3oBaTeNbHBIX MPOTPaMM Ha MHBIX YCIOBHX (B
TOM YFHCIIe HHINBUAYaTbHbIE KOHCYIBTAINN) ;
CP — camocTtosTenbHas paboTta, ocyniecTeiseMast 0e3 y4acTHsl eIaroriuecKux padOTHUKOB OpraHU3aluy 1
(unn) JUI, TPHUBJIICKAEMBIX OpraHU3aIMeH K pealln3aluy 00pa30oBaTeIbHBIX MPOrPaMM Ha MHBIX YCIOBHSX;
CII — camonpoBepka;
CPO — camocrosTenpHas pabota oOyJaromerocs
koHTposbHBIE paboThl (K), ompoc (O), rectuposanue (T)

3.2.Conep:xaHue TUCHMILINHBI
Tema 1. OcHOBBI 0€30NIACHOCTH ABTOMATH3MPOBAHHBIX cucTeM (AC) npeanpusiTus

[IpobGnema oGecneuenusi 6ezonacHoctu AC. Mecto u ponb AC B ynpaBieHUH OH3HEC-
nporieccaMu. OcHOBHble MOHATHS B oOmactu Oe3onmacHoct AC. IlonsTHe Oe3omacHOCTH
ABTOMATH3UpPOBAaHHOW  HWH(POpPMANMOHHOW  cucTeMbl. [loHsTHE 3amuUTBl  WH(DOpPMALUU.
KoH¢puaeHmanbHOCTh, 1IE€I0CTHOCTh, JOCTYNHOCTb. CyOBEKTBI, 3aMHTEPECOBAHHBIE B
obecriedeHnn WHGOPMALMOHHOW 0€30mMacHOCTH. YpOBHH obecrieueHust HH(POpMAIMOHHOK
0€301MacHOCTH.

[Tonsitue yrpossl Oe3omacHoctn uHpopManuu, AC u CyOBEKTOB HH()OPMAIIMOHHBIX
otHowmeHUH. CucTeMHas Kiaccupukanus yrpo3 uHGopMaluuoHHONW Oe3zomacHocTu. [loHsTne
ya3BuMocTi AC, araku Ha cuctemy. Knaccudukanus kaHaiaoB npoHUKHOBeHUs: B AC U yTeuku
uHpopmanun. HedopmaneHas mopens Hapymutens. MHopManuoHHble pUCKU. YIpaBiieHHE
puckamu. KadeCcTBEHHBI M KOJWYECTBEHHBIN aHanu3 pucka. [IpoTuBonencTBHE MHCAWIEPCKOU
JESATEIILHOCTH.

OcHoBHble NpuHIUIBL, Mepbl obOecriedenus Oe3omacHocT AC. Knaccudpukauus mep u
MeTooB 3amuThl HH(opmanuu. [IpaBoBble oOcHOBBI oOecneueHus Oe3zomacHoctH AC:
3amuiuiaemMas MHGopMmanus, JHUIEH3UpoBaHue, ceptudukanus cpeacts 3M wu  arrecranus
00bekToB HH(popMaTu3ai. OTBETCTBEHHOCTH 3a HapyleHus B chepe 3.

lTocynapctBennas cucrema 3U. ImaBubie Hampasienust pador mno 3U. Crpykrypa
rocynapctBeHHoi cuctembl 3. Ilonmutuka OGe3omacHocTd opraHu3anuu. CrocoObl 3alUThI
KOH(QUIEHIIMAIBbHOCTH, LieJocTHOCTH U aoctynHocTu B KC. PykoBoasiue nokymentst @CTOK
P® 1o onenke 3anumennoctu ot HCI.

Tema 2. Cpencrpa 3amiMThl HHPOPMALMH OT HecaHKIMOHUPoBaHHOTO 1octyna (HC)

[Tonstue nocryma, cyobekt u o0bekT nocryna. Ilonstue HCJl. Knacest n Bunst HC.
HecankunonupoBannoe komupoBanue mporpamm kak ocoOweiii  Bua HCH. Ilonsitue
3JI0yMBIIIUIEHHUKA TIPH pelieHnH mpobiem kommnbioTepHoi Oe3omacHoctu (Kb).Hasnauenue u
BO3MOKHOCTH cpenctB 3amuThl uHopmaruu or HCJIl. OcHOBHBIE cpeicTBa W MEXaHU3MBI
3amuTel AC. KOMIBIOTEPHBIE CETH U YIIPABIEHNE MEXaHU3MaMU 3alUTHI.

AnmnaparHo-niporpaMMHble cpenctBa 3amuthl nHpopmauu ot HCJ. CpenctBa anmnapatrHoit
HOAJIEPKKH, crocoObl ayreHTHuKauuu. lltarHeie n nononuutensHble cpeacrtsa 31 or HCI.
Cucrembl uAeHTU(UKALIMK M ayTeHTU(UKALKUU: OCHOBHBIE OMNPENEIICHUs, THUIIbI, O0JACTh
npUMeHeHHs, kiaccudukanus. 3amaya HWASHTHQHUKAIMW Moib3oBatensd. VaeHTuukanus
cyobekta. [lonsitue mportokona uaeHTHUQUKAUK. JlokanbHas M yaajdeHHas HACHTU(UKALUA.
WUnentudpunupyromas unnpopmanus. Iloustue unnenrudunupyromeit nadopmanuu. Crocoobt
XpaHeHus: ujaeHTuuupyoomed nHpopmanuu. CBs3b ¢ KIHOUEBBIMH cucTeMaMu. [laponbHbie
CHCTEMBI M MapoisibHas 3amuTa. OOre moAaXoAbl K MOCTPOEHUIO MAPOJIbHBIX cucTeM. Bribop
naposei. MeToas! B3imoMa naposeii. Metonsl BeIOOpa maposei.



3ammrTa JaHHBIX OT HECAHKUMOHMPOBAHHON MOIU(UKAIMK, KOMHUPOBAHMS M IEpexBaTa
cpencTBamu muQpoBaHus.

Tema 3. MeToabl 3a1IUTHI CeTeBbIX HH(POPMALMOHHBIX TEXHOJIOTHI

TunoBas koprnoparuBHasi ceTb. OCHOBHBIE NPUHUMIIBI OPraHU3ALMM CETEBOM 3allMTBHI.
YpoBHu wuH(DOpPMAIMOHHONH HHQPACTPYKTYpPHl KOPIOPATHBHOM CeTH. TUIUYHBIE YrpO3bI
0€30MacHOCTH U YSI3BUMOCTH ceTeBbIX MH(popMannoHHbIX cucteM. Knaccudukanus crnoco0oB
HECAaHKIIMOHUPOBAHHOIO JI0CTYIA U JKU3HEHHBIN LMK aTak. CpecTBa 3allUThl KOMIIbIOTEPHBIX
ceTen.

3amuTa INEepUMeTpa KOPIOPAaTUBHOW CETU. YIpO3bl, CBSI3aHHbIE C IEPUMETPOM
KopriopatuBHONH ceTH. CrocoObl MPOTUBOACHCTBUS HECAHKIIMOHMPOBAHHOMY CETEBOMY H
MEXKCETEBOMY JOCTyIYy. AyTeHTH(UKAIMS TMOJIL30BaTelsl JIOKAIhHOW ceTu. Pasrpanudenue
JIOCTYTIA K JIOKaJIbHOU ceTu. [IpoTuBOEicTBIE HECAHKIIMOHUPOBAHHOMY MEKCETEBOMY JIOCTYILY.
Hcnonb3oBanne mexcereBbix dkpaHoB (Firewall). Kpurepun ux ouenku. TyHHenupoBaHHe.
TexHoJIOrus: BUPTyaJIbHBIX YAaCTHBIX CETEW. 3alllUILEHHBIE CETEBbIE MPOTOKOJbI. be3onacHocTh
paboter B ceru MWutepHer. besomacHas moctaBka e-mail cooOmenuii. OOHapykeHHE H
yctpaneHnue ysa3Bumocted. Ckanepbl Oe3omacHoctu. CpeacTBa aHanmu3a 3alllUIICHHOCTH
CHUCTEMHOI'O YPOBHS.

MonuTtopunr coObiTrii 6e3onmacnoctu. Knaccudukanus cuctem oOHapy>KeHUs arak.

4. MarepuaJibl TeKylIero KOHTPOJIsl yCIIeBaAeMOCTH 00y4a0 N XCs
4.1. B xone peanu3anuu IUCHUIUTHHBL «CpeacTBa 3aUThl HH()OPMAITUN» UCIIOIB3YIOTCS
CJIEYIOIINE METOABI TEKYIIIEr0 KOHTPOJIS YCIIEBAEMOCTH O0Y4arOIIUXCSI:

Tabmuma 3.1
Tema (pa3zmen) ®DopMBI (METOMIBI) TEKYILETO KOHTPOJIS
yCIIEBAEMOCTH
Tema 1. OcHOBBI 6€30MaCHOCTH aBTOMaTH3NPOBAHHBIX CHCTEM TectupoBanue, onpoc
HpeNIpUsITHSL
Tema 2. CpeznctBa 3amuThl HHGOPMALUU OT TectupoBanue, onpoc
HECaHKIIMOHMPOBAHHOIO JIOCTyTa
Tema 3. MeTobI 3aIUTH CETEBBIX HHPOPMAITHOHHBIX TectupoBanue, onpoc
TEXHOJIOTUH

4. 2. Tunosbie MaTepHAJIbI TEKYLIEr0 KOHTPOJIS yCIIeBAeMOCTH 00y4aloLuXcs.
Tunosbie OLeHOYHBIE MaTepHaJIbI 110 Teme 1
Tunosble BONpPockI [1Jis1 onpoca 1o reme 1
1. OxapakrepusyiiTe MECTO U pOjb aBTOMAaTH3UPOBAHHBIX CUCTEM B YIPAaBICHUU OU3HEC-
IpOoIECCaMU.
Yrto moHHMaeTcs noj puckoM MHGOpMalMOHHOM 6e3onmacHocTH? KakoBbl cOCTaBIISAIONINE
pucka?
B ueM 3akitouaeTcs aHaJIM3 PUCKOB U yrpasieHue umu? [lepeuncianre sTansl aHaIu3a
U yIIpaBJICHUS.
KakoBbI TpeOOBaHUs K METOJaM OLIEHKH L[eJ1eCO00pa3HOCTH 3aTpaT Ha oOecreueHne
6e3onacHoctu AC?
HazoBute kareropuu 3arpar, CBS3aHHBIX ¢ 6e30macHOCTbI0O AC; KpaTKO OXapaKTepu3yiTe
KaX/1yI0 KaTerOpuIO U MEPEUUCIUTE CTaThU PACXOJ0B JUISl KAXKI0M U3 HUX.
9. Haiite onpeaenenne AC u 6e3onacuoctu AC.
10. [MpuBenute onpeaencHus HHPOPMAUHA U UHPOPMAIIMOHHBIX PECYPCOB.
11. Ilepeuncnute KaTeropuu CyoObeKTOB MH(POPMALIMOHHBIX OTHOIICHUH.
12. OxapakrepusyiiTe Tpu CBOICTBa WHPOPMAIUHU: KOH(QUIACHIIUAILHOCTD, IEIOCTHOCTh H
JOCTYITHOCTb.
13. Chopmymupyiite nenu 3ammtel AC 1 MUPKYITHPYIONIEeH B Hell nH(pOopManny.
14. JTaiiTe onpeneneHne MOHATHH «yTpo3ay, «ysI3BUMOCTb» U «aTakay.
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15. Ilepeuncnure ucrounuku yrpos Mb.

16. HazoBuTe KaHa/ibl NPOHUKHOBEHHMS B aBTOMAaTU3UPOBAHHYIO CHUCTEMY U YTEUKH
uHpOpMaLIUH.

17. Kakue ¢akTopsl JiexkaT B OCHOBE (POPMUPOBAHUS MOJICTTH HAPYIITUTEIS?

18. KakoBsI 11enu pa3paboTKu MoJieNiell yrpo3 U HapyIIuTeIen?

19. B uem pa3HuIa Mexay HApYIIUTEIEM U 37I0yMBIILICHHUKOM?

20. Ilepeuncnure OCHOBHBIE BHIBI MEp NPOTUBOACHCTBUS yrpozam Oe3omacHocTH AC.
OxapakTepu3ynTe Kax1yt0 Mepy NpOTUBOACHCTBUSI.

21. Tlepeuncnute JOCTOMHCTBA U HEAOCTATKH PA3IMYHBIX MEP 3aIHTHI.

22. BO3MOXHO JI1 CO3[JaHHE UCAIbHO HA/IeKHOW CUCTEMBI 3alIUThI U IO4eMy?

23. Kakue OCHOBHBIC IPUHIUITBI TOCTPOCHUS CHCTEM 3alTUTHI?

24. IlpuBenute kiaccupukanuo HHPOPMAIMA TIO JOCTYMIOCTH C TOYKH 3pPEHUS
®enepanpHOro 3akoHa «O0 nHMOpManKK, HHPOPMAITMOHHBIX TEXHOJIOTHSAX U O 3allUTe
uHpopMaIum.

25. laiiTe onpeneneHus obmanaresis nHGpopMauu 1 oneparopa HHHOPMAIMOHHON CHCTEMBI.
[Tepeuncnute nmpaBa u 00s13aHHOCTH 00Ia1aTeNs HH(GOPMAIUH.

26. Uto Takoe ymneH3upoBanre? Kakue BUIbI TUIIEH3UPOBAHUS BaM U3BECTHBI?

27. Ins xoro arrecrauus AWC mo tpeboBanusiMm Oe3omacHoctu wuHpopmaruu GCTIK
Poccum sBnsiercs o6sa3arenbHON?

28. Korna mnpoBomutcs arrecramus AWC mo tpeboBaHusM Oe30MacHOCTH HH(pOpMAIUN
OCTIK Poccun?

29. Ilepeuncnure kimaccel 3amuiieHHocTh AC B COOTBETCTBUU C  PYKOBOASIIUMU
nokymerntamu @CTIK Poccum.

30. Kakue moxacucTeMbl BKJIIOUAET B ce0s KOMIUIEKC MPOTPAMMHO-TEXHUYECKUX CPEACTB
3amuTel nHGopMaruu ot HCJl B AC?

31. IlepeuncnuTe OCHOBHBIE OpPraHU3AMOHHO-TEXHUYECKHUE MEpPONpUATHS B 00JacTu
3amuThl HHHOPMAITUH.

32.B ueM 3aKkIIOYalOTCS OCHOBHBIE 33/1add TOCYIApCTBEHHOW CHCTEMBI 3alllUThI
uH(popMaIun?

33. KakoBa cTpyKkTypa TrocyqapCTBEHHOW cucTeMbl 3ammThl MHGopmarnuu? KakoBbl 1enu
3amuThl UHGOpMAITUU?

34. B 4yeM 3aKIr04aeTcsi KOHTPOJIb COCTOSHUS 3alUThl HHPOpMAIIAH?

35. KakoBbl MCTOUYHUKU (DUHAHCUPOBAHUS MEPONPUITUIN MO 3alluTe HHPopMauu?

Tunosoit TecT
1. MexxayHapoaHasi opranuzanus o crangapruzanuu (ISO) mon ciioBoM «cucteMa» B cCUCTEME
MEHEPKMEHTa HH(OPMALIMOHHOM 6e301MacHOCTH MOHUMAET:
1) neiicTByloIIEE YCTPOHCTBO;
2) TPHUIOKEHUE;
3) mporiecc, mporpaMmy JICHCTBHI WITH METOIOIOTHIO.
2.CBs13b MEXIY UHIUBUAYATbHBIMH OCOOEHHOCTSIMH, LIEISIMU U 337a4aMu OM3HEca OpraHu3aluu
npu noctpoenun CMUDB obecrnieunBaercs 0COOEHHBIM KOPIOPATUBHBIM JOKYMEHTOM:
1) pyxoBoacteom BABOK;
2) IEHTPaJbHOW KOHIICNITYaJIbHOI MOJIETBIO 1o Ou3Hec-aHamu3y (BACCM);
3) mnonuTHKOH MH(POPMALIMOHHOI O€30MacCHOCTH.
3.ITonuTtnka nHOOPMAITMOHHON OE30MTaCHOCTH:
1) sT0 cucremMa JOKYMEHTHUPOBAHHBIX YIPaBICHUYECKHX pemieHuii 1no obecneuenuro Wb
OpraHu3aIuy;
2) 3TO cHCTeMa JOKYMEHTHPOBAHHBIX YIPABICHYECKUX pEIICHHH M0 oOecredeHnio Ou3Hec-
MPOLIECCOB OPraHU3aLINN;
3) 2TO MCXONHBIN TOKYMEHT ISl pa3paboTKu MH(POPMALMOHHON CUCTEMBI OPraHU3aIHH.
4. YKkaxxuTe U3 CKOJIbKUX YPOBHEHN COCTOUT 0011asi CTPYKTYpa HOPMaTHBHO-METOUYECKUX



JOKYMEHTOB KOMIIAaHUH B 00JIaCTH WH(POPMAITMOHHON Oe30macHOCTH?
1) Usl;
2) Uz 3;
3) UzSs.
5. Ilo3umusi pyKOBOJICTBA B COOTBETCTBUU C MPUHIUIIAMH OE€30MACHOCTH U OCHOBHBIMH OU3HEC-
LEJIIMU KOMITAHUY YKa3bIBa€TCs B JOKYMEHTAX YPOBHS:
1) nonuruku UB;
2) YaCTHBIX MOJUTHK, CTAHAPTOB;
3) mpouenyp, MHCTPYKIHiA, CTAaHIAPTOB KOH(PUTYPAIMH, )KYPHAIIOB.
6. AcniekTbl THPOPMALIMOHHON 06€30I1aCHOCTH KOMIIAaHUHU IPEACTABIEHb] B JOKYMEHTaX YPOBHS:
1) nonuruku UB;
2) YaCTHBIX MOJUTHK, CTAHAPTOB;
3) mpouenyp, MHCTPYKIU, CTaHAAPTOB KOH(PHUTYPAIMH, )KYPHAJIOB.
7. Metoauku obecnieuenus b xomnanun MoryT ObITh IPEACTaBIEHbl JOKYMEHTAMH YPOBHS:
1) nonuruku UB;
2) YaCTHBIX MMOJUTHK, CTAHAPTOB;
3) mporuenyp, MHCTPYKIHIA, CTAaHIAPTOB KOHPUTYPAIHH, )KyPHAJIOB.
8. [Tomutuka Ub onpenenser:
1) crpareruto 3U;
2) rtaktuky 3U;
3) METOIMKH OIEPaTUBHOIO YIPABICHHS MepaMy CHWKEHHS HH()OPMAIMOHHBIX
PHCKOB.
9.YacTHblE OJUTUKU ONPEAETISIOT:
1) crpareruto 3U;
2) Ttaktuky 3U;
3) METOOMKH OIEPAaTHBHOIO YIPABICHHS MEpaMU CHIDKCHHS HH(POPMAIOHHBIX
PUCKOB.
10.Hu3koypoBHEBBIE JOKYMEHTHPOBAHHBIE MPOLIEAYPHI ONPEIEIISIIOT:
1) crpareruto 3U;
2) rtaktuky 3U;
3) METOOMKH OIEpPaTHBHOIO YIPABICHHS MeEpaMU CHIDKCHHS HH(POPMAIOHHBIX
PHCKOB.
11. O6bekTaM M 3aLIUThHI B CUCTEMAX U CPeICTBaX HHPOPMATU3ALUU U CBSA3H SBIISIOTCS:
1) uHbOpPMAIMOHHBIC PECYPChI U CPENICTBA M CUCTEMbI HH(OPMATHU3AIIHIH;
2) cpeacTBa M CHCTeMbl HH(OPMATH3ALUH U TEXHUYECKHE CPEICTBA U CHCTEMBL,
3) uH(OpPMALMOHHBIC PECYPChl, TEXHHUYSCKHE CPEICTBA M CHCTEMbI M CPEICTBA U
crcTeMbl HH(POPMaTH3alHH.
12. 3a wucnonb3oBaHHE HeCEpTU(UIMPOBAHHBIX HH(OPMAIMOHHBIX CHCTEM, 0a3 M OaHKOB
JTAHHBIX, a TaK)Ke HeCepTU(UIIMPOBAHHBIX CPEACTB 3aIlUThl WH(OPMALIUHU, €CITU OHHU MOAJIeKaT
obs3arenbHON cepTuduxamnu, Kooexc 06 aomunucmpamuHvlx npasonapyuenusx Poccutickoii
@eoepayuu (KoAIl) ycTaHaBnuBaeT aMUHUCTPATUBHYIO OTBETCTBEHHOCTh B BHJE IITpada A
JIOJDKHOCTHBIX JIUT]
1) 500 — 1000 pyo.
2) 1000 — 2000 pyo.
3) 10000 — 20000 pyo.
13. K HekBanudunupoBanHoii D11 oTHOCAT moanuch, KOTopast:
1) momydena B pe3ynpraTe KpUOTOrpaUuecKoro Impeodpa3oBaHus HHGOPMAIMKA C
UCTIOJIb30BaHUEM KJTFOUa JIEKTPOHHOU TOAINCH;
2) nmaeT BO3MOXKHOCTH ONPEEIHUTD JIUIO, MOIKUCABIIEE ICKTPOHHBIH JOKYMEHT;
3) comepxwut ko4 mpoBepku D11, ykazaHHbIN B KBATH(PUKAIMOHHOM cepTU(dUKATe.
14. B ®enepanpHoM 3akoHe Ne63-D3 mpuBeIeHbI BUJIbI IIEKTPOHHBIX ITOANNCEH:
1) mpocras
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2) CclaoXHas

3) ycuiacHHas.
15. BI'OCT P UCO/M3K 15408- 2013 cucremarusanus 1 KiaccupuKanus TpeOOBaHUH K
0€30MacHOCTH TpEACTaBIeHa B paMKax HepapXuu:

1) «Kimaccy - «CeMEHCTBOY» - «KKOMIIOHEHTY - «3JICMEHTY;

2) «CEMEUCTBO» - «KJIACCY - KKOMITOHEHTY - <«QJIEMEHTY;

3) «KIaccy» - «CEeMEHCTBOY - «QJIEMEHTY - «KOMIIOHECHTY.
16. I'pynma 1 xmaccuduimupyer mHoromnosb3oBarenbckue AC, B KOTOPBIX OJHOBPEMEHHO
oOpabareiBaeTcst M (WIM) XpaHUTCS WHGPOPMAIUS Pa3HbIX YPOBHEH KOH(HUIACHIMATLHOCTU U HE
BCE IIOJIb30BAaTE€NId HMMEIOT MpaBO JOCTyla KO BceMy o00beMy HHGOpMAIUH, COAEPKUT
CIIEyIOIlee KOJIMYECTBO KIacCOB:

1) 2 knacca;

2) 5 xmaccos;

3) 6 Kiaccos.
17. I'pynna 2, x xotopoil oTHOCAT AC, B KOTOpPBIX I0JI30BaTe€Id MMEIOT OJUHAKOBBHIE IIpaBa
noctyna (monHomouMsi) Ko BceMy oObemy uHpopmamuu AC, oOpaOarbiBaeMoil u  (WITH)
XPAaHUMOM Ha HOCHUTEJSAX Pa3jIMYHOIO YPOBHSI KOH(UJEHIIMAIBHOCTH, OOBEIUHAET CIEIyIolee
KOJTMYECTBO KJIACCOB:

1) 2 knacca;

2) 5 KIIaccoB;

3) 6 Kiaccos.
18. I'pynna 3 knaccudumupyer AC, B KOTOPbIX paboTaeT OAHMH I0JIb30BaTelNb, JTOMYIICHHBINA KO
BceMy o0beMy  uH(poOpManuu, pa3MEIIEeHHOM  Ha  HOCHUTENSX  OJHOIO  YpOBHSA
KOH(HICHIIUATBHOCTU COACPKUT CIEAYIOIIee KOJIUYECTBO KIIACCOB:

1) 2 kmacca;

2) 5 KIIaccoB;

3) 6 Kiaccos.
19. Kommiekc oOpraHu3alOHHO-TEXHMUYECKUX MEpONpPUATUH, B  pe3yiabrare KOTOPbIX
MOCPEACTBOM CIEIMAIBHOTO JOKYMEHTa —

1) «ATtTecrara COOTBETCTBHS»

2) «Ceprudukara COOTBETCTBHUSI»

3) «3Haka COOTBETCTBHSI»
HOATBEPKIAETCS, YTO OOBEKT COOTBETCTBYET TPEOOBAHUSAM CTaH/IAPTOB MU MHBIX HOPMATHBHO-
TEXHUYECKHUX JIOKYMEHTOB IO 0€30MacHOCTH MH(OpMAINU, YTBEPKACHHBIX YIIOJIHOMOYECHHBIMH
benepanbHBIMU OpraHaMU UCTIOTHUTEIBHOM BIACTH.
20. K ocHOBHBIM 00bEKTaM OaHKOBCKOU TalHbI, COINIACHO JIEHCTBYIOLEMY 3aKOHO/IaTEIbCTRY,
OTHOCST:

1) OaHKOBCKHI cyeT, 0AHKOBCKUMN BKJIA]T;

2) OaHKOBCKHU BKIIQJI, OMIEPAIIUH 0 OAHKOBCKOMY CUETY;

3) OGaHKOBCKHI CYET, OepaIiuy Mo OAHKOBCKOMY CUETY, OAaHKOBCKHI BKIIAJI.

Kiroun:
1 2 3 4 5 6 7 8 9 10
3) 3) 1) 2) 1) 2) 3) 1) 2) 3)
11 12 13 14 15 16 17 18 19 20
3) 2) 1),2) 1), 3) 1) 2) 2) 1) 1) 3)

Tunosblie OlleHOYHbIE MATEPUAJIBI 110 TeMe 2

Tunossie BONPOCHI AJI ONIPOCA 1O Teme 2:

1. Ilepeunciure OCHOBHBIE OpPraHW3AlMOHHBIE M OPTraHU3aLMOHHO-TEXHUYECKHE MEPONPHUSATHS
M0 CO3JAHMIO M 00eCTIeYeHUIO (PYHKIIMOHMUPOBAHUS KOMIUIEKCHON CHCTEMBI 3aIlIUTHI.
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2. B yem 3akirodaeTcst moJuTHKA 0€30MaCHOCTH OpraHU3aIuu?
3. Uro Takoe siBHAS U HEsIBHASI KOMIIPOMETAITUS KITFo4YeH ¢ poBaHms?
4. Kakue nelicTBUs JOKEH NPEAIPUHATE COTPYIHUK ITPU KOMIIPOMETALUN KITFOUei?
5. KakoB mopsj0K yHUUTOKEHUS KIIFoue mudpoBaHus?
6. KakoBbl TpeOoBaHMs K MOJIB30BATEILCKUM HapoisMm ? Ilepedncnure HETOCTATKU MApOJIbHOU
ayreHTudukanuu. KakoBa nepuoquuHOCTh IIaHOBOW CMEHBI MaposIs?
7. OxapakrepusyiiTe B 00IUX YepTax TPeOOBaHHS K TEXHOJIOTHH aHTUBUPYCHOH 3aIIUTHI.
8. O muImmMTe aNropuT™ JEHCTBUM MPU OOHAPYKEHUU BHPYCOB.
9. Onumure anropuT™ aBTOPU3ALMU [10JIb30BATEIIS.
10. Kakue coTpyIHUKH y4acTBYIOT B IIPOLIECCE aBTOPHU3ALIMU T0JIb30BATENsA?
11. KakoBa mnpouemnypa aBropu3auuu? KakoBbl 1€l M3rOTOBICHHS KOMHMKA 3asBKH 00
aBTOpHU3aIu?
12. Yto BKIIIOYaeT B cebs pusmaeckast oxpaHa 00beKTOB HHPOpMATHU3AUN?
13. OnuiuTe npoueaypy BHECEHHs] U3MEHEHUI B KOH(GUTYPALIUIO anfapaTHbIX U MPOrPaMMHBIX
CPEZCTB 3alIMIICHHBIX CEPBEPOB M pabOYMX CTAHLUN CHUCTEMBI.
14. Kakue Kareropum COTPYAHUKOB HMEIOT MPaBO BHECEHUS U3MEHEHHM B CHUCTEMHOE H
npuxnagsoe [10?
15. Kro umeer npaBo BHOCUTH U3MEHEHHsI B KOH(DUTYpAIUIO alapaTHO-MPOTrPaMMHBIX CPENICTB
3aIATHI?
16. KakoB mopsiIoK 3KCTPEHHON :MOAM(PUKAIIMA TEXHUICCKUX CPEICTB?
17. Kto ompenensier TpeOOBaHMS K XapaKTEPUCTUKAM CPEACTB 3alllUTHl B pa3pabaTbIBaeMbIX
noacucreMax?
18. Uto Takoe (oHA aaropuTMOB U Iporpamm?
19. OnumuTe NOPSAOK B3aUMOIEWCTBHUS MOAPA3JEICHUNM Ha JTanax NPOEKTUPOBaHUS,
pa3pabOTKH, UCTIBITAHUS ¥ BHEIPEHUSI HOBbIX aBTOMAaTU3UPOBAaHHBIX MOACUCTEM.
20. Kakue (hakTopbl BIUSIOT HA BBIOOP KOHKPETHBIX CPEACTB 3aIIUThI HH(popMauu?
21. Yro onpenensier knacc 3amuiieHHoctd AC unmu CBT?
22. CKOJIBKO U KaKHue MOJCHCTEMBbl 00pa3yroT cucTeMy 3amuiiesHoctu AC?
23. Ilepeuncnaute 3agauu, peliaeMble CPeACTBAMM anNapaTHOW MOAJEPKKH CUCTEM 3allUThI
uHpopmarun ot HCI.
24. OxapakTepu3yiTe CyIEeCTBYIOIINE CPENICTBA allllapaTHON MOANEPKKHI
25. Kakue ycrpoiictBa ayreHTudukanuu Ha 0aze cmapr-kapt w/wim  USB-TokeHOB Bam
W3BECTHBI?
26. KakoB anroput™ ayTeHTU(PUKAIMK 110JIb30BaTels ¢ ucnoiab3oBanueM OTP-Tokena?
27.Yro moHuMaeTcss moja OuomeTpuyeckoil ayreHTH(dukanueidl mnonb3oBarens? Ilpusenute
pUMepbl OMOMETPUUECKUX XapaKTEPUCTHUK.
28. OxapaxkrepusyiiTe crparernto Oe3omnacHoctu Microsoft. Kakue ceprudunupoBanHble
OCTIOK Poccun pemieHust Microsoft B oOmactu 0e€30MacHOCTH BaM HW3BECTHBI?
OxapakTepusynTe Hx.
29. KakoBbl HanpaBieHus padboTsl koMnanuu Microsoft B o0nactu 6nomerpun?
30. Kakue mnoaxoapl K pa3rpaHUUYEHUIO JOCTyIa IoJib3oBareneid BaM u3BecTHbI? Kparko
OTMILIUTE HX.
31. Onumute anroput™ padotsl AD RMS.
32. KakoBa cxema pa6otet ACS?
33. Kakue cpencrsa mm@poBaHus MO3BOSIOT 00€CHEUUTh 3aIUTY JAAHHBIX OT KOIMUPOBAHUS U
nepexsara’?
Tect
1. K Texnonorun ympasieHus: 6ezonacHocteio HE npeapsaBisior onpeneaeHHbIe TPeOOBaHUS:
10. cooTBETCTBHE COBPEMEHHOMY YPOBHIO Pa3BUTHS HHPOPMAIMOHHBIX TEXHOJIOTHIA;
11. yuer ocobeHHOCTEH OCTPOCHUS U (PYHKIIMOHUPOBAHUS pa3auuHbIX noacuctem AC;
12. nognepkanue HEOOXOAMMOTO YPOBHS 3allMIIEHHOCTH M LEJIOCTHOCTH TEXHUYECKUX
CpPEICTB;
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2. Kakue yrposbl, OCHOBaHHbBIE Ha OIIMOKAaX COTPYIHUKOB CTPYKTYPHBIX MOApA3AEICHUNA, MOTYT
OBITb MCIIOJIb30BaHbl 3JIOYMBIIUICHHUKAMU JUIi HAHECEHHs Bpela OpraHu3alud U ee
COTpyIHUKaM?
1) Pasmiamenue koHGUICHUMATbHOH WH(pOpManuu (  CBEACHUI, COCTaBISIOIINX
KOMMEpPUECKYIO TallHy OpraHu3aluy, IEPCOHAIbHBIX JaHHBIX, IApOJIeH U JIp.).
2) 3apaxeHue pabOYMX CTAHLIUA BUPYCAMH, «TPOSHCKHMH» W IPYTHMMH BPEIOHOCHBIMH
IporpaMMamu (BHEJIpEHHE HIITMOHCKHUX KO/IOB).
3) Ilorepss KOHKYpPEHTHBIX MPEHMYIIECTB B pe3ylbrare pasmIalieHHs CBEICHHI,
COCTAaBJIAIOIINX KOMMEPUYECKYIO TalHY.
3.K oOecneyenuto 0e301acCHOCTH HMH(OPMALMOHHBIX TEXHOJIOIMH OpraHu3ally JOJKHBI
IPUBJIEKAThCS:
1) Bce COTPYOHHMKH, YyYacTBYIOIIME B IMPOIECCaX aBTOMATU3UPOBAHHOW 00pabOTKH
uHpopmaruu;
2) Bce kareropuu oocnyxuBaroiiero AC nepconania;
3) Bce Kareropuu NOCTOPOHHUX JIHIL.
4. K cobbITusM siBHOH Komnpomeranuu kitoder HE otnocurcs:
1) yrpara KJIHOUeBOr0 HOCHTEIIS,
2) HapylleHHE TIe4aTH Ha ceii(e ¢ KIIFOUSBBIMH HOCUTEIISIMHU;
3) yrpara KIF04eBOro HOCUTEIIS C MOCIEAYIOINM 00HAPYKESHHEM.
5. IlpaBuna napoyibHOM 3aIUTHI:
1) pernamMeHTHPYIOT KOHTPOJIb HaJl JCHCTBUSIMU MOJIb30BATENEH IPU paboTe ¢ MapoNsIMH;
2) ompeaensioT TpeOOBaHMS K OpPraHU3alUH 3allUThl ABTOMATH3UPOBAHHOH CHUCTEMBI OT
paspylIarolero BosaeicrTus BpegonocHoro [10;
3) pernaMeHTUPYIOT OpraHHU3alMOHHO-TEXHHYECKOe O0ECIeueHHe MpPOIECCOB T'eHEepallty,
CMEHBI U IPeKpallleHus 1efcTBUS aposieil B aBTOMaTU3UPOBAHHOM CUCTEME.
6. Kareropupoanue 3amnuinaemMsix pecypcoB AC- HE0OXOIUMBIHN 3JIEMEHT OpraHu3aIliu
paboT 1Mo obecreyeHn o 0e30MacHOCTH HH(pOPMAITUH - IPETIoIaracT:
1) THUNM3ANUI0 TPHHUMAEMBIX KOHTPMED;
2) YCTaHOBJICHHUE IPaJalliil BAKHOCTH (Kareropuii) o0ecreueH s 3aluThl PECYpCOB;
3) OTHeceHHE KOHKPETHBIX PECYPCOB K COOTBETCTBYIOILMM KAaTETOPHSIM.
7. Kareropus KoH(UIESHIMAIBHOCTH 3aIIUIaeMON HH(OpMaIUU:
1) otkpeitas;
2) BBICOKaS;
3) cpennss.
8. Kareropus 11e10CTHOCTH 3alUIaeMoil HHpOpMaLnu:
1) otkpeitas;
2) BBICOKaS;
3) cpennss.
9. Kareropus 1ocTynHOCTH (QYHKIIMOHAIbHBIX 3a/1a4:
1) otkpsitas;
2) BBICOKaS;
3) cpennss.
10. ABropu3anusi mojp30BaTeeii OCYHIECTBISIETCS ¢ MPUMEHEHHEM CIIEAYIOIUX MEXaHHW3MOB
peanu3any pa3rpaHUYeHHs JOCTyMa:
1) u30upaTenbHOro YHpaBJICUHsl JOCTYIIOM C TOMOIIbIO aTPUOYTHBHBIX CXEM, CITHCKOB
pa3penieHui u T. IL.;
2) TIOJIHOMOYHOTO YIPABJICHHs JOCTYIIOM C TIOMOIIBIO METOK KOHQHICHINAILHOCTH
PECYPCOB U YPOBHEH 0IyCKa MI0JIb30BaTEINEH;
3) peructpanuu (akra MOMBITKU AOCTYNA U €ro MapaMeTPOB B CHCTEMHOM JXXypHaie (B TOM
yrcne HCJI ¢ mpeBbIieHneM NoJTHOMOYHH).
11. Tlpu peructparuu coObITHI O€30MACHOCTH B CHCTEMHOM J>KypHalie OOBIYHO (PUKCHUPYIOT
CIEeYIOIIYI0 NHGOPMAITHIO:
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1) nary u Bpemst COOBITHS;

2) uaeHtudpukarop  cyoObekra  (IOJB30BATENs,  IPOTPAMMBI),  OCYIIECTBIISIOIIETO
pErUCTpUpPyEMOE JEHCTBHE;

3) wms3Bemenue Biaaenbia nadopmanuu o HCJ[ k ero qaHHbIM.

12. K yncny HetocTaTkoB KpUITOTpahUIeCKUX METOIOB OTHOCST:

1) 3HaYMTENbHBIC 3aTPaThl PECypcoB (BPEMEHH, MPOM3BOAUTEIBHOCTH IMPOIECCOPOB) Ha
BBINOJIHEHHE KpUNTOrpaduyeckux mpeodpasoBanuii nHpopmanuu;

2) obecrieyeHnE BHICOKOI rapaHTUPOBAHHON CTOMKOCTH 3aIlUThI;

3) BbICOKHE TpeOOBaHMs K COXPAHHOCTH CEKPETHBIX KIIFOUCH M 3aIUThl OTKPBITHIX KITHOUEH
OT MOJIMEHBL;

Knrouu:

1 2 3 4 5 6 7 8 9 10 11 12

3) ,2) [ 1),2) [2) 1),3) 12),3) | 1) 2) 3) 1),2) [ 1),2) | 1),3)

Tunosblie OLleHOYHBbIE MAaTePHaJIbI 110 TeMe 3

TumnoBbie BONPOCHI VIS OIIPOCA 110 Teme 3:

1. OxapakrepusyiTe YpOBHH HH(DOPMALIMOHHON UHPPACTPYKTYPbI KOPIIOPATUBHOM CETH.

2. JlaiiTe omnpeaeneHUs Yrpo3bl, YA3BUMOCTHM M artaku. OXxapakTepu3ydHTe Ha mpuMmepax
B3aMMOCBS3b MEX]ly STUMHU HNOHSITUIMU.

3. IlpuBenute Ki1acCU(PUKALMOHHBIE CXEMBI YSI3BUMOCTEH U aTak.

4. Kakoli M3 MeXaHHW3MOB peanu3alMy CETEBbIX arak Hauboyiee CIOXKEH C TOYKU 3PEHUS
oOHapyxeHus?

5. Kakoli u3 MEXaHU3MOB peajln3aly CETEBbIX aTaK HE MOAPA3yMEBAET HUCIIONb30BAaHUSA KaKOW-
1100 yA3BUMOCTH?

6. Kakue cpenctpa 3amuThsl ceTeid BaM U3BECTHBI?

7. Ilouemy HEOOXOIMMO 3alMIIATh IEPUMETP KOPIIOPATUBHOM ceTu?

8. IlepeunicianTe coCTaBISIONINE MEXaHU3MA 3alIUThI IEPUMETPA CETH.

9. Yto Takoe 1eMUINTAPU30BaHHAs 30HA B IPUMEHEHUN K KOMIIBIOTEPHBIM CETAM?

10. JlaiiTe onpeneneHne MOHATHS MEKCETEBOroO FKpaHa. B uem 3akitouaercs ero pyHkuus?

11. Ilepeuncnute OCHOBHBIE THIIBI MEXKCETEBBIX HKpaHOB. OxapakTtepusyite QyHkiuun MO
Ka)/10r0 TUIAa, UX TOCTOMHCTBA U HEOCTATKU.

12. B uem cOCTOMT IVIaBHBIM HEIOCTATOK MAKETHBIX (DUIBTPOB — PA3HOBHIHOCTU MEKCETEBBIX
SKpaHOB?

13. B uem pa3Huiia Mexay OObIYHBIM NMAKETHBIM (PHIIBTPOM U MAKETHBIM (PUIIBTPOM C KOHTPOJIEM
cocrosiHus «stateful» ?

14. B yem pa3HHIIa MEXy TAaKETHBIM (DUIBTPOM C KOHTpOJIEM cocTosiHUS «statefuly, u
KJIACCUYECKUM MOCPETHUKOM CEaHCOBOTO YPOBHS?

15. KakoBbl 0COOEHHOCTH aHaIM3a COAEPKHUMOTO AEKTPOHHOM MOUTHI?

16. Ilepeuncante KpuTepun (PUIBTPALIUU COAECPKUMOIO IEKTPOHHOM MOUTHI.

17. KakoBbsl ocobeHHOCTH ananu3a cogepxkumoro HTTP-Tpaduka?

18. B ueM 0coOGeHHOCTH paclpeneleHHON apXUTEKTYpbl CUCTEM YIPABICHUS YI3BUMOCTSIMU?
19. Kakue 3a7a4u MOTYT OBITh PELICHBI CETEBBIM CKaHEPOM 0€30I1acHOCTH?

20. IlepeuncauTe TUIBI IPOBEPOK, UCIOIb3YEMBIX B CETEBBIX CKaHepax 0€30MacHOCTH

21. Kakyto JOMONHUTENBHYIO KPUTHUHYIO WH(POPMALUIO MOXET MOTYYUTh 3JIO0YMBIIUICHHUK B
pe3yapTare CKaHUPOBAHMS TIOPTOB?

22.Kakasgs TmpuuMHAa 3aTpylHsSET MHCIOJIb30BAHME B OpPraHM3alUsAX CETEBBIX CKAaHEPOB
6e3onacHocTH?

23. Jaiite onpeneneHue nHGPACTPYKTYPbl YIPaBICHUS )KypHAIAMU COOBITHI.

24. TlepeunciauTe KaTeropuu KypHanIoB COOBITHA.

25. JlaiiTe XapakTepHCTUKY IPOTOKOJIOB syslog u SEM.

26. OnumuTe Kiaccu(PUKalMOHHBIE CXEMbI CUCTEM OOHAPYKEHUs aTak.
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27. Kakyue MexaHU3Mbl pearnpoBaHMsI Ha aTaKu BaM U3BECTHBI?

Tect
1. AHaJIUTUK OLICHKHU:
1) u3MepsieT W OLICHMBACT CBUJETEILCTBA OICHKH, IPEIOCTABICHHBIMU BIIAJICIbIIAMU
aKTHBOB;
2) BBIOMpAET CIIOCO0, MOJICIIb OLIEHKHU U OMPEIeisieT METOIUKY onieHku UB;
3) mpoBOIUT aHANM3 PE3yJIbTATOB OICHKH M (OPMHUPYET OTYET M PEKOMEHIAIMH 10
pe3yJbTaTam OICHKH.
2. llponenypa cTpaxoBaHus HHHOPMALMOHHBIX PUCKOB COCTOUT U3 ATAIloB:
1) 3;
2) 4,
3) 5.
3. OCHOBHBIE THITBI ANIIIAPATHO-IIPOTPAMMHBIX CPE/ICTB ayTEHTH(HKAIINN:
1) na 06a3e cmapT-KapT 1 USB-TOKEHOB;
2) Ha 06a3e MacCHBHBIX KOHTAKTHBIX M OECKOHTAKTHBIX UACHTH()UKATOPOB;
3) Hu?2).
4. buomerpuyecKkue METOIbl HICHTH()HUKAIIUY TOIPA3IEIISIOT Ha TPYIIIbL:
1) craruyeckue;
2) MOOUIIBHEIE;
3) IuMHaAMHYECKHE.
5. K cratrueckuM OMOMETPUYECKUM METOaM UICHTHU(PHUKAIIMA OTHOCHUTCS PaCIIO3HABAHUE:
1) 1o oTmeyarkam MasbIICB;
2) 1O paxyxHO# 000J04Ke I71a3;
3) 1o KIaBHATypHOMY MOYEPKY.
6. K tuHamMuueckuM OMOMETPUYECKUM METOAaM UICHTU(PHKAIIMA OTHOCUTCS PaCIIO3HABaHUE:
1) 1o oTmeyarkam MasbIICB;
2) 1O paxyxHO# 000J04Ke I71a3;
3) 1o KIaBHATypHOMY MOYEPKY.
7. K pa3rpanu4eHuIo J0CTymna CylecTByeT MOXO0/A!
1) 2
2) 3
3) 4
8. [TonkiroueHwe K CETsIM OOIIEro MoJb30BaHUS OCYIIECTBISIETCS] OPTaHU3AIMAMU TS PEHICHUS
CIEeIYIOIINX 3a7ay:
1) obecrnieunTh B3aUMOACHCTBHE C yIATCHHBIMU (QUIIHATAMU U OT/ICIICHUSIMH,
2) OpraHM30BaTh JOCTYI K pecypcaMm BHYTPEHHEH CEeTH MOOMIIBHBIX MMOJIb30BaTEIIEH;
3) Hu2).
9. KopnioparuBHasi ceTh - CIOXKHAsi CHCTEMa, COCTOSIIAsi U3 HECKOJIbKUX B3aMMOAEHCTBYIOIINX
YPOBHEM, U «CIIOEB». DTO:
1) mepcoHa, IPUIOKEHUS, CHCTEMa YIIpaBICHHs 0a3aMu TaHHBIX
2) ceTh, OTepalMoOHHas CHCTeMa, CUCTEMa YIPaBJICHUs 0a3aMu JaHHbBIX, IEPCOHAT,
3) mpuIoKEHHUs, CUCTeMa YIpaBiCHUs 0a3aMu JaHHBIX, CETh, OIEpAI[MOHHAs CHCTEMA,
MepCOHA.
10. JIrobast xapakTepucCTHKa WU CBONCTBO WH(MOPMAIIMOHHON CHUCTEMBI, HCIIOIb30BaHUE
KOTOPOH HAPYIIUTEIEM MOXKET MPUBECTH K pean3alliil yTPO3bl Ha3bIBACTCA .. ..
11. deiicTBre HApyIIUTENsI, KOTOPOE MPUBOAUT K pealM3allli Yrpo3bl MyTeM HCIMOJIb30BaHUS
ySA3BUMOCTEH MHPOPMALIMOHHOW CUCTEMBI HA3bIBACTCH .....
12. Knaccudukanus yszsumocreit no meroauke CVSS:
1) 0a3oBble, BpeMEHHBIC, CBA3aHHBIE CO CPEJION;
2) 0a30Bble, IPEXOISINNE, CBA3aHHBIC CO CPEJIO;
3) OCHOBHBIC, BpeMEHHbIC, CBSI3aHHBIE CO CPEIOi.
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13. C To4KH 3peHus 3alUIIaeMbIX pecypcoB MD KilacCHPHUIUPYIOT KaK:
1) nepumeTpoBbic MK ceTeBbIe (network-based, 3ammmaromme eIy CeTh);
2) nepconanbHbie (host-based, koHTpoHpYyIOIIHE TPaQUK OTACIBLHOIO y371a);
3) cmeuumamusupoBaHHbie MD  (Hampumep, Ui BEO-MPUIOKEHHH, BHPTYaJIbHBIX
HH(PACTPYKTYP).
14. HenocrarkaMu 3J€KTPOHHOW KOPIIOPATUBHOM MOYTHI SABJISIOTCS:
1) co3maHMs CUTyallMH OTKa3a B OOCIY)KMBAHUH H MEPECHUIKH BUPYCOB B COOOIICHUH MM B
MPUKPETJICHHBIX (aiiax;
2) TepechbUTKH KOH(UICHIMAIBHON HHPOpMAUU U MH(YOPMAIIUK HEITUYHOTO XapaKkTepa
MCIIOJIb30BaHUS 3JICKTPOHHOM MOYTHI B JTUUHBIX HENSX;
3) Du?2).
15. Kpurepussmu ¢unbTpaniu s CPEICTB aHajau3a COISPKHUMOTro NIEKTpOHHOH moutel HE
SIBIISIFOTCSL:
1) nepecsiika nHOpMaLKU Yepe3 BeO-uHTEpPETic;
2) TOIUIMHHOCTb aJipeca OTHPABUTEIIS;
3) Hamuuue BUPYCOB.
16. C HTTP-tpaduxom HE cBsi3anbl yrpo3si:
1) omacHoOe «COAEPKUMOEY - MOOMIIBHBIH KOJI, BUPYCHI;
2) mnepechbuika HHpOpMAIMK Yepe3 BeO-uHrepdeiic;
3) Hamuyue BUPYCOB.
17. Kputepuem ¢punsrpauuun HTTP-tpaduka HE sBnsiercs:
1) HajguyKe BUPYCOB;
2) WCIOJb30BaHKE TpaduKa B TMYHBIX IIEIISIX;
3) URL.
18. Jls opranu3anuu CBsA3ei Mex 1y GuiIHaiaMu OJHOW OpTaHHU3AIH UCIIONB3YIOTCS:
1) wmexkopnoparususie VPN (Extranet VPN);
2) VPN c ynanennsim goctynom (Remote Access VPN);
3) BuyrpukoproparuBHbie VPN (Intranet VPN).
19. [yt opraHu3anum J0CTyIa K KOPIIOPaTHBHON CETH MOOMITBHBIX COTPYIHHKOB HCIIONB3YIOTCS:
1) wmexxkoprnoparuBusie VPN (Extranet VPN);
2) VPN c ynanenusim goctynom (Remote Access VPN);
3) BuyrpukoprnoparuBHeie VPN (Intranet VPN).
20. /11 opranu3aiuy OpraHu3alny CBsI3eil ¢ mapTHEpaMy U KIMEHTaMU UCTIONb3YOTCS:
1) wmexxopnoparuBubie VPN (Extranet VPN);
2) VPN c ynanenusim goctynom (Remote Access VPN);
3) BuyrpukopnoparuBHeie VPN (Intranet VPN).

Kiroun
1 2 3 4 5 6 7 8 9 10
2,3 3 3) 1),3) 1),2) [3) 2) 3) 3) | ysI3BUMOCTBIO
11 12 13 14 15 16 17 18 19 20
arakoii | 1) 1),2) 13 1) 3) 2) 3) 2) | D

21. 3apanue. «Iloctpoenne monenu yrpos Mb».

[TpoBecTn naeHTU(UKANIO, AHAIU3 U ONMUCAHWE OCHOBHBIX yrpo3 Vb miis KoHKpeTHOTO
00beKTa 3alMThl MO BBIOOPY oOydaromierocs. BpiOop 00bEKTa 3alIUTHI COINIACOBHIBAETCS C
npenonaasareneM. [ Kaxxaol yrpo3sl JOHKHBI ObITh yKa3aHbl aKTHUBbBI, KOTOPBIM MOXKET OBITh
HaHeceH ymepO B ciyyae ee peaju3alMM, WCTOUYHUK YTpo3bl, (aKTOpbl, CIIOCOOCTBYIOIINE
BO3HUKHOBEHUIO U peanu3aiuu yrpo3bl b, Bo3aMOXKHbIE TOCIEICTBUS.

Ha ocHoBaHnm Monenu yrpo3 nOCTPOUTbh MOAEIb HApYLINUTENs], B KOTOPOH OTpa)karoTcs
€ro IMpakTHYEeCKHEe U TEOPEeTUYECKHE BO3MOXKHOCTH, BpeMs, MECTO JAEMCTBUS U Jpyrue
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XapaKTEPUCTHUKUA - Ba)KHash COCTAaBJAIONIAs YCIEHIHOTO TIPOBEICHUS aHallh3a pHCKa U
ornpezeneHus: TpeOOBaHUN K COCTaBY U XapaKTePUCTUKAM CHUCTEMBbI 3aIIHUTHI.

Pesynbrarel aHanm3a JOKHBI OBITH CTPYKTYPHPOBAHBI U OQOPMIICHBI B BHJE OTYETa B
cpene MS Word.

BrinonnenHoe 3aanue 3anuniaeTcs: IpernogaBaTeo.

22. 3ananue. «Ouenka pucka Uby.

s o0BbeKTa 3alIMTHI, BEIOPAHHOTO B KOHTPOJBHOM 3aJaHWH |, IPOBECTH aHAIU3 U
oneHuBanue puckoB Mb, coOTBETCTByIOLIMX OMMCAaHHBIM yrposzaMm. st kaxmpoit yrpossl Wb
JIOJOKHBI OBITH OTNpEIeNeHbl (KaYeCTBEHHO HIIM KOJMYECTBEHHO) YPOBEHB yIPO3bl (BEPOSTHOCTH
peaM3alyy yrpo3bl) U pa3Mep BO3MOXKHOTO yiiepOa (ypoBeHb HEraTHUBHBIX HocieacTBuii). Ha
OCHOBAHUU ATUX 3HAYCHUU MPOU3ZBOAUTCS OMPEICICHUE YPOBHS PUCKA, PAHKUPOBAHKUE PUCKOB U
BBISIBJICHHE KPUTUYECKUX PHUCKOB. J[OMKHBI OBITH IPENCTaBICHbI UCHOIb3yeMbI€ IMPU OLIEHKE
Kbl Pe3ynbTarhl OleHKH PUCKOB OOPMIIIOTCS B BHJIE oT4deTa B cpene MS Word.
BrinonHeHHoe 3ajaHue 3aluiiaeTcs NpenoaaBareiio.

5.0ueHouyHbIe MATEPHAJIBI IPOMEKYTOUHOH aTTECTAIUM MO TUCIHUILINHE

5.1. Dx3aMeH NMPOBOAUTCH C MIPUMEHEHUEM CIICYIOUIUX METOMIOB M CPEICTB: YCTHBIM OMpOC,
TECTHPOBAHUE, PCIICHHUE 3a]1a4.

5.2. OueHouyHbIe MaTePHAJIBI IPOMEKYTOUHOI aTTeCTANIMU

KoMnmoHeHT koMneTeHInu IToka3areJb olleHUBAHUSA Kpurepuii ouenuBanus

IIKc-2.3 Peanmsyer koHuentyanpHyro Moaeis | Mcmombsyer KJTIOYCBBIC
omsHec-ananmmsza BABOK xommereHuuu Monenn BACCM s
pemreHuss  3ama4 B oOnactH
nH(OpPMALMOHHOH 6€30ITaCHOCTH.
CamMoCTOATENIBHO omnperenser
NOTPEOHOCTH M PEKOMEHAALNH

pEIICHHIA, KOTOPbIE O0ECICUHBAIOT
[ICHHOCTh [UIS 3aMHTEPECOBAHHBIX
JIMI B paMKax 3aJiad B3aUMOJICHCTHUS
oOmacreit UHPOPMAITHOHHON
0e30TmacHOCTH U OM3Heca

I[J'IH OIICHKHU C(I)OpMI/IpOBaHHOCTI/I KOMHCTCHHHﬁ, 3HaHUM H YMCHHﬁ, COOTBCTCTBYIOIIUX
JAaHHBIM KOMIICTCHUUAM, UCIIOJIB3YHOTCA KOHTPOJIBHBIC BOIIPOCHI, a4 TAKKE 3a/Ia4H.

Tunosbie OLEHOYHBIE MATEPHAJIBI IIPOMEKYTOYHOM ATTECTAIMHA
Bonpocs! k 3k3aMeny no aucuunianHe «Cpeacrsa 3auThbl HHGOPMaIUN»

1)  AkryanbHOCTb peleHus poOIEeMBI obecrieyeHus 0e3omacHoOCTH
ABTOMAaTH3UPOBAHHBIX CHCTEM.
2) BpenonocHoe mporpamMmHoe obecrieueHue. Kiaccudukanms — BpEIOHOCHBIX

MPOrPaMM.

3)  Mertompl U CpeACTBa aHTUBUPYCHOH 3alIUTHI.

4)  TlaponwHas 3amuTa. OOIIHE MOIXOABI K ITOCTPOCHHIO MAPOIBHBIX CHCTEM.

5)  Cucrembl uacHTU(GUKAIIMA U ayTEHTU()UKAIMU: OCHOBHBIC OIPEICIICHUS, THUIIBI,
o01acTh MPUMEHEHHUs, KJIacCUPUKAIIHS.

6) KoHduneHIMaaIbHOCTS,

JOCTYTIOM.

7)  JlMCKpeumMoHHOE M MaHAAaTHOE YIIPABJICHUE JOCTYIIOM.

1[EJIOCTHOCTb,

JAOCTYITHOCTbL.

Ponesoe YHpaBJICHUC

8)  TlousTre yrpo3sl nHMOPMAIHOHHOMN Oe30macHOCTH. OCHOBHBIE BH/IbI M HCTOYHHKH
yrpo3 HHPOPMAITMOHHON 6€30IaCHOCTH.
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9) [loHsATHE YyI3BUMOCTH HHPOPMALIMOHHOW CHCTEMBI, aTaKH HA CUCTEMY.

10) IIudposas creranorpadus. OnpeneacHus U METOAbI IM(POBOI cTeranorpaduu.

11) Crerocuctema. O6macT IPUMEHEHHS KOMIIBIOTEPHOM CTeraHorpaduu.

12) Tloustus ®  ompeaeneHus  coBpeMeHHOM — kpunrorpadpuu.  CTOHKOCTH
KPHUITOAJITOPUTMOB.

13) Kiaccudukanus Kpunrorpa@uyecKux aropuTMOB.

14) TlepcoHasbHbIC JaHHBIC. 3alUTa MTEPCOHAIBHBIX TAHHBIX

15) AnropuTMbl 3JEKTPOHHOM MOAMKUCH. XEIIMPOBAaHUE.

16) TocymapcTBeHHOE peryiupoBaHue B cepe HHPOPMALMOHHON OE30MacCHOCTH.

17) 3ammurnenHas s1eKTpoHHas moanuch. L{udppossie ceprrdukarsl.

18) KommbloTepHbIE MPECTYILICHHS.

19) Drambl mporecca OCYIIECTBIACHHS aTakd Ha HHPOPMAIMOHHYIO CHCTEMY.
Knaccugukamus cuctem oOHapyXeHHUs aTak.

20) CrocoObl MPOTHBOACHCTBHSI HECAHKIIMOHUPOBAHHOMY CETEBOMY M MEXCETEBOMY
JOCTYILY.

21) Knaccudukanus KOHGHICHIMAILHON HH(GOPMAIMK 10 BHIAM TalHbI M CTEICHIM
KOH(UIEHIUATbHOCTH.

22) besomacHocTh paboThl B cetr MuTepHeT. OCHOBHBIC YIrpo3bl IpU paboTe B
NurtepHer.

23) besomacHas mocraBka e-mail COOOICHMIA.

24) OoecneucHre HHPOPMAITMOHHON O€30MACHOCTH Ha TOCYIapCTBEHHOM YPOBHE.

25) .O6ecneuenre nHGOPMATMOHHON OE30MACHOCTH HA YPOBHE TPEIIPUATHSL.

26) Kunaccuduxarus taiH.

27) TlIpaBoBbIe OCHOBAHHUS OTHECCHHUS CBEACHUM K KATETOPHH OTPAHMYCHHOTO TOCTYIIA.

28) MHuctutyt crangaaprusanuu chepbl HHOOPMAIIMOHHON O€30I1aCHOCTH.

29) HanuoHanbHBIE CTaHIAPTHI B 001aCTH HH(POPMAIIMOHHON 0€30IIaCHOCTH U 3all[UThI
uH(popMaIuu.

30) MexayHapoaHble CTaHIAPTHl B 00NACTH HHPOPMAIMOHHOW O€30MacCHOCTH U
3alUThl HH(OPMAIUH.

31) DneKTPOMArHUTHBIHA CIIEKTP KaK UCTOYHHK BO3JCHCTBUSI HA HH(OPMAIIHIO.

32) Kanaisl cuioBoro aectpyktuBHoro BoszaeiicTeus (CIB) Ha uHdopmanuio.

33) PexomeHmanmu 1o 3aIIuTe KOMITBIOTEPHBIX crcteM oT CJIB.

34) Kiaccudukaius TeXHHYECKUX KaHAIOB YTEUKH HH(POPMAIIUH.

35) Mogernb U CrocoObl YTEUKH MO PaTHOKaHAITY.

36) Mogmenb 1 CIOCOOBI YTEUKH 110 AEKTPUICCKOMY KaHaIYy.

37) Mopens W cnocoObl  YyTEUKH MO aKyCTHYECKOMY  (BHOpalMOHHOMY,
aKyCTOJIEKTPHUECKOMY) KaHay.

38) Mopueinb 1 clocOOBI YTEYKH MO ONTHYECKOMY (OMTHKO-3JICKTPOHHOMY) KaHAITy.

39) Moguensb u criocoOs! yreuku 1o kanaixy [IDMUH.

40) Knaccudukanus yrpo3 Hecankimonuposanuoro gocryna (HC/) k uadopmaruu.

41) Kareropuu HapymmTeneit 6e30nacHOCTH HH(POPMAIIMU B UX BO3MOXKHOCTH.

42) OO6mast XapaKTepUCTHKA YSI3BUMOCTEH.

43) Cnoco6s! peanuzanuu yrpo3sl HC/I k napopMmanmu.

44) TlousTtue u 0000IICHHAS MOJIENIb HETPAIUIIMOHHOTO HHPOPMAIIMOHHOTO KaHaa.

45) Metoapl COKphITUSI HH(GOPMAIIMK B TEKCTOBBIX (haiiiax.

46) Metoapl COKphITHS HHGOPMAIIMU B rpadHueCKuX (aiiiax.

47) Metoapl COKpbITUS HH(GOPMAIMK B 3BYKOBBIX (haiiax.

48) Metoapl COKphITHS HH(GOPMAIIMU B CETEBBIX MAKETaX M UCTIOMHIEMBIX (haiiiax.

49) Hcropuorpadus u knaccupukanms mudpos.

50) IIpumeps! KpunTorpaGuuecKux aIropuTMOB.

51) Kpunrocucrema ¢ CHMMETPHYHBIMUA M HECHMMETPUYHBIMH KITFOYaMH.

52)

OnexTpoHHas U(poBas NOAIHUCH.
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53) MangarHasi U AUCKPEIIMOHHAS MOJICITH TOCTYIIA.

54) Tlpoueaypa uaeHTHDHUKAINN, AyTCHTU()UKAIIUN 1 aBTOPU3AIIHH.

55) Cucrema napoaupoBaHUs.

56) CucTeMbl KOHTPOJISI U YIIPABICHHS JOCTYIIOM.

57) Cucrema oxpaHsbl IEpUMETpa.

58) CoBpeMeHHBIC TEXHOJOTMH IMPEIOTBPAIICHHS YTEUYKH  KOH(PHICHIHAILHON
UH(OpPMALIMU U3 KOPIIOPATUBHOM CETH.

59) TIloustre u Gpynkuonan DLP-cuctem.

60) OObeM u CTPYKTypa JaHHBIX 3ariuiiaeMbix DLP-cucremamu.
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IIkaya oneHUBaHUS IK3AMEHA
Onenka pe3ynbTaTtoB MNPOM3BOAUTCS Ha OCHOBE [lookeHHs O TEKyIleM KOHTpOJe

yCIIeBAEMOCTH  OOyYaromIMXCsi M NPOMEXKYTOYHOW  aTrTectalud  OOeraroumxcs 1o
00pa3oBaTelIbHBIM MPOrpaMMaM CpEeIHEro MpOopeCcCHOHATBFHOTO M BBICHIETO O00pa3oBaHUS B
denepanbHOM TrOCYAapCTBEHHOM OIODKETHOM 00pa3oBaTEbHOM  YUPEXKICHUU BBICHIETO
oOpazoBanust «Poccuiickas akaJeMUu HApOAHOIO XO3AWCTBA W TOCYIAPCTBEHHOM CITy:KOBI MpHU
IIpesunente Poccuiickoit @enepanuny», yreepxxkaeHHoro Ilpukazom Pexkropa PAHXul'C npu
[Tpesunentre PO ot 30.01.2018 1. Ne 02-66 (n1.10 paszmema 3 (mepBblit a03am) u m.11), a Takxke
Pemiennss Yuenoro coera CeBepo-3amagHoro wuHctutyta yrpasienuss PAHXul'C npu
ITpesunente PO ot 19.06.2018, nporoxon Ne 11.

OneHka «OTIMYHO» BBICTABJISICTCS B Clly4ae, €CJIM MPU YCTHOM OTBETE CTYIEHT MPOSBHII
(mokazan):
- mIyOOKOe M CHUCTEMHOE 3HaHWE BCEro MPOrpaMMHOI0 Marepuaia y4eOHOro Kypca, M3JI0KWI
OTBET MOCJICAOBATEIBHO U YOS TUTENIBHO;
- OTYETIMBOE M CBOOOJHOE BIAJCHHE KOHIENTYaJIbHO-TIOHATUWHBIM anmnapaToM, Hay4YHbIM
A3BIKOM U TEPMUHOJIOTHUEN COOTBETCTBYIOIIEH JUCIIUILINHBL,
- YMEHHUE MpPaBWIbHO MPUMEHITh TEOPETHUECKHE IOJOKEHUS MPU PEIICHUU MPAKTUYECKUX
BOIPOCOB U 3a/1ay;
- YMEHHE CaMOCTOSITEIBHO BBIMOIHSITH IPEIYCMOTPEHHBIE IPOrPaMMOi 3a/1aHuUs;
- HaBbIK 000CHOBAHHUS [IPUHSTOIO PELICHHUS.

O1eHKH «XOPOIIO» BHICTABISAETCS B CIIy4ae, €CIU MPU YCTHOM OTBETE CTYJEHT MPOSBUI
(mokaszan):
- 3HaHHE Y3JIOBBIX MPOOJIEM IPOrpaMMBbl U OCHOBHOTO COZIEP KaHUS JIEKIIMOHHOTO KypcCa;
- YMEHHUE IO0JIb30BaThbCi KOHIENTYaJbHO-TIOHATUIHHBIM aIlllaparoM YMEHHE MPEUMYILIECTBEHHO
MPAaBUJIBHO MPUMEHSTh TEOPETUUYECKUE TMOJOKEHHS MPU PEUICHUH MPAKTHYECKUX BOMPOCOB H
3azad,
- YMEHUE BBINIOJIHATH MPEAYCMOTPEHHBIE MPOTPaMMOU 3a/1aHNs;
- B LIEJIOM JIOTMYECKH KOPPEKTHOE, HO HE BCErJa TOYHOE M apryMEHTHPOBAHHOE M3JI0KEHUE
OTBETa.

OueHkMn «yI0BJIEeTBOPUTENbHO» BBICTABISETCA B CiIy4yae, €CIM IpPH YCTHOM OTBETE
CTYIEHT MPOSBUI (TIOKa3amn):
- (hparMeHTapHbIE, TOBEPXHOCTHBIC 3HAHUS BAXHEHUIIUX Pa3leNioB MPOTPaMMBbI U COAEPIKAHUS
JIEKIIMOHHOT'O Kypca;
- 3aTpyIHEHUs] C MCMOJIb30BAHMEM HAYYHO-TIOHATUWHOTO ammapara ¥ TePMHUHOJIOTHH Y4eOHOI
JUCHUTITAHBI;
- 3aTPYJHEHUS C NPUMEHEHUEM TEOPETHUYECKUX IMOJOKEHUN NpPH PEIICHUH NPAKTHUYECKUX
BONPOCOB U 3a]1ay,

Ouenka «HeyI0BJIEeTBOPUTEJIbHO» BBICTABISIETCS B CIIy4ae, €CJIHM MPU YCTHOM OTBETE
CTYJEHT MpOosIBUII (TIOKa3a):
- He3HaHHe J100 OTPHIBOYHOE MPE/ICTaBIEHUE YUeOHO-TIPOrPaMMHOTO MaTepuana;
- HEyMEHUE MHCMOJb30BaTh HAyYHO-TIOHATUUHBIM ammapar M TEPMHUHOJOTHIO y4eOHOM
JUCUUTLITAHBI;
- HEyMEHHE MPUMEHSITh TEOPETHUECKHE IMOJOXKEHHS MPHU PELIEHUH MPaKTHUYECKUX BOIPOCOB U
3a/1a4,
- HEyMEHUE BBINOJIHATD MIPETyCMOTPEHHbIE TPOrPaMMON 3aJaHHUsl.

6. MeroanyecKkue MaTepUaJIbl 151 0CBOCHUS IHCUHUIIHHBI
PaGoueil mporpammoill NUCHUIUIMHBI TPETYCMOTPEHBI CIEAYIOUIUE BUbI ayIUTOPHBIX
3aHATUI: JIEKIWHU, TpaKTHUecKue 3aHATHsA. Ha nmexnusax paccMarpuBaroTcs Hanbosee CIoKHBINA
MaTepHuall TUCUUIUIMHBL. I pa3BUTHSA y MaruCTPaHTOB KPEAaTUBHOIO MBIIUIEHHS U JIOTUKHU B
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KOKIOW TeMe yuyeOHOH AMCUMIUIMHBI TPEIyCMOTPEHbI TEOPETUUYECKHE  ITOJIOKCHHMS,
MHCTPYMEHTAJIbHBIE CPEJCTBA, a TAKKE NPUMEPbl MX HCHOJIb30BAHUS IPU PEIICHUU 3a1ady
obecniedenuss nHGpoOpMaIOHHON Oe3omacHocTU. KpoMe TOoro, 4acTh TEOPETHUECKOTO Marepuaa
IPEOCTABIAETCS Ha CaMOCTOATENIBHOE M3Y4YE€HHE IO PEKOMEHJIOBAHHBIM MCTOYHHUKAM JUIs
(bopMHUpOBaHUS HABbIKA CAMOOOYUCHHS.

[IpakTuyeckue 3aHATUS NPEIHA3HAYEHBl Ul CaMOCTOATENbHOM pabOoThl MAarucTpaHTOB
10 PELIEHUIO0 KOHKPETHBIX 3a1a4. Kaxioe npakTuueckoe 3aHsATHE COMPOBOXKAACTCA 3aJaHUSIMU,
BbIJIaBA€MbIMHM MarucTpaHTaM [yl PeLICHUs BO BHEAYTUTOPHOE BPEMs.

Jnst paboThl ¢ MEYaTHBIMH M 3JIEKTPOHHBIMH pecypcamMu C3MY umeeTcs BO3MOKHOCTB
JIOCTyIa K O3JIEKTPOHHBIM pecypcam. OpraHuzanys pabOTbl MaruCTpaHTOB C JIEKTPOHHOM
OMONMMOTEKON yKa3aHa Ha caiiTe MHCTUTYTA (cTpaHulle caiita — «Haydunas Oubamorekay).

MeTtoauyeckue ykazaHnus 1/l 00y4aroUIuXcs 10 OCBOCHUIO AW CLHUIIIUHBI

Ob6yuenne mo nucnuminHe «CpencTBa 3almMThl MH(GOPMAIMKM» MPEAINoaraeT H3y4eHue
Kypca Ha ayJUTOPHBIX 3aHATHUAX (JEKLHMH, IPAKTUUYECKUE PAOOThI) U CAMOCTOSITEIbHON pabOThI
oOyuaronuxcsi. CeMUHapCKue 3aHATHS AUCHUILTUHBI «CpencTBa 3amuThl  WHPOPMALIUN
IPEATNOoIAaraloT UX MPOBECHUE B PA3IMUHBIX ()OPMax C LENbIO BBISBICHUS OIYYEHHBIX 3HaHU,
yYMEHUH, HAaBBIKOB M KOMIIETEHIIMHA C TPOBEICHHWEM KOHTPOJBHBIX Meponpusithii. C Ienbio
o0ecriedeHnsl yCHeImHoro ooyueHust o0y4aromuiicss JOJKeH TOTOBUTBCS K JICKI[UH, MOCKOJIbKY
OHAa SIBJISICTCS] BXKHEUIIIEH (OopMOii OpraHu3aIuy y4eOHOTO MpoIiecca, MOCKOIbKY:

—  3HAKOMHT C HOBBIM y4eOHBIM MaTepHasom;

—  pasbscHsET yuyeOHBIC DJIEMEHTBI, TPYIHBIC JJISl TOHUMAHUS;

—  CHCTEMaTU3UpyeT yueOHBI MaTepHa;

—  OpHEHTHUPYET B y4eOHOM IpoIiecce.

Iloo2comoeka K 1exyuy 3aKII0YACTCS B CIEAYIOLIEM:

—  BHMMATeJbHO MPOYUTANTE MaTepHall MpeAbLIyLeH JeKIUH;

—  y3HaiiTe TeMy NnpecTosIeH JIeKIKH (110 TeMaTHYeCKOMY IUIaHy, 0 HH(pOPMaLUH
JIEKTOPA);

—  03HAaKOMbBTECh C YU€OHBIM MaTE€pPHAJIOM 10 PEKOMEH/1YEMOM JIUTepaType;

— IocTapaiTech yACHUTb MECTO U3y4aeMoOil TeMbl B CBOEH MpodeccnoHaIbHOI
TIOATOTOBKE;

—  3aIWIIMTe BO3MOXKHBIE BOIIPOCHI, KOTOPHIE BHI 33/IaINTE JIEKTOPY Ha JICKIIHH.

Iloo2comoeka Kk npakmuyeckum 3aHAmusam.

—  BHUMATeJbHO MPOUYMTANTE MaTepHal JEKIUI, OTHOCSIIUXCS K TaHHOMY
CEMUHAPCKOMY 3aHSTHUIO, 03HAKOMBTECH C YUEOHBIM MarepHalioM;

—  OTBETHTE Ha KOHTPOJBHHBIE BOMPOCHI IO CEMUHAPCKHUM 3aHSATHSIM, TOTOBBTECH J1aTh
pa3BepHYTHIA OTBET HA KaX/IbIi U3 BOIIPOCOB,;

—  yACHHUTE, Kakue ydeOHbIe 3JIEeMEHThI OCTAJIMCh /Ul BaC HESICHBIMU U MTOCTapalTech
NOJYYUTh Ha HUX OTBET 3apaHee (10 CEMUHAPCKOT0 3aHATHS) BO BpeMs TEKYIIHUX
KOHCYJIBTAllU{ MTPENo1aBaTels;

—  TOTOBUTHCSI MOKHO MHIWBUAYAIILHO, TTAPAMH UJIH B COCTAaBE MAJIOH TPYIIIIBI,
nocjeHue ABIAoTCs 3G PEeKTUBHBIMU (popMamu paboTHI;

— pabouyast mporpamma JUCHUIUIMHBI B YaCTH 1IeJIeH, IepeuHIo 3HaHUH, YMEHUI,
TEPMHUHOB U YY€OHBIX BOIIPOCOB MOXKET OBITh UCIIOJIb30BaHA BaMH B Ka4eCTBE
OpPHEHTHPA B OpraHU3aIMK 00yUECHUSI.

7. YueOHas quTepaTrypa M pecypchbl HHPOPMALHOHHO-TEJICKOMMYHHUKANMOHHOM ceTH
"UHTepHeT", BKIKOYAS NepeYyeHb Y4eOHO-MeTOANYEeCKOro odecnedeHus s
CaMOCTOSATENbHOI padoThl 00y4arOIUXCH M0 AUCHHUIINHE

7.1. OcHoBHas1 IUTEpaTypa
1. 3enxos, A. B. Undopmanmonnast 6e30macHOCTh U 3amuTa nHGopMaIuu : yaedbHoe mocoone

st By30B / A. B. 3enkoB. — Mocksa : UznarensctBo FOpaiit, 2021. — 104 ¢. — (Bsiciiee
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obpazoBanne). — ISBN 978-5-534-14590-8. — Tekcr: anexkrponssiii / IBC KOpaiit [caiT].
— URL: https://urait-ru.idp.nwipa.ru/bcode/477968.
OpranuzanoHHOE U MPaBOBOE oOecreueHrne HH(POPMAIMOHHONW OE30MaCHOCTH ;| YICOHUK U

MpakTUKyM i By30B / moxa pepakuuei T. A. ITomskosoii, A. A. CtpenbiioBa. — MockBa :
WznarensctBo [Opaiit, 2021. — 325 c.— (Bricmiee oOpazoBanue). — ISBN 978-5-534-
03600-8. — Tekcr: osmektponnbii // OBC IOpaiit [caitit]. — URL: https://urait-

ru.idp.nwipa.ru/bcode/469235.

OcHOBHI yrpaBiieHUss HHPOPMAITMOHHOM 0€30MMacHOCThIO : ydueOHOoe Tocobue : JlomymeHo
YMO .../ A. 1. Kypurno, H. I. Munocnasckas, M. FO. Cenaropos, A. U. Toncroit. - 2-¢ u3n.,
ucrip. - MockBa: lTopsuas  snunus-Tenexkom, 2016.- 244 c¢. - (Bompocsl

yrnpasiieHus: nHpopManmoHHO# Oe3omacHocTh0. Bhim. 1). - bubnuorp.: c. 234-239. - ISBN
978-5-9912-0361-6.

Kopa6enpaukoB, C. M. Ilpecrymienns B chepe nHPOpMAIMOHHON 0€30MaCHOCTH : yueOHOe
nocobue ans By3oB/ C. M. KopabenpHukoB. — MockBa : M3narensctBo HOpaiit, 2021. —
111 c. — (Bsicuiee obpazoBanue). — ISBN 978-5-534-12769-0. — TekcT : 3neKTpOHHBIH //
OBbC HOpaiir [caiiT]. — URL: https://urait-ru.idp.nwipa.ru/bcode/476798.

Bce ucTouHMKM OCHOBHOM JIMTEPATYPhl B3aUMO3aMEHSAEMBI.

7.2 lonoJIHUTE/ILHASA JIUTEPATypa

1. 3onorapeB, B. B. Ympasnenue unbopmarmonHoit 6ezonacuocteio. Y. 1: AHamu3
MH(POPMAITMOHHBIX PUCKOB : yueObHoe nocodue / B. B. 3omnorapes, E. A. Jlanumnosa. -
Kpacnosipck : Cub. roc. aspokocmud. yH-T, 2010. - 144 c. - TekcT : 21eKTpOHHBIN. -
URL: https://znanium.com/catalog/product/463037 (mara obpamenus: 03.08.2021). —
Pexum nocTtyna: mo mommcke.

2. Jponor B.IO. MexmayHaponHbIe U OTEUECTBEHHBIC CTAHAAPTHI 0 HHPOPMAITHOHHOM
0e30macHOCTH : yueOHOo-MeToanueckoe nocodue / JIponoB B.}O.. — HoBocubupck :
HoBocubupckuii rocynapcTBeHHbIH TeXHUYeCKUW yHuBepcuteT, 2016. — 34 c. —
ISBN 978-5-7782-3112-2. — TeKcT : 3I€KTPOHHBIN // DIEKTPOHHO-OMOIHOTEUHAs
cucreMa IPR BOOKS : [caiiT]. — URL: http://www.iprbookshop.ru/91395.html
(mara obpamenus: 03.08.2021). — Pexxum nocryna: i aBropusup. [lons3oBareneit

3. TacanoB D.C. Camapuna E.A. VYnpasieHune WHPOPMAIMOHHOW O€30MAaCHOCTHIO B
KOPIOPAaTUBHOM IMpeaNpUHUMATENECKON cpelie B YCIOBHUSIX KHOEpyrpo3 Hu(ppoBoi
SKOHOMHMKHU [DnekTpoHHbIi pecypc] — URL: https://cyberleninka.ru/article/n/

7.3.HopMaTuBHBIC IPABOBBIC JOKYMEHTHI U HHasi IPaBoBasi HHPOPMALHA
He ucnonb3yrorcs

7.4. UnTEpHET-pecypChl.
C31Y pacnonaraet JOCTYIOM Yepe3 calT HayuHoU OuOimoTeku http://nwapa.spb.ru/
K CJIEAYIOIIMM HOAMUCHBIM 3JIEKTPOHHBIM pecypcam:
https://ranalytics.github.io/tsa-with-r/ch-intro-to-prophet.html

PycckosizbiuHbIE pecypcehl
ONEeKTPOHHBIE YUEOHUKHU 3IEKTPOHHO - 6nbaroTeuHoi cuctemsl (ObC) «Aibyke»
DNEeKTPOHHBIE YUeOHUKHU dEKTPOHHO — OnbnmroTeuHoii cuctemsl (3bC) «Jlanby
PexomenayeTcs UCIonb30BaTh CICAYIONINN HHTEPHET-PECYPCHI
http://serg.fedosin.ru/ts.htm
http://window.edu.ru/resource/188/64188/files/chernyshov.pdf

7.5. HHBIEe HCTOYHHKH.

He ncnonp3yrorcs.
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8. MarepuanbHo-TeXHMYeCKas 0232, NH(POPMAIMOHHBIE TEXHOJIOTMH, IPOTPAMMHOE
obecreyeHre U MHGOPMAIMOHHBbIE CTIPABOYHbIE CHCTEMbI

Y4yeOHasi TUCHUIUTMHA BKJIIOUAET MCIOIB30BaHUE MpOrpaMMHOro odecredeHus: Microsoft
Excel, Microsoft Word, 117151 TOATOTOBKH TEKCTOBOTO M TAOJIMYHOTO MaTepHalia.

HHTEpHET-CEPBUCH] U AIIEKTPOHHBIE PECYPCHI (MIOMCKOBBIE CUCTEMBI, DJIEKTPOHHAS IOUTA,
npoecCHOHAIbHBIC TEeMaTHYECKUE YaThl U (OPYMBI, CUCTEMBI ayJli0 W BHJICO KOH(EPEHIHUH,
OHJIAH DHIMKJIONEANH, CIPABOYHHUKH, OHOIMOTEKH, OJJIEKTPOHHBIC Y4eOHbIE M y4eOHO-
METOAMYCCKHE MaTePUaIbI).
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Onucanue MaTepraibHO-TEXHNYECKO 0a3bl, HeOOXOAUMO /151 OCYIIeCTBJICHUS
00pa30BaTeJbHOIO NMPOLECCa MO JMCUHUILIHHE (MOAYJII0)

Ne /n | HaumenoBanue

1. KOMHBI-OTepHBIG KJIaCChI C ITIEPCOHAIBHBIMU 9BM, O6’BC,I[I/IH€HHBIMI/I B JIOKAJIBHBIC
CC€TH C BBIXOJOM B I/IHTepHeT

1. | IMaker Excel -2016, proftesional plus, IBM SPSS statistics, R, RStudio, Anaconda

2. | MynsTuMenuiiHble CpEICTBA B KaX/10M KOMIIBIOTEPHOM KJIacCe U B JIEKIIMOHHON
ayaAuTOpUU

3. | bpay3sep, cereBbie KOMMYHUKAITMOHHBIC Cpe/ICTBA JUTs BhIxoaa B MiHTepHeT. CepBHCHI
U CIyxO0bl Azure

Komnbrorepusie knmaccel w3 pacuera | [ID9BM mis ognoro oOywaemoro. Kaxmomy
oOy4arolemMycst JoJKHa ObITh ITPEJOCTaBIEHA BO3MOXKHOCTb JIOCTYIIA K CeTsAM Tuna MHTepHeT B
teueHue He meHee 20% BpeMeHH, OTBEICHHOTO Ha CAMOCTOSITEJIbHYIO IOATOTOBKY.



