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1 O0mmue nosnoxkeHust

1.1 Ob6sacTh NpUMeHEeHUs1 POrpaMMBbl

Pabouass mporpamma yuyeOHOM aucUUIUIMHBI «TexHomoruu 0e30MmacHOCTH MOOUIIBHBIX
w1atopm» SABISETCS YacTbiO OCHOBHOW NPOQECCHOHAIBHOM 00pa3oBaTEeIbHON MPOTrpPaMMBI IO
cneuuanbHocty CITO 09.02.11 «Pa3paboTka u ynpaBieHHe IPOrPpaMMHBIM 00€CTIEUCHHEM.

1.2 MecTro aMCHMIUVIMHBI B CTPYKType OCHOBHOl  mpodeccHOHAJbHOI
00pa3oBaTeJILHON MPOrPaMMBbI

VuebHas nucuuminHa «TexHojgoruu 0e30HMacHOCTH MOOWJIBHBIX MIaTdopm» sBIsAETCS
9acThI0 MPO(GECCHOHATFHON MOATOTOBKH, BXOJAHUT B 00MIENPO(ECCHOHANBHBIA UK AUCIUTUINH.
basupyercs Ha Takux AUCHUIUTNHAX, Kak «HDOpMaTnkay, «OnepalmoOHHbIE CUCTEMBI U CPEIbD»,
«OCHOBBI ANTOPUTMU3ALMH U TPOTPAMMHUPOBAHUS»

Jucuunnuza usydaercs Ha 3 Kypce B 6 cemecTpe.

1.3 Heau u 3a1a4n y4eOHOH TUCHUIJIMHBI

Henp  pucuumuinael  «TexHomorun  O€30MACHOCTH  MOOMJIBHBIX — MIaThopm» —
¢bopMupoBaHue y oOydarolmIUXCsl KOMIUIEKCHBIX 3HAaHMM W NMPAKTUYECKUX HABBIKOB B 00JacTH
obecrieyeHnss MHGOPMALMOHHON 0€30MacHOCTH MOOMIIBHBIX TNPHJIOKEHHH, BKIOYas OCBOEHHE
METOJIOB 3aIUTHI JAHHBIX, IPUHLIUIIOB 0€30MacHOM pa3pabOTKU U TPOTHUBOCHCTBUS COBPEMEHHBIM
yYIpo3aM JJIsl pa3IHYHBIX ONIEPAIIHOHHBIX CHCTEM.

3ana4yu TUCHUILIAHBIL:

- ChopmupoBaTh y 0OydYaronIuxcsi MOHUMAHHWE MOJETH YIpo3 JUIsI MOOWMIIBHBIX
wiatrgopm Android u Aurora, BKIO4ast H3y4eHHE PACIPOCTPaHEHHBIX BEKTOPOB aTaK U METOOB UX
MPEJOTBPALLICHHS

- Pa3BuTh HaBBIKM CO3[aHUS 3ALIUIIEHHON apXUTEKTYphl MPUIOKEHHUS C Yy4ETOM
NpUHIUIOB Oe3omacHoro xpanenus naHHeix (EncryptedSharedPreferences, Android Keystore)

- OOy4uTh MeTOJIaM KOHTPOJISL AOCTyIa U pabOTHl C pa3pelIeHus MU (IEPMUILEHBI U
scopes) st obecrieueHust 0€30MacHOCTH MOJIb30BATEIBCKUX JAaHHBIX

- ChopmupoBaTh KOMIIETCHIIMM B OOJIACTH 3alIUTHI OT PACIpPOCTPAHEHHBIX aTaK:
MITM, umxexnus Koja, moaMeHa Activity

- Pa3BuTe HaBBIKM peanm3amuy OE30MaCHON ayTeHTH(UKAUN Yepe3 H3YUYCHHUE
npuHIUnoB padbotel OAuth2, OpenlD u JWT-tokeHOB

- OOyuutph pabdote ¢ 6momerpuueckumu nanubiMu (Fingerprint API, Face ID) u ux
0e30MacHOMY HCIOJIb30BAHUIO

- CdopmupoBaTh NMOHMMAaHHE MPHUHIMIIOB O€30MacHOW Mepenaydl AaHHBIX Yepes

HTTPS u SSL Pinning



Pa3BuTh HaBBIKHK ayaura 0€301IacHOCTH HpI/IJ'IO)KCHI/Iﬁ C

uHCTpyMeHTOB MobSF 1 OWASP

u R8

nalIuIaifiHOB

HCIIOJIB30BaHHECM

OOy4uTh METO/IaM 3aIUTHI OT PYT-OCTYIIA U JpKEHnOpelika

CdopmupoBaTh KOMIIETEHIIUN B 001acT 00dyckauu koga ¢ nmomoirsio ProGuard

Pa3Buth HaBBIKM puMeHeHUs XapaeHUHr-TexHuK (SELinux, AppArmor, Seccomp)

OOyuuTth pabore ¢ monutukamu 6ezonacHoctu B Aurora u PEJI OC M

CdopmupoBaTh

IIOHMMAaHUuC

IIPUHIMIIOB

0e301macHoi

pa3pabotku  CI/CD

Pa3Buth HaBBIKH IMPOBEPKHU COOTBCTCTBUMA Tpe6OBaHI/I$IM Oe3omacHoi pa3pa60TKH

CdopmupoBaTh FTOTOBHOCTb K IPAKTUYECKOMY MIPUMEHEHUIO OJTYYEHHBIX 3HAaHUN B

00JIaCTH 3aIUTHl MOOMIIBHBIX MPUIIOKEHUN

1.4 Ilnanupyemble pe3yabTAaThl 00yUeHHUS 10 JUCHMUILIIIMHE

I[Hepeyenb KoMneTeHI U

UHPOPMALIMU U PECYPCHI
JUI  pelieHust 3a7ad |
npoOem B
poeCCHOHATBPHOM W/WUTH
COLIMAIEHOM KOHTEKCTE;

QJITOPUTMBI BBITIOJTHEHUS
pabot B
npo(hecCHOHALHOM U
CMEKHBIX 00JIaCTSIX;
METO]TbI pabOTHI B
poeCCUOHATBHON U
CMEXHBIX cepax;
CTPYKTYpY TUIaHA JIIs
peIICHHUs 33/1a4; MTOPSIIOK
OIICHKH PE3yJIbTaTOB
pelieHus 3a1a4

Koo OK, Ymernb 3HaTh Biaaaers HaBbIKAMH
IIK
OK.01 Bri6upaTh criocoOsI aKTyaJIbHBII -

peleHus 3a1a4 npoQeCCUOHATBHBIN u

npodeccroHanbHOM COLIMANIEHBIM KOHTEKCT, B

JEATEIIbBHOCTH KOTOpPOM MPUXOIUTCS

MPUMEHHUTETBHO K paboraTh u JKUTD;

Pa3IMYHBIM KOHTEKCTaM OCHOBHEIE HCTOYHHKHU
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po(hecCHOHATLHOM
JeSITeTbHOCTH
OK.02 Hcnons3oBats HOMEHKJIaTypa
COBpPEMEHHBIE CPEJICTBA UH(POPMALIMOHHBIX
MIOUCKA, aHaJIu3a U UCTOYHHUKOB,
MHTEpIpeTalun NpUMEHSIEMbIX B
uHpOpMaLnH, 1 npodeccuoHaIbHON
MHPOPMAIMOHHbIE NeSITeTbHOCTH; TPUEMBI
TEXHOJIOTUH IS CTPYKTYPHPOBaHUS
BBIITOJIHEHMS 3a]1a4 uHpopMmanuu; popmat
po¢eCCHOHATBHON odopMIIeHUS PE3yTbTATOB
NesITeIbHOCTH novcka MH(popmanuu,
COBpPEMEHHBIE CPE/ICTBA U
YCTpOKCTBA
uH(bOpMaTU3ALINY;
HOPSI0K UX TPUMEHEHUS
U IPOrpaMMHOE
oOecrieueHue B
npohecCHOHATBLHOM
NeSITEIbHOCTH B TOM
YHCIIe C UCTIONBb30BaHUEM
U (POBBIX CPEACTB
OK.03 [InanupoBars u COZIEpKaHUE aKTyaJIbHON
peann30BbIBATH HOPMAaTHUBHO-IIPABOBOM
COOCTBEHHOE JIOKYMEHTAIUH;
npodeccuoOHaTBHOE U COBpEMEHHas Hay4YHasi U
JMYHOCTHOE Pa3BHUTHE, npodeccuoHaIbHas
MPEIIPUHIMATEINbCKYIO TEPMUHOJIOTHS,;
JESTeTbHOCTD B BO3MOYKHBIE TPACKTOPHHU
po¢eCCHOHATBHON podeCcCHOHATBEHOTO
cdepe, UCTIOTB30BaATh pa3BUTHSA U
3HAHUS 0 MPABOBOM U camMo00pa3oBaHus;
(buHaHCOBOM OCHOBBI
IPaMOTHOCTH B peanpUHIUMATETbCKOM
Pa3NUYHbBIX KU3HEHHBIX NeSITeIbHOCTH; OCHOBBI
CUTYyalHsAX ¢duHaHCOBOM
IPaMOTHOCTH; TpaBUiia
pa3zpaboTku Ou3HEC-
IUIaHOB; MOPSIOK
BBICTpPaWBaHUs
Npe3CHTAINN; KPeIUTHBIE
0aHKOBCKHUE TIPOTYKTHI
OK.04 DddexTuBHO MICUXOJIOTUYECKUE OCHOBBI

B3aWMOJIEVICTBOBATh U

eI TeIIbHOCTHU
KOJJICKTHBA,




paboTaTh B KOJUICKTHBE H
KOMaH/Ie

TICUXOJOTUYECKUE
OCOOCHHOCTH JINYHOCTH;
OCHOBBI ITPOEKTHOM

NeATeTLHOCTH

OK.05 OCyIIECTBISATh YCTHYIO U | 0COOGHHOCTH
MMUCEMEHHYIO COIMATILHOTO U
KOMMYHHKAITUIO Ha KYJIBTYPHOTO KOHTEKCTA;
rOCy/IapCTBEHHOM sI3bIKE | TIpaBmiia ohopMIICHUS
Poccuiickoit denepanuu ¢ | JTOKYMEHTOB U
Y4ETOM OCOOCHHOCTEH MOCTPOCHHUS YCTHBIX
COIIMAJIBHOTO U COOOIIIEeHN
KyJIbTYPHOT'O KOHTEKCTa

OK.06 IIposBAATE IPa’KJAHCKO- | CYLIHOCTb I'Pa’KIaHCKO-
MAaTPUOTHUIECKYIO NaTPUOTHYECKON
MTO3UITHIO, MO3UIIHIH,
JEMOHCTPHUPOBATH 00IIeYeTI0BeUeCKUX
OCO3HAHHOE ITOBE/ICHHE Ha | [ICHHOCTEH; 3HAYNMOCTh
OCHOBE TPaTUITMOHHBIX npodeccuoHanbHOM
POCCHUICKHX TyXOBHO- JESTEIIbHOCTH 110
HPABCTBEHHBIX CIEIHNAbHOCTH;
LIEHHOCTEH, B TOM YHCIIE C | CTaHJIAPThI
Y4€TOM rapMOHHU3ALUN AHTUKOPPYILHUOHHOTO
MEXHAIIMOHAIBHBIX U MOBE/ICHUS U TIOCTIEICTBUS
MEXPEeTUTHO3HBIX €ro HapyIICHUS
OTHOLIEHUH, IPUMEHATh
CTaHIapTHI
AHTHKOPPYIIIHOHHOTO
MTOBE/ICHUS

OK.07 ColelicTBOBATH MpaBujIa 3KOJIOTMYECKOM
COXPaHEHHUIO 0e30MacHOCTH MPHU
OKpYKaroIIel Cpeibl, BEJICHUH
pecypcocOepexeHuIo, npodecCHoHATBHOM
MPUMEHSITh 3HAHHS 00 JESITEIIbHOCTH; OCHOBHBIC
W3MCHCHUU KITUMaTa, pecypchl,
MIPUHIIAITEI OEPEKITUBOTO | 33ICHICTBOBAHHEIC B
MIPOU3BO/ICTBA, po(heCcCHOHATTLHOM
3¢ PEeKTUBHO NEHCTBOBATh | MEATEIHLHOCTH; IIyTH
B YpEe3BBIYAITHBIX obecrnieyeHus
CUTYaLUsAX pecypcocOepexeHus;

HPUHIUIBI OEPEXINBOTO
IPOU3BOJICTBA; OCHOBHBIE
HalpaBJICHUS U3MEHEHUS
KJIMMAaTUYEeCKUX YCIOBHIM
peruoHa




OK.08 Hcnonp3oBath cpeacTsa POIb PU3HMUECKOM -
(bu3NIeCcKoil KyIbTyphI KYJIBTYPHI B
IUIsL COXpaHEHUS U OOMIEKYIBTYPHOM,
YKPEIUICHUS 3/I0pPOBbS B pohecCuOHATBFHOM U
nporecce COLMAJIBHOM Pa3BUTHUU
npodeccuoHaIbHON YeJI0BeKa; OCHOBBI
NesITeIbHOCTH U 3JI0pOBOr0 00pa3a >)KU3HHU;
NOJIePIKaHUS yCIIOBHS
HE00X0IMMOTO YPOBHS npogeccuoHaIbHON
¢buznueckoi JEeSITeTbHOCTH U 30HBI
MOJrOTOBJICHHOCTH pucka puznyecKoro
3/10pOBbS IS
CIEIHAJIbHOCTH; CPEACTBA
npOPHIAKTUKI
nepeHanpsHKeHUS
OK.09 ITonb3oBaTbes [IpaBUja IOCTPOCHUS -
npodeccuoHaIbHON HPOCTBIX U CIIOXKHBIX
JNOKyMEHTaluen Ha IIPEIIOKECHUM Ha
rocy/1apCTBEHHOM U npodeccuoHaIbHbIE
MHOCTPAaHHOM SI3bIKaX TEMBI; OCHOBHBIE
o01eynoTpeOuTeIbHbIC
riarofisl (ObITOBAs U
npodeccuoHabHast
JIEKCHKA); JICKCUIECKUMA
MHUHHMMYM, OTHOCSILIUICS
K ONHCAHMIO MTPEIMETOB,
CPEZCTB U MPOLIECCOB
npodeccuoHaNbHOM
NesITebHOCTH;
0C0OEHHOCTH
NPOM3HOLICHHUS; TIPaBUIIA
YTEHUS TEKCTOB
pohecCHOHATLHOM
HAIpPaBICHHOCTH
IIK 3.1. — pa3pabaTbIBaTh — OCHOBBI 3BIKOB — pa3paboTku MoJyJei
MIPOTPaMMHBIH KO, POTPaMMHUPOBAHUS; IPOTPAaMMHOTO
— OTJIaXHBATh — npunHuumsl OOII u obecrieyeHus s
MPUJIOKEHUS HA (G yHKIIMOHATILHOTO MOOWIBHBIX TUIAT(HOPM;
Pa3NUYHBIX YCTPOMCTBAX; | MPOrpaMMHUPOBAHUS; — pa3paboTku
— paboTaTh C CHCTEMaMH | — apXHUTEKTYPHI MHOTOITOTOYHBIX
KOHTPOJISI BEPCHIA; MOOWJIBHBIX MPUJIOKEHUH | MIPUIIOKEHUIA;
— HCIIOJIb30BaTh (MVC, MVVM, VIPER); |— ontumuzanuu
NaTTEePHbI — TNPUHLHUIIEI paOOTHI MIPOU3BOIUTENILHOCTH
MIPOSKTHUPOBAHUS; OCHOBHBIX MOOMIIBHBIX NIPUII0KCHUH;
— OCYILECTBIATh OC (i0S, Android); paloThI ¢ UHTErpauei

TECTUPOBAHUEC KOAA,

CTOPOHHUX OMOIUOTEK
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— TPOU3BOAMTH
pehaKTopuHT;
WUHTETPUPOBATH
MIPUIIOKESHHS C
00J1auHBIMH CEPBUCAMU

— SKU3HCHHBIN LUK
MOOMIIBHOTO
MIPHIIOKEHUS;

— METOJIbl ONTUMU3AINH
MIPOU3BOTUTEIILHOCTH;

— OCHOBBI paboTHI €
rpadpuaecKkuM
uHTepdericoM u
aHuMaIfe;

— OCHOBBI 0€30MTaCHOCTH
B MOOWJIBHOM pa3paboTKe;
— OCHOBBI paboTHI €
cetnio U API;

— TPUHLUIBI pabOTHI C
0a3zaMM JTaHHBIX HA
MOOWJIBHBIX TUIaT(hopMax;
1aThopMBbI IO
KpoccIiaTpopMeHHOU
pa3paboTKe, TaKUX KaK
Flutter, React Native wiun
MAUIL

IK 3.2.

— co037aBaTh UHTYUTHBHO
MOHSATHBIC U JIETKO
HABUTHPYEMbIS
UHTEPEHCHI;

— HCIIOJIb30BAaTh
AHMMAITUIO W TIEPEXOIbI
TUTS YTy dIICHUST
MOJTb30BATEIHCKOTO
OTIBITA;

— ONTHMH3HUPOBATH
uHTepdeiic s paboThl
Ha pa3HBIX SKpaHax H
YCTPOUCTBAX;

— HMHTETPUPOBATH
3JIEMEHTHI
MOJIb30BATEIHCKOTO
unTepdeiica ¢ cepBepHOi
4acThio Uiu O6a3oi
JTAHHBIX TIPUJIOKEHUS;

— aHaIM3HPOBATH
M0JIb30BATEIbCKHUE
JTAaHHBIE U OOPATHYIO
CBSI3b JIUIS YITyYIICHHUS
UX;

— pa3pabaThiBaTh MaKeThI
Y TIPOTOTHITBI
MIPUIIOKEHUN;

— IPUHLUIIBI IU3alHa
M0JIb30BaTEIbCKOTO
unrepdeiica (Ul) u
MOJIb30BaTEIbCKOTO
onbiTa (UX);

— OCHOBBI IPaUIECKOTO
I3aiiHa u TunorpaduKkuy;
— TaWUIafiHbl U
CTaHJAPTHI JAJISl CO3AHHS
uHTepdercoB Ha
iatpopmax i0S u
Android;

— TIPUHIIHUIIBI
aJanTUBHOIO JU3aiiHa ;
— OCHOBBI paboTEHI ¢
BEKTOPHOM U pacTpOBOil
rpaduKoii;

— Tpoliecc
POEKTHPOBAHUS
uHTepderica oT uaeu 10
peanusanuy;

— OCHOBHBI€ ITPUHIIMIIBI
nou3aiHa
MOJIb30BaTEIbCKOTO
uHTEpdeiica, TAKUX KaK
uepapxus nHpopmanuu,
I[BETOBAs TaMMa,
turnorpaduka u
KOMITO3HUIIHS;

— CO37aHus
M0JTb30BATEITHCKIX
UHTEPPEICoB C
UCTIOJIb30BaHUEM
UHCTPYMEHTOB U
OMOJINOTEK, TAKUX KaK
UIKit (i0S) u Android
XML (Android);

— pa3paboTku
aIalTHBHBIX U
MYJIbTHPE30JTIOIIUOHHBIX
uHTEpENCOoB;

— TECTUPOBAHHUS
M0JIb30BATEIBCKOTO
OTIBITA;

— TPOBEICHHUS
103a0HIINTH-TECTOB;

— MPOEKTUPOBAHHE
MOJIb30BATEIHCKOTO
unrepdetica (Ul) u
MOJIb30BATEIHCKOTO
onbita (UX) ais
pa3NUYHbIX BeO-
MPUIIOKEHUN U CANTOB;
— pa3paboTku
MPOTOTHUIIOB M MaKETOB
MOJIb30BATEIHCKOTO
uHTepdeiica ¢
HCIIOJIb30BaHUEM
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— BIIAJIETh
MHCTPYMEHTaMH JTU3aifHa
uHTepdeiica;

— riIyOOKO MMOHUMATh
MPUHIIUIBI IU3aiiHa
MOJIb30BATEIHCKOTO
uHTepdeiica u
MOJIb30BATEIHCKOTO
OTIBITA;

— MPOBOAMTH
MOJIb30BATEIIHCKHUE
UCCIIeIOBAaHMSI, BKITFOYAsI
CO3JIaHKE OTIPOCOB,
HHTEPBBIO C
MOJIb30BATEISIMU U aHAJIH3
TaHHBIX;

— paborath ¢
NPOTOTUIIMPOBAHUEM H
CO3JITaHHEM MaKETOB
MOJIb30BATEIHCKOTO
uHTepdeiica;

paboTaTh B KOMaHJIE U

3¢ heKTUBHO
B3aMMO/IEHCTBOBATh C
pa3paboTyuKamMu U
MeHe[KepaMH MTPOEKTOB.

— TICUXOJIOTHIO
MOJIb30BaTeNeH U UX
NOTPEOHOCTH NPU
B3aMMOJICIICTBUH C BEO-
MPHIIOKCHUSIMU;

— COBpEMEHHbIE
TEHJICHUMHU B IU3aiiHE
MOJIb30BaTEIbCKOTO
uHTepdeiica u
MOJIb30BaTEIbCKOTO
OTIBITA;

— OCHOBHBIE MTPUHIIMIIBI
pa3paboTKH aJanTUBHOTO
U IOCTYITHOTO
I10JIb30BaTEIbCKOTO
uHTepderica;

OCHOBHBIC TEXHOJIOTUHU
Be0-pa3pabOTKH, TaKue
kak HTML, CSS u

JavaScript.

WHCTPYMEHTOB, TAaKUX KaK
Sketch, Adobe XD uin
Figma;

— TIPOBEICHUS
MOJIB30BATEIbCKHUX
HCCIIeIOBAHU, BKITIOYAs
cObop 0OpaTHOI CBS3H OT
MOJIb30BaTENICH U aHAIIN3
KOHKYPEHTHOTO PBHIHKA;
— CcO3JaHus Iu3aiiH-
CHUCTEMEI U CTalII-TaliIOB
JIJIsE 0OCCIICUCHHS
ennHo00pa3us
BH3yaJIbHOTO CTHJIS U
OJIb30BATEIBCKOTO
OTIBITA;

TECTUPOBAHUS U
UTEPATUBHOE YIYUIICHUS
OJIb30BATEIHCKOIO
uHTepdeiica Ha OCHOBE
o0paTHO# CBs3H
IOJIb30BaTEIICH.

I1K 3.3.

— MPOEKTUPOBATH U
ONITUMH3UPOBATH Oa3bl
TaHHBIX;

— BeimoaHITs CRUD
(Create, Read, Update,
Delete) onepauuuy;

— o0ecrneunBaTh
CHHXPOHH3AIINIO JJAHHBIX
MEX]y YCTPOMCTBAMU;

— paborath ¢
KOIIMPOBAHUEM JTAaHHBIX;
— o0pabaTsIBaTh
KOH(JINKTHI JJAHHBIX B
pacnpeeeHHbIX
cucTeMax;

— paborath ¢
MHOT'033JJa9HOCTBIO U
MOTOKAMH JTAaHHBIX;

— BJIAJETh sA3bIKOM SQL
i paboThl ¢ 6azamu
TaHHBIX;

— IIIyOOKO MOHUMATh
MIPUHITUTIBI pabOTHI C
0a3aMu JTaHHBIX B

— OCHOBBI PEJIALIMOHHBIX
0a3 TaHHBIX;

— ocHoBbI NoSQL u
rpa¢oBbIX 0a3 TaHHBIX;

— TIPUHITUIIBI pabOTHI C
TpaH3aKLUSIMU;

— OCHOBBI 0€30ITaCHOCTH
U QG poBaHUS TaHHBIX;
— TIPUHIUIIBI pabOTHI C
MUTpaIUsIMu 06a3 TaHHBIX;
— OCHOBBI pabOTHI C
ACUHXPOHHBIMU
orepanusIMu;

— OCHOBHBIC ITPUHIIMITHI
paboThI ¢ 6a3aMu JaHHBIX
B IIPOTPaMMHOM
oOecrieueHun I
MOOHMIIBHBIX TIaT(hopM;

— pasTuYHbIC TUIIBI 0623
JAHHBIX, TAKUX KaK
pensiunonHbie, NoSQL u
rpadoBbie 0a3bl TaHHBIX;
— COBpEMEHHbIE
TEHJICHIIUU B pa3pabOTKe

— pabotsl ¢ SQLite u
npyrumu CYB/] nns
MOOWIBHBIX TUIAT(HOPM;

— pa3paboTku

3¢ pexTUBHBIX cxeM 0a3
JAHHBIX;

— pabotsel ¢ NoSQL u
rpadoBeIME OazaMu
JTAaHHBIX;

— pabotel c ORM
(Object-Relational
Mapping)
WHCTPYMEHTAMH;

— paboThI ¢
ACHHXPOHHBIM JIOCTYIIOM
K JJAHHBIM;

— pa3paboTku PyHKIIUN U
BO3MOXHOCTEHN IS
paboThI ¢ 6a3aMu JaHHBIX
B IIPOTPaMMHOM
oOecrieueHnu s
MOOMIIBHBIX TIaT(hOpM;

— co31aHus uHTepercoB
JU1s1 pabOTHI ¢ OazamMu
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MIPOrPaMMHOM
obecreyeHny JIJIs
MOOMIIBHBIX TIaT(OpM;
— c03/JaBaTh U
ONITHUMHU3HPOBATH
CTPYKTYypy 0a3 JaHHBIX
JUTS XpaHEHUS U
00pabOTKH TaHHBIX B
MOOMJIBHBIX
MIPHIOKEHUSX;

— paborats c ORM
(Object-Relational
Mapping)
HHCTPYMEHTAMH JISI
0oree yao00HOTO
B3aMMOJIEMCTBHS ¢ 0a3aMu
JIAHHBIX

o0ecIreynBaTh
0€30MacHOCTb U 3aIUTY
JaHHBIX NP paboTe ¢
0asaMu JaHHBIX B
MOOMJIBHBIX
MIPHIOKCHUSX.

MOOMITBHBIX MPUITOKCHHH
C UCTOJIb30BaHUEM 0a3
JAHHBIX;

— OCHOBHBI€ MTPUHIIUIIBI
IIPOEKTHPOBaHUA 0a3
JTaHHBIX JUIS

3¢ (HEeKTUBHOTO XpaHEHUS
1 00pabOTKH TaHHBIX B
MOOMIIBHBIX
MPUIIOKEHUSX;

OCHOBHBIC TEXHOJIOTUHU
pa3pabOTKU MOOMIIBHBIX
MIPWIOXKEHUN, TAKUX KaK
Java, Kotlin, Swift nin
React Native, myst paboThI
¢ 6a3amMu JaHHBIX.

nmaHHbeIx, Baodas CRUD
oreparuu (Co3aaHue,
YTeHHE, OOHOBJICHUE,
yAalieHue IaHHBIX);

— MHTerpauuu 6a3
JAHHBIX B
MOJIb30BATEIbCKUI
uHTepderc MPUITOKEHUN
JUIs yI0OHOTO 0CTyNa U
yIOpaBlieHUs JaHHBIMU;
ONTUMU3ALUU PAOOTHI C
0a3aMM JaHHBIX IS
o0ecreueHus BBICOKOU
MIPOU3BOIUTEINHHOCTH U

s exTrBHOTO
UCIIOJIb30BaHUS PECYPCOB
YCTpOICTBA.

IIK 3.4.

— paboTath C pa3HBIMU
dbopMaTamu n300pakeHUN
u ayauodaitnamu;

— co3/7aBaThb
rpaduUecKue pecypebl ¢
BBICOKUM pa3pelIeHUEM;
— MPOEKTUPOBATH
uHTepdeiic ¢ yueTom
BU3YaIIbHBIX aCMIEKTOB,
TaKWX KaK LBeTa, IPUTHI
U CTHJIH;

— OCYUIECTBIIATD
aHMMAITUIO
UHTEPEHCHBIX
AJIEMEHTOB;

— o0OpabaTeIBaTh 1
WHTETPUPOBATh ay/HO B
MPUIIOKESHUE /TS
BOCIIPOU3BEICHHS 3BYKOB
1 MY3bIKH;

— BIIQJICTh
WHCTPYMEHTAMH JJISI
paboThI ¢ MyJIbTHUMEIHA;
— MOHWMATh TPUHIIMIIBI
paboThI C
MU300paXEHUSIMU, BUJICO
ayJo B MPOTrPaMMHOM

— OCHOBBI rpauuecKoro
Iu3aiiHa U KOMIIO3UIIUH;
— paznuyHble GopMaTh
U300paXeHU U UX
MIPUMEHEHUE;

— OCHOBBI ayJIMOU3aliHa
Y 3BYKOBOM 00paboTKH;

— TPUHIUIB AHUMAIUU U
BHU3yaJIbHON
MPHUBJICKATEIILHOCTH B
MOOWMIIBHBIX
MIPIIOKCHUSX;

— OCHOBHBI€ MTPUHIIMIIBI
paboTsI ¢
M300paXKeHUsIMH, BUJICO U
ayJIio B MPOTPaAMMHOM
obecrieueHuu Jis
MOOMIIBHBIX MIaT(hopM;

— OCHOBHBIE (hOpMATHI U
KOJCKH JIJIsl pabOTHI C
MYJIbTUMENA;

— COBpEMEHHbBIC
TEHJCHIIMU B TU3aliHE U
UCTIOJIb30BaHUU
MyJIbTUMEIHA B
MIPWIOKEHUSX JUIS
MOOUJIbHBIX YCTPOMCTB;

— CcO3JaHus U
pEeIaKTHPOBAHUS
rpadUyecKux 3JI€MEHTOB
JUISL IPWIIOKEHUH C
HCIIOJIb30BaHUEM
CTCTIHATU3UPOBAHHBIX
UHCTPYMEHTOB;

— WHTErpanuu
M300paKeHUI U HKOHOK B
MOJIb30BATENbCKUI
uHTepdeiic;

— pa3paboTku u
aHUMaIIH
M0JIb30BATEIBCKUX
AIIEMEHTOB U MEPEXO0/I0B;
— paboThI ¢
aynuodaiinamMu u
WHTETPAIUH ayaro B
MIPUIIOKEHUE;

— pa3paboTku
MYJIbTUMEIUIHBIX
byHKIUH 1
BO3MOKHOCTEH B
POrPaMMHOM
o0ecrieyeHuu Ams
MOOMIIBHBIX TIaT(hOpM;
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o0ecrieyeHnu s
MOOWIBHBIX TUTAT(HOPM;
— co37aBaTh U
pEeAaKTHPOBATh
MYJIbTHMEIUIHbIE (haiiiTbl
C HCTIOJIb30BaHHEM
pa3auyuHbIX (POPMATOB U
KOJICKOB;

— paboTath C aHUMAIHEH
u s dexramu s
CO3JIaHHS
MIPUBJIEKATENBHBIX
BU3YaJIbHBIX 3JIEMEHTOB B
MPUIOKEHUAX IS
MOOUJIBHBIX YCTPONCTB;
ONTHMHU3HPOBATD
MYJIbTUMEIUITHBIE
3JIEMEHTBHI JUIs
obecrieyeHus: ObICTPO
3arpy3KHy U IUIABHOM
paboThl HA MOOMIIBHBIX
YCTpPOUCTBAX.

— OCHOBHBIC ITPUHIIHITHI
pa3paboTKu
MYJIbTUMEIHHHBIX
GYHKIHHA ¢ yIeTOM
OTpaHHYEHHBIX PECYypCOB
MOOUJIBHBIX YCTPOMCTB;
OCHOBHBIC TEXHOJIOTUHU
pa3pabOTKU MOOMIIBHBIX
MPUJIOKEHUH, TAKUX KaK
Java, Kotlin, Swift nin
React Native.

— co3aaHus UHTEpQEicoB
JUIs1 pabOTHI ©
M300paKEHUSIMU, BUIEO U
ayJIuo B MPHIOKEHUIX
JUIS MOOMITBHBIX
YCTPOMCTB;

— WHTErpanuu
MYJIbTUMEIUHHBIX
AJICMEHTOB B
MOJIb30BATEIbCKUN
uHTEepdeiic;

— OITUMU3ALUU PAOOTHI C
MYJIbTUMEINA TS
o0ecrniedueHus BHICOKOU
MIPOU3BOUTEIILHOCTH U
3¢ pexTUBHOTO
HCIIOJIb30BaHUS PECYPCOB
YCTpPOMCTBA;

MOJTyYCHUS MeIra-
JTAHHBIX C IOMOIILIO
MEXaHH3MOB B
ONEepalMOHHON CHUCTEME

IIK 3.5.

— pa3pabaTbIBaTh U
3aITycKaTh TECTOBBIC
CIICHApHH JJISl TIPOBEPKU
(bYHKIMOHATBHOCTH
IPOTPaAaMMHOTO
obecrieyeHus st
MOOWIBHBIX TUTAT(HOPM;

— BBIABJISTH U
UCTIPABJISITh OMTUOKH U
HECOOTBETCTBUS B paboTe
I10;

— TPOBOJHUTH almapaTHOE
U IIPOrpaMMHOE
TECTUPOBAHUE
IPOTPaAaMMHOTO
obecrieyeHus st
MOOWIBHBIX TUTAT(HOPM;

— HCIIOJIB30BATh
WHCTPYMEHTHI aHAJIHM3a U
OTJIAJIKH JIJISl TIOUCKA U
yCTpaHeHUs poleM;

— paborath ¢
WHCTPYMEHTAMH JIJIS
OOHapy >KeHUs U
UCTIPABJICHUS OIIHOOK;

— paboTaTh C OTYETAMHU O
TECTHPOBAHUH;

— OCHOBBI TECTUPOBAHUS
IPOrPaMMHOTO
obecneyeHus;

— BUJBI TECTHPOBAHUS
(byHKIIMOHATBHOE,
Harpy3ouHoe, Ul-
TECTUPOBAHUE U JIp.);

— NPUHLUIBI pabOTHI €
OTIIAAUYUKAMU;

— OCHOBBHI continuous
integration u continuous
delivery (CI/CD);

— OCHOBBI CO3JJaHUS
TECTOBBIX CIICHAPHCB;

— TPUHLHUIBI U METOJIBI
TECTUPOBAHUS
MPOrPaMMHOTO
oOecrnieueHus Jyis
MOOWMIIBHBIX TUIAT(hOPM;
— O0COOEHHOCTH OTJIaJIKU
MPOrPaMMHOTO
oOecrnieueHus Jis
MOOWMIIBHBIX TUIAT(hOPM;
— TPUHLHUIBI paOOTHI
SMYIIATOPOB U
CUMYJISITOPOB;

— CO3JIaHHS TECTOBBIX
CIICHApHEB U €IUHHUII
TECTUPOBAHUS IS
MOOMIIBHBIX TIaT(hOopM;

— OTJAJKU U aHAJIH32
pobiieM B pabote
MOOHJIBHBIX TPHIIOKEHUIA;
— HCIOJB30BAHUS
UHCTPYMEHTOB H
00OopyIOBaHUS ISt
TECTUPOBAHUS
MPOTrPaMMHBIX
KOMITOHEHTOB MOOMIIBHBIX
mw1atdopm;

pabOTHI C HIMYIIATOPAMU H
CHUMYJISITOPAMH IS
IPOrPaMMHOTO
obecrieyeHnss MOOMIIBHBIX
wiatopm
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aHAJIM3UPOBATh U

MCTOJbI allliapaTHOI'O U

YCTPaHATh YTEUKU NaMATH | IPOrPaMMHOTO
TECTUPOBAHUS

I1IK 3.6. — IIPOEKTUPOBATH U — TNPUHLHUIIBI pabOTHI € — pabotsl ¢ API
peann30BbIBaTh RESTful APl u gpyrumMu | CTOPOHHUX CEPBUCOB U
CTPYKTYpY 3alpOCOB U IIPOTOKOJIAMU; w1aThopM JUIsl OTyYSHUS
OTBETOB pH padboTe ¢ — ocHoBsl OAuth u JIaHHBIX U
API; aBTOpU3ALIUU B (YHKIMOHATIBHOCTH;
— ayTeHTU(PULUPOBAThH CTOPOHHHUX CEpBHUCAX; — MHTErpauuu
I10JIb30BaTENNEN uepes CTaHJapThl U IPOTOKOJIBI | COLMAJIBHBIX Meaua U
CTOPOHHHE CCPBUCHI, B38.PIMOI[€I>1CTBI/IH C cerei AJId aBTOpU3alvuu U
takue kak OAuth; BHEITHUMH CEPBUCAMH oOMeHa JTaHHBIMU;
— oOpabaTsIBaTh U — HCIOJIb30BAHUSA
aJaNTUpOBATh JaHHbIE, CTOPOHHMX OMOTUOTEK U
IIOJIy4a€MBIE OT SDK nns pacumpenus
CTOPOHHHUX CEPBUCOB, JUIS (bYHKIMOHATIBHOCTH
UCIIOJIb30BaHUs B MIPUIIOKEHUS;
IIPUJIOKEHUU; B3aMMOJEICTBUS C
UHTETpUPOBATH anmnapaTHbIMU
(GYHKIMOHAIBHOCTD KOMIIOHEHTaMU
COLIMAJIbHBIX MEIHNA, yCTpoiicTBa
OCYILIECTBIATH JOCTYII K
anmnapaTHBIM
KOMIIOHEHTaM yCTpOWUCTBA
U YIIpaBJICHUE UMHU.

IIK 3.7. — pa3pabarbIBaTh U — OCHOBHBIE YI'PO3bI — pa3paboTku

peann30BbIBaTh MEPHI
0e301acHOCTH;

— pealu30BbIBaTh
X3IIUPOBAHUE MTAPOJIEH,
CECCHUOHHBIE TOKEHBI U
IBYX(aKTOPHYIO
ayTeHTU(UKALIUIO;

— OCYILIECTBIISATh
BaJTM/IALIAIO TAHHBIX,
MOCTYTAIOIINX OT
M0JIb30BaTENECH;

— pa3pabarbIiBaTh
MOJIUTUKY JOCTyNa 1
MpaBa MoJIb30BATENIEH K
JTaHHBIM U
(YHKIIMOHATTLHOCTH
MIPUIIOKEHUS;
peann30BbIBATH MEPHI
KOHTPOJIS TOCTYTIa U
ayquTa Juis
OTCJIE)KUBAHUS TEUCTBUN
MoJIb30BaTeNe u

0e30MmacHOCTH
MOOWIIBHBIX MPUITOKCHHH;,
— TIPUHLHUIIBI
Kpuntorpaduu u
mupoBaHUs JaHHBIX;

— CTaHIapTHl U
MPOTOKOIIBI
0€30IIaCHOCTH, TaKHE KaK
HTTPS, OAuth u OpenlD
Connect;

— 3aKOHOJATeJIbHbIE B
PETYISITOPHBIE
TpeOOBaHUS K 3aIUTE
Ia"HbeIxX, Bkmodas GDPR
n HIPAA;

— OCHOBHBIC ITPUHIIHITHI
0e30MmacHOCTH
nH(pOpMAIUK U METO/IOB
€e 3all[UThI;

— CTaHJapTHHBIC
Kpuntorpaduueckue
QITOPUTMBI JIS

G poBaHUs JaHHBIX;

0e30macHbBIX METOOB
ayTeHTU(UKALNUU U
aBTOpHU3ALIUU
II0JIb30BaTeIICH;

— 00pabOTKH U XpaHEHHUs
KOH()UICHITNATBHBIX
JIAaHHBIX;

— OTCIIC)KUBAHMS U
00paboTKHU ysA3BUMOCTEN
0e30macHOCTH;

— HCIIOJIb30BaHUS

MU PPOBAHUS IS 3aITUTHI
JIAHHBIX B IIOKOC U B
JIBHKEHHH,

— HCIIOJIb30BaHUS

MU PPOBAHUS JAHHBIX JUIS
3aIUTHI
KOH(pHICHIIMAIbHON
UHpOPMAIINHU, TAKOH KaK
TIApOJTH, TIEPCOHATBHBIC
JIaHHBIE MOJIL30BATEIICH 1
JIPYTHE 9yBCTBUTEILHBIC
JIAHHEIE;
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OOHapy KEeHHUSI
HECaHKI[MOHHUPOBAHHBIX
NEUCTBUN.

— METOJIBI
ayTeHTH()UKAIIIU U
aBTOPHU3AINN
M0JIb30BAaTENCH, TAKHX KaK
OAuth nmm JWT;

— MHOTOYPOBHEBBIC
MEXaHHU3MBbI KOHTPOJIS
JIOCTYTIA K IaHHBIM;

— METOJIbI TECTUPOBAHUS
Ha YSI3BUMOCTH
0€30MacHOCTH U OIIBIT
PUMEHECHUS
WHCTPYMEHTOB IS UX
O0OHapyKXCHUS;

— TIPUHIIMIIBI
obecrieueHus
0€30MacHOCTH Nepeiayu
JAHHBIX TI0 CETH;
3aKOHOATEIHLCTBO U
peryJsuuu B 00acTu
3aIIUTHI JAaHHBIX U
YMEHHE MPUMCHSITH HX B
MPaKTUYECKON pa3paboTKe
MOOMJIBHBIX TPHIIOKEHHM.

— peanu3anuu
MEXaHHU3MOB
ayTeHTU()UKALUHU 1
aBTOPHU3ALMHN JIJIS
obecrieyeHus 10CTyna
TOJIBKO aBTOPHU30BaHHBIM
M0JIb30BATEIISIM;

— MPUMEHEHUS
MEXaHU3MOB
XEIINPOBAHHUS /IS
3aIIUTHI Iaposei
HOJIb30BaTeNel OT
HECAHKIIMOHUPOBAHHOTO
JOCTYTIa;

— obecneueHus
0e301acHOCTH Tepeiaun
JTAHHBIX MEXITY
KJIMEHTCKUMU
YCTPOMCTBAMU U
cepBepaMu C
UCTIOJIb30BaHUEM
IPOTOKOJIOB
mdpoBaHUs, TAKUX KaK
SSL/TLS;

— pa3paboTku
MEXaHU3MOB KOHTPOJIS
JIOCTYTIA K IaHHBIM, YTOOBI
NpeOTBPATUTD
HECAHKIIMOHUPOBAHHOE
YTeHHE, U3MEHEHUE WIIN
y/aJeHue TaHHbBIX;

— MPOEKTHPOBAHUSA U
peanu3aiy CUCTEM
PE3EpPBHOTO KOIMPOBAHHS
¥ BOCCTaHOBJICHUS
JAHHBIX IS 00eCTIeYeHUs
UX COXPaHHOCTH B CIIy4ae
c0oeB WM MoTepu
YCTPOWCTBA;

— TECTUPOBAHUS
IIPUJIOKEHUN Ha
YSI3BUMOCTH
0€30IMaCHOCTH, TaKHE KaK
SQL-unbeKIuu,
MEKCaUTOBBIE CLICHAPUH U
JpyTHE YSI3BUMOCTH, U
NPUHSATHE MEP IO UX
YCTPaHEHHUIO;
colOoieHne
3aKOHOJATEIhCTBA U
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peryisiuuii B o6yiactu
3alllUThI JaHHBIX

B pesynbrare ocBoeHus1 y4eOHOW AUCHIUIUINHBI CTYACHT JIOJIKEH:

UMETh
MPaKTUYECKUM
OIBIT

HaCTPOWKH 3alUIIEHHOTO Xpanmuia naaueix (EncryptedSharedPreferences,
Android Keystore)

MpOBeIEHHS ayJuTa 0€30IIaCHOCTH MPUIOKEHUH ¢ momotibio MobSF
3aIUTHI OT NOAMEHBI HHTEHTOB H MITM-arak

peanu3anuu O6e3onacHoi ayreHTrdukaimu yepe3 OAuth2 u OpenlD
pabotel ¢ Obnomerpuueckumu ganHbIME (Fingerprint API, Face ID)
HacTpoiiku SSL Pinning mis Ge3omacHoi nepenayn JaHHBIX
MIPOBEPKH YCTPOMCTBA HA PYT/HKEHIOpEiiK

npuMeHeHus oodyckannu koaa yepe3 ProGuard u R8

peanm3anuu noauTuk OezonacHoctu B Aurora u PEJI OC M
HaCcTPOWKH XapAeHUHT-TeXHHUK (SELinux, AppArmor, Seccomp)
3anuThl (AIOB M K31Ia BO BHYTPEHHEM M BHEITHEM XPaHHJIHIIE
paboThI ¢ TOKEHAMHU M WX BaNUAALUU

o0pabotku 401/403 oTBEeTOB M aBTO-TIOTayTa

MPOBEPKU 0E30IMTACHOCTH MEXITPUIOKEHHOTO B3aNMO/ICHCTBHUS
BHepeHus nonuTHK OezomacHocTu CI/CD

YMETH

HacTpauBaTh 0€30MIACHOE XpaHEHUE TAaHHBIX
MMpOBOJAUTH aHAJIU3 y513BI/IMOCTeI71 MIPUIIOKCHUSA
3alMIIAaTh TPUIIOKEHNE OT PaCTIPOCTPAHEHHBIX aTaK
peann30BbIBaTh 0€30MACHYIO Ay TEHTU(UKALIHIO
paboTtaTh ¢ OHOMETPUYECKUMH JaHHBIMU
obecreunBaTh 3alUIIEHHYIO ITepeaayy AaHHbIX
MIPOBEPSATH CTaTyC OE30MaCHOCTH YCTPOUCTBA
MPUMEHSTh METOJIbI 00(yCKaK KOza

HacTpauBaTh MOJUTUKH OE€30IaCHOCTH
peann30BbIBATh 3AIIUTY AaHHBIX B XPAHWINILE
paboTath ¢ CUCTEMOM TOKCHOB

00pabaTpIBaTh OMMOKK ayTEHTU(DUKAITNH
obecrnieunBaTh 6€30MAaCHOCTH MEKITPUIIOKEHHOTO B3aMOICHCTBUS
BHEJPATH NOJUTHKHN 0€301acHOl pa3paboTKu

3HATh

MoJenu yrpo3s aist Android u Aurora

MIPUHIIUIIBI 3ANTUIIEHHON aPXUTEKTYPhI PUIOKCHHS
MEXaHU3MbI 0€30IIaCHOTO XPAHCHUS JaHHBIX
METO/IbI KOHTPOJIS JIOCTYIIA U pa3peiieHui
MIPUHIIUIIBL PA00THI PACTIPOCTPAHEHHBIX aTaK
MEXaHU3MbI 0€30MaCHON ayTeHTH()HUKAIMH
MIPUHIIUIBL Pa00TH C OMOMETPUYECKUMH JTAHHBIMU
METO/TbI 3aLTUINEHHON TIepeIau JTaHHBIX

CHocoObI MPOBEPKU OE30IIACHOCTH YCTPOHCTBA
MeToJ bl 00(ycKanmum koaa

MPUHIUITEL PAOOTHI XapICHHUHT-TEXHIUK

MEXaHHU3MBbI 3aIUTHI JAHHBIX B XPAHHITUIIE
MPUHIUIEI pabOThI C TOKEHAMH

MeToABI 00pabOTKH OMHMOOK ayTeHTU(UKAIINH
MPUHIMITEL 0€30MTACHOTO MEXITPUIOKEHHOTO B3aMO/ICHCTBUS
TpeboBanms O6e3omacHoi pazpadorku CI/CD
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2 CTpyKTYypa U coepKaHNe AUCHUTITHHBI

2.1 O6bem y4eOHOM TUCHUTIMHBI H BBl padoT

Bunapr yae6HO#M paboThI

O0beM yueOHOU paboThI, Jac.

Y4ebHast Harpy3ka 00ydJaromuxcst BCEro, B TOM YHCJIE: 64
JIEKIIUU 22
NPaKTUYECKUE 3AHITUSL 40
KypcoBas pabota -

caMoCTOsITeNbHAs paboTa 00yJatouuxcst

KOHCYJIbTallu1 2

MMPOMCEIKYTOYHAA aTTCCTAllUA

®opma NpPOMEKYTOUHOM aTTeECTAlUU

3a4er ¢ OLEHKOMI

2.2 TemMaTHYeCKHH IJIaH U coacpkaHue TUCHUIIIMHBI

n/ | HamMeHoBaHue

Pacnpenenenue ®opmu-
94acoB pyemble

Coaepxanue TeM (pa3ielioB
m | TeM (pasuenos) Acp (paszenos)

JI [IP | CPC | kommeTcH-
105071

Paznen 1. PASPABOTKA IMMTPMJIOKEHUH JIJISA MOBWJIBHBIX IIAT®OPM

1 | Tema 1.1. Conep:xanue yueOHOTo

Yrpo3sl u MarepuaJia

MOJeIH Monens yrpo3 Android u Aurora
Oe3omacHoCTH [TpuHIMIIBI 3aUIIEHHOM
APXUTEKTYPBI TIPHIIOKECHUS
Secure Storage:
EncryptedSharedPreferences,
Android Keystore

KonTponbs moctyna: mepMUIIeHb!
U scopes

Pacnpoctpanénnelie aTaku:
MITM, uHXeKIMs, HoAMEHA
Activity

Ocob6ennoctu 3amutel B PEJ] OC
M

B Tom uncne mpakTH4ecKux u
1ab0paTOPHBIX 3aHATUN

1. Hactpoiika 6e30macHoro
XpaHUHIIA

2. [IpoBepka Ha YTE€UKH C
nomortpro MobSF

3. 3ammTa oT MoAMEHEI HHTEHTOB
4. Omymsiust MITM u ero
MPeIOTBpaLCHHE

5. Pabora c pa3pemieHusIMy Ha
YpOBHE KoJa

6. 3amuTa (aityioB U Kera
(internal/external storage)

10 14 - OK.01 —
OK.09,

MK 3.1 - IIK
3.7

2 | Tema 1.2. Conep:xxanue yueOHOTo
AyTeHTH(UKAIM | MaTepuaa

10 14 - OK.01 -
OK.09,
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HaumenoBanue
TeM (pa3aenoB)

Conepxanue TeM (pasenoB)

Pacnpenenenue

4acoB

JI

I1P

CPC

dopmu-
pyemble
KOMIIETEH-
02071

s1 1 O€30HaCHBIN
oOMeH

Asropusanust: OAuth2, OpenlD,
TOKEHBI

XpaHeHHE U BaTUIalMs TOKEHOB
Pabota c Ouomerpueii:
Fingerprint API, Face ID
beszomnachas nepenava qaHHBIX
(HTTPS, SSL Pinning)

B Tom uuncne nmpakTH4ecKux u
1abopaTOPHBIX 3aHATUN

1. MUnTerpanus Bxoja 1o
ouomerpun

2. Paborta ¢ JWT u oOHOBIEHHE
access TOKEHOB

3. Hacrpoiika SSL Pinning B
MPIIOKESHUN

4. UnTerpanus ayTeHTU(DUKAITAN
yepe3 BHemHue AP

5. O6pabotka 401/403 oTBETOB U
aBTO-JIOTAYT

6. [IpoBepka 6e30macHOCTH
JAHHBIX IPU MEKIPUIOKCHHOM
B3aMMOJICHCTBHH

K 3.1 - IIK
3.7

Tema 1.3. Aynut
u hardening

Coaepxxanue yueOHOro
MaTepuaJia

WNHcTpymeHTHI aHamm3a
6e3onacHocT: MobSF, OWASP
[TpoBepka Ha pyT/mKeHIOpenk
O6dyckanus kona: ProGuard, RS
XapakopHsiid hardening:
SELinux, AppArmor, Seccomp
[TonmuTrku 6E30MaCHOCTH B
Aurora u PE]] OC

beszonacuocts CI/CD mnaiirnaiina
B Tom uucne nmpakTH4eCKUX U
1ab0paTOPHBIX 3aHATUN

1. Ananu3s apk yepe3 MobSF

2. Buenpenue ProGuard

3. ITpoBepka root-craryca
yYCTpOKCTBa

4. UnTerpanus oodyckamuu B CI
5. IlpoBepka COOTBETCTBHUS
TpeOOBaHUAM OE30TIACHOM
pa3paboTku

6. Peanusanus 0OJIUTHKUA
6e3omacHoctu oa PEJ] OC

12

12

OK.01 —
OK.09,

K 3.1 -IIK
3.7

Utoro yacos:

22

34
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2.3. PersiameHnT pacnpeaeseHust BUAOB pador no aucuumiauge ¢ 0T
JlaHHas AUCIUIUIMHA Peaju3yeTcsi ¢ MPUMEHEHHEM JHMCTAaHIIMOHHBIX 00pa3oBaTEIbHBIX
texHosoruit ([1OT). Pacnpenenenue BUIOB yueOHOUM paboThl, ()OPMATOB TEKYIIETO KOHTPOJIS

npenacrasieHsl B Tabmuie 2.3.

Tabnuua 2.3. — Pacrnipenenenue BUI0B yueOHOI pabOThI U TEKyIIeH aTTecTaliu

Bun yuedHoii pa6oTsl DopmaT npoBeeHUs!

JlekimoHHbIE 3aHATHUS Yactruno ¢ mpumenenneM J1OT
[IpakTuueckue 3aHATHSL Yactuuno ¢ npumenenueM 10T
Texymuii KOHTPOJIb Yactuuno ¢ npumenenueM JJOT
[IpomexyTouHas arTecTanus KonTakTHas aynutopHas pabota
DopMbl TEKYIIEr0 KOHTPOJIA ®opmaT npoBeeHust

TectupoBanue Yactuuno ¢ npumenenueM JOT
Ompoc KoHraktHas ayauTopHas pabota
IIpakTuueckue 3aanust Yactruao ¢ mpumenenreM J1OT

JlocTyI K cucTemMe TMCTaHLMOHHBIX 00pa30BaTeNbHBIX IIPOTPAMM OCYIIECTBIISETCS KaXIbIM
00yJaromMMCsl CaMOCTOSITEIIEHO C JIF00OT0 YCTpoiCcTBa Ha mopTaine: https://sziu-de.ranepa.ru, B
COOTBETCTBUH C UX WHIWBUAYAIBHBIM MTAPOJIEM H JJOTHHOM K JTMYHOMY KaOWHETY/ TIpoQHITIO.

Texkyuuii KOHTPOJIb, TPOBOJUMBIN B CUCTEME JUCTAHIIHOHHOTO OOyYEHUS, OICHHBAIOTCS
KaK B CUCTEME JIUCTAaHIIMOHHOTO 00y4eHUs, TaK U MPEnoaaBaTeIeM BHE CUCTEMBI.

JocTyn k MarepuanaM JIEKIUH IMPeIoCTaBIsIeTCS B TEYEHHE BCEro CeMecTpa Mo Mepe
MIPOXOXKJICHHUST OCBOCHUS MTPOrpamMMbl. J[oCTyn K KaKAOMY BHIy paOOT M KOJMYECTBO TOMBITOK HA
BBITIOJIHEHUE 33]aHUs PEIOCTABIISICTCS OTPAaHHUESHHOE BPEMsI COTJIACHO PETIIAMEHTY JIUCIUILTUHBI,
oIyOJMKOBAaHHOMY B CHUCTEME JUCTaHIMOHHOro oOydeHus. IlpenojaBarens oOlLeHUBaeT
BBIIIOJTHEHHBIE O0y4aronuMucs paboTsl He No3aHee 14 paboumx IHEH Mociie OKOHYaHHs CpoKa

BBITIOJIHCHHUA.

3 MarepuaJjbl TeKyLIero KOHTPOJIA yCIeBaeMOCTH M NPOMEKYTOYHOH aTTecTaluu

o0yyarmmxcs

3.1 ®opMbl W MeTOABI TEKYIIEr0 KOHTPOJS YCINEeBAEMOCTH M TMPOMEKYTOUYHOM
aTrrecTalMy 00y4aromuXcs

cDOpMI:I TCKYILICTO KOHTPOJIA YCIICBACMOCTH:
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Omnpoc (O) 1no3BONIET BBIABUTH IMPABUIBHOCTH OTBETAa 110 COJEP)KAHUIO, €ro
MOCJIEZI0BATEIbHOCTh, CAMOCTOSITEIBHOCTD CYXACHUN U BHIBOJIOB, CTEMEHb PA3BUTHSI JIOTHYECKOTO
MBILIUIEHUS.

TectupoBanme (T) — 3aganus, c BAppaHTaMH OTBETOB.

Kpurepuu onenuBanus

OIleHKN «OTJIMYHO» 3aCIy)KHMBAaeT CTYACHT, €clii OH OoTBeTwaI mpaBwibHO Ha 90-100%
BOIIPOCOB TECTA;

OLIEHKH «XOPOLIOY» 3aCTyKMBAET CTYJIEHT, €CJIM OH OTBETUJI IPABUJIBHO HA YAaCTh BOIPOCOB
75%-89%;

OneHKU «yJOBJIETBOPUTEIHHOY» 3aCIY>KUBAET CTYJIEHT, €CJIM OH MPABHJIbHO OTBETUJ YacTh
BorpocoB 50%-74%;

OLICHKH «HEYJIOBJIETBOPUTEIBHO» 3aCIy’KMBAET CTYJIEHT, €CIIM OH IPaBHJIbHO OTBETHII
MeHee yeM Ha 50% BONpOoCOB WM HE IIPEJICTABIEH TECT Ha POBEPKY.

IIpakTuyeckoe 3aganue (I13) ncnonb3yercs i 3aKperIeHUs] TEOPETUUECKUX 3HAHUN U
0TpaOOTKU HaBBIKOB M YMEHH, CHOCOOHOCTH IPUMEHSTh 3HAHUS NIPH PEILIEHUU KOHKPETHBIX 3a/1a4.

Kputepun onenuBanuns

OLIEHKH «OTIMYHOY» 3aCIYyKHBAET CTYIEHT, OOHAPYKUBIIUH ITyOOKOe 3HAHKWE MaTepuana,
YMEHHE CBOOOTHO BBITIOJHATH 3a/IaHMs, TOHUMAIOIINN B3aUMOCBS3b OCHOBHBIX ITOHITHN TEMBI,

OLIEHKH «XOpOILO» 3acCily>KMBaeT CTYAEHT, OOHApYXMBILUI MOJHOE 3HAHHME MaTepuaa;
YCIIEIIHO BHIMOIHAIOUIUHI IPEeyCMOTPEHHBIE 3aaHUs; U JOIMYCTUBIINN HE3HAYUTEIbHbIE OITUOKH:
HETOYHOCTb ()aKTOB, CTHIIUCTUYECKHE OIIUOKH;

OneHKH «yA0BIETBOPUTEIILHO» 3aCIyKUBAET CTYAEHT, 0OHAPY>KUBLINI 3HAHHUSI OCHOBHOTO
MaTepuaia B 00beMe, HEOOXOJUMOM /sl JalbHENIIEro u3yuyeHus TUCHMIIHbL. CrpaBisonuiics
C BBINOJIHEHUEM 3a/1aHUI1; JOIYCTHBILNHI NOTPELIHOCTH B OTBETE, HO 00J1a1al0IMi HEOOXOAMMbIMU
3HAHUSAMH JUIA UX YCTPAHEHUS 1O/ PYKOBOJICTBOM IpEnogaBaTers;

OLEeHKN «HEYA0BIETBOPUTENIbHO» 3aCIy’KUBAET CTYJCHT, OOHAPYKUBIIMM CyIlI€CTBEHHBIE
npo0Oensl B 3HAHUM OCHOBHOIO MaTrepuana; He CIPAaBJSIIOIIMICS C BBIIOJIHEHUEM 3aJ1aHui,
JIONYCTUBIINNA CEephe3HbIE MOTrPEIIHOCTH B OTBETAX, HYXKAAIOLIUICS B MOBTOPEHHMH OCHOBHBIX
pa3zenoB Kypca [oJi pyKOBOACTBOM IIpenoaaBaTes.

®opMBbI TeKyl1ero KOHTPOJIS

Ne i/t Hassauune TeMbl DOpMEI TEKYIIEro
KOHTPOJIS yCIIEBAEMOCTH
1 Tema 1.1. Yrpo3sl u Mosien 6€301acHOCTH T, I13, O
2 Tema 1.2. Ayrentudukamnus u 6e30MmacHbIi 0OMEH T, 113, 0
3 Tema 1.3. Ayaut u hardening T,I13,0
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[Tpumeuanue. B ctonbue «®opma TeKyIIero KOHTPOJS YCIEBAEMOCTH, MPOMEXYTOUYHON

aTTeCTalumny NCPCUUCIAIOTCA BCC HCIIOJIB3YCMBIC B yLICGHOM mnmponecce 1o IlaHHOfI JUCITUITIIINHC

dhopmbl koHTpOJst ocBoeHust Marepuana. (T — tectupoBanue; 113 — mpaktuueckoe 3amganue, O -

ompoc).

= 0 0 N kWD -

13
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3.2 OneHo4HbIC CPEACTBA TEKYIEro KOHTPOJIS yCIeBAeMOCTH 00y4ar0HXCs

3.3 OneHo4HbIe CpeacTBA MO0 JMCUMIINHE IS MPOMEKYTOYHOM aTTeCTALUH
Bonpocs! 1J1s1 NOATOTOBKH K 3K3aMeHY
Yro takoe Mozenb yrpo3 Android u Kak oHa OTIMYaeTcs OT MOJeNu yrpo3 Aurora?
Kakue ocHOBHBIE IPUHLIUITBI 3AIMIIEHHON apXUTEKTYPbl MOOMIBHOTO TPUIIOXKEHUS ?
Kaxk paboraer EncryptedSharedPreferences u rae ero mpumensits?
B uém ocobennoctu Android Keystore u kak ero HaCTpOUTh?
Kakue cymiecTByroT ypoBHH pa3penieHui (nepmuiieHon) B Android?
Kak npenorBparute MITM-aTaku B MOOMIIBHOM MIPHIIOKEHUN?
Kakne MeTop! 3aIUThl OT HHXKEKIIUH KOZA CYIECTBYIOT?
Kak 3amututbest o moameHsl Activity?

Kakue ocobennoctu 3amuthl peanuzoBansl B PEJ] OC M?

. Kak ucnonb3oBates MobSF 1151 npoBepku 6€30MaCHOCTH MPUIIOKESHHUS?
. Uro Takoe OAuth2 u kak oH paboTaet?

12.

B uém cyTh poTtokona OpenlD?

. Kak npaBunbHO xpanuts JWT-TokeHBI?
14.
15.
16.
17.
18.
19.
20.

Kak peannzoBaTh Banuganuoo TOKEHOB B IPUITOKEHUH?

Kakue API ncnions3yrores st paboTel ¢ OnomeTpueit?

Kaxk nacrpouts Fingerprint API?

UYro takoe SSL Pinning u 3ayeM OH HyKeH?

Kak peanu3oBath Oe3onacHyro nepeaauy qaHubix uepe3 HTTPS?
Kaxk o6pabateiBaTh 401/403 oTrBEeTHI?

Yro Takoe ABTO-JIOT'ayT U KaK €ro peaJ'II/ISOBaTI)?

. Kakue nHcTpyMeHThI aHanu3a 6e30MacHOCTH CYIIECTBYIOT?
22.
23.
24.

Kak npoBeputb ycTpoiicTBO Ha pyT-10CTyn?
Urto Takoe mxeinOpeik u Kak ero 0OHapy UTh?

Kaxk pa6oraer ProGuard?



25.
26.
27.
28.
29.
30.

31

35

mnathopm», CTYACHT JODKEH O3HAKOMHUTBCS C colepkaHueM maHHOW «PabGodeit yueOHOM

nporpaMmbl JUCHHUILJIMHBD> C TCM, YTOOEI UMETH YETKOE npeacTaBJICHUC O CBOEH pa60Te.

00beM MaTepualia, TO3HAKOMHUTBHCS C TPESIOKEHHON U T0A00paTh OCHOBHYIO M IOTIOJIHUTEIBHYIO
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B uém otnmume ProGuard ot R8?

Urto takoe SELinux 1 Kak ero HaCTPOUTH?

Kaxk paboraer AppArmor?

Jliia yero HyxeH Seccomp?

Kakue monutuku 6€30macHOCTH CYIIECTBYIOT B Aurora?

Kak o6ecnieunts 6e3omacuocts CI/CD mnaiiruiaiina?

. Kak 3amututh (aitsibl BO BHyTpEHHEM XpaHWIHIIES?
32.
33.
34.

Kaxue MeTozap! 3al1MThl BHEIIHETO XPaHUIUILA CYLECTBYIOT?
Kak npoBeputh nNpuiiokeHne Ha yTEUKH TaHHBIX ?

Uro Takoe 00dyckanus Koja 1 3a4eM OHA Hy>KHa?

. Kak BHenputh nonmutuky 6e3onacuoctu B PEJ OC?
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.

Kakue meToapl 3alIUThl OT ACKOMITUIISIIUU CYIIECTBYIOT?

Kak peannzoBaTh 3a1uTy OT OTJIAIKHU?

UTto Takoe root-poBepKa U Kak e peaan3oBarh?

Kak 3amumtuth npuiiokeHue ot aHajiu3a quzacceMonepom?
Kakwue cymiecTBytoT METO/IbI 3aIIUTHI OT PEBEPCHHKUHUPHUHTA?
Kak peanm3oBath 6e30macHOe XpaHEHUE mapoieii?

Urto Takoe TokeH-based ayrenTudukamnms?

Kak peanuzoBath 1ByX(akTOpHYIO ayTeHTHPHUKAIUIO?

Kakue metoapl 3amuThl OT OpyTdopc-aTak CymecTBYOT?

Kak obecnieunTs 0€30MacHOCTh MPU MEKIPUIOKEHHOM B3aUMOICHCTBUN?
Urto Takoe Ge30macHOe XpaHUIUIIIE U KaK €r0 HACTPOUTH?

Kak peanuzoBath 3amuty oT SQL-UHBbEKIIMIT?

Kakue Merozp! 3amuthl oT XSS-aTak CylecTBYOT?

Kak obecneunts 6e3omacHocTh nipu padote ¢ API?

Kaxkue tpeboBanus k 6e3onacuoctu CI/CD mporieccoB CymiecTByOT?

4. Metoanyeckue yKkazaHus AJis1 00y4ar0MXCs M0 OCBOCHUIO 1M CHUILTHHbBI

[Mpuctynass k wu3ydeHuto aucuuIUIMHBl «TexHomoruss 0€30MaCHOCTH MOOMIBHBIX

B MEPBYIO O4YCPCAb HeO6XOI[I/IMO YSACHUTDH LICJIb U 3a1a1U I/I3yqaeM0171 JAUCLUIIIIMHBI, OLICHUTD
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JIUTEpaTypy, BBIABHTH HauOojee BaKHbIE NPOOJEMbI, CTOSIIME 10 BONpPOCaM H3ydaeMoi
JUCIUIIAHBL.

BeimonHenue 3anaHuil  OCYILECTBJIAETCS B COOTBETCTBUM C Y4YEOHBIM IUIAHOM U
nporpaMMoii. OHM JTOJIKHBI BBIIIOJIHATECS B COOTBETCTBUU C METOJUYECKUMHU PEKOMEHIALUAMM,
BBIJIAHHBIMU [IPEN0JIaBaTENIEM, U IIPEACTABICHBI B YCTAHOBJIEHHBIE [IPETIOAABATENIEM CPOKH.

Paboras ¢ yueOHUKamMH U yueOHBIMU [TOCOOUSAMHU, LEIECO00Pa3HO 3aKOHCIIEKTUPOBATH TOT
MaTepuall, KOTOpbId He COOOLIAJICS CTYyA€HTaM Ha JIEKLUSX.

Ha 3aHATHAX TEKIMOHHOTO M IPAKTUYECKOT0 XapaKkTepa CTyJIeHTaM Jyis paboThl TpeOyeTcs:
TeTpaab IS 3alMCH JIEKIIUHI U 3aaHuM.

Jnst  ycmemHoro OBJaJ€HUS OPOrpaMMOM  JUCHUIUIMHBI HEOOXOJUMO  BBINOJHATH
clleAyroume TpeOoBaHus:

- NOCEILATh BCE JIEKLIMOHHBIE U PAKTUYECKUE 3aHATHS;

- BCE PaccMaTpUBacMble Ha JIEKIMSIX W INPAKTUUECKUX 3aHATUAX TEMbI M BOIPOCHI
00s13aTeNbHO (PUKCUPOBATH B TETPAH;

- B ClIy4yae IpPOIyCKa 3aHATUN 10 KaKUM-THM00 NpUYMHAM HEOOXOAMMO 00s3aTeabHO
CaMOCTOSITENIFHO U3y4aTh COOTBETCTBYOLIMI MaTtepuan B Moodle, pukcupys 3amucu B TeTpaiy, a
TAK)KE BBIIOJIHATH IPAKTUYECKUE 3a/1aHuUs.

[TonroroBka K 3a4eTy ¢ OLIEHKON OCYILECTBIISAETCS MO MPEICTaBICHHBIM B CIIHCKE OCHOBHOM
U JIOTOJIHUTENBHON JnTepaType. PexoMeHayemble nuTepaTypa M HHTEPHET-pecypchl OyayT
I10JIE3HBI U BBINOJIHEHUH TPAKTUYECKUX 3aJaHUI U JUI TOATOTOBKH K TECTUPOBAHUSIM.

MeTtoauueckue peKOMEHAALNHN IO COCTABJIEHNIO KOHCIIEKTa

KoHcnekT — cioxHbIN cr1oco0 U3I0KEHUS COAEPYKAaHUS KHUTY UM CTaThbU B JIOTUYECKOM
MIOCJIEI0BATEILHOCTH. BHUMATENBbHO NPOYMTANWTE TEKCT. YTOYHHTE B CIPABOYHOM JIMTEpATypE
HEeTNoHATHbIE cioBa. [lpu 3anucu He 3a0yIbTe BBIHECTH CIIPABOYHbBIC JAHHBIC HA MOJI KOHCIEKTA.
Beiienure rnaBHOE, COCTaBbTE IUIAH, MPEIACTABIAIOMIMKA COOOH IIEpedYeHb 3aroJIOBKOB,
110/13ar0JIOBKOB, BOIIPOCOB, TOCJIEZJOBATENIEHO PACKPBIBAEMBIX 3aTEM B KOHCIIEKTE.

3aKOHCIIEKTUPYWTE MaTepuaj, 4ETKO Cielys IyHKTaM IulaHa. [Ipu KOHCIEKTMpOBaHUU
CTapalTeCh BBIPA3UTh MBICIb CBOMMHU CIOBAMHU. 3aIIUCHU CIELYET BECTU YETKO, SICHO.

[Tpu opopmieHnn KOHCTIEKTa HEOOXOAUMO CTPEMUTHCA K EMKOCTH KaXKJ0T0 MPETIOKCHHUS.

Metoanyeckre peKOMEHIAUH 110 COCTABICHUIO OIIOPHOIO KOHCIIEKTa

OnopHbI KOHCIIEKT — BUJ BHEAYAUTOPHOW CAMOCTOSITENbHONM paboThl CTyJIEHTa I10
CO3JIaHHIO KPAaTKOW MH(POPMALIMOHHOMN CTPYKTYpbI, 000011ar01eil U oTpaXkaroliel CyTh MaTepuana
JICKIMH, TEMbI Y4eOHHKA.

OnopHbIH KOHCHEKT — 3TO HauTyuliast opma MOArOTOBKH K OTBETY HA BOIIPOCHL.
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OcHOBHasl 1LIeNIb OMOPHOTO KOHCIIEKTAa — OOJIErYUTh 3allOMUHAHHUE. DTarbl COCTABJICHUS
OIOPHOI0 KOHCIEKTa:

1. U3yunTh MaTepuabl TeMbl, BBIOPATh I1aBHOE U BTOPOCTENEHHOE;

2. YCTaHOBUTD JIOTHYECKYIO CBSI3b MEXY 2JIEMEHTAMU TEMBI,

3. IlpeacraBuTh XapakTEPUCTUKY FJIEMEHTOB B KPaTKoil popme;

4. BpiOpaTh OMOPHBIE CUTHAJIBI JUIs aKLIEHTUPOBAHUS II1aBHOW MH(pOpMAUU U 0TOOpa3uTh B
CTPYKTYp€ pabOTHl.

MeToauueckue peKOMEHAALNHN IO TPOXOKICHUIO TECTUPOBAHUS

TecTupoBaHHE — 3TO UCCIEN0BATEIBCKUI METO/, KOTOPBIA MO3BOJISET BHIIBUTH YPOBEHD
3HAHUN, YMEHUH M HaBBIKOB, CIIOCOOHOCTEN, a TAaK)K€ UX COOTBETCTBHE OIPEAEICHHBIM HOpPMaM
YCBOEHMSI, IyTEM BBIIIOJHEHUS UCTIBITYEMBIM psiJia CIICLUATbHBIX 33 JaHUH.

Crnenyer moHUMAaTh, YTO TECTOBBbIE 3aJaHUS MOTYT OBITh NPEACTABICHBI B PAa3JIUYHBIX
dbopmax:

- 3alaHusl 3aKpbITOM (OpPMBbI, B KOTOPBIX OOy4aroUIuiicss BBIOMpAaeT OOUH WU
HECKOJIbKO ITPABUJIbHBIX OTBETOB M3 3a/laHHOI0 Habopa:

- 3aJaHusg Ha JOMOJHEHHE (OTKPHITHIE 33aJaHMsA), TPEOYIOLIHMEe CaMOCTOSTEIbLHOIO
II0JIy4€HHUSI OTBETOB:

- 3alaHusl Ha YCTAHOBJIGHHUS COOTBETCTBUS (C MHOKECTBEHHBIM BBIOOPOM),
BBINOJIHEHUE KOTOPBIX CBSI3aHO C BBIIBICHUEM COOTBETCTBHUS MEXKIY JIEMEHTAMU HECKOJIbKUX
MHOKECTB:

- 3a/laHusl Ha YCTAHOBJIEHHME IPABWIBHOM IOCIIEJOBATEIbHOCTH, B KOTOPBIX OT
yuaierocsi Tpedyer yka3aTh MOPSIOK ASUCTBUN WIIM IIPOLECCOB U ApYyrue. DTambl MOATOTOBKH K
TECTUPOBAHUIO:

1. BHUMaTenbHO MpOYMTANTE MaTepual IO KOHCIEKTY, COCTaBICHHOMY Ha y4eOHOM
3anstud. [Ipounraiite TOT K€ MaTepual o y4eOHUKY, y4eOHOMY TTOCOOHIO.

2. Tlocrapaiitech pa3o0paTbCsi C HEMOHATHBIM, B YaCTHOCTH HOBBIMH TEPMHUHAMHU W
KOHCTPYKIHSAMHU.

3. OtBeThTe Ha KOHTPOJBbHBIE BONPOCHI Ul CAMOIPOBEPKH, MMEIOIIMECS B y4eOHUKE,
KOHCIEKTE U T. 1.

4. KpaTko nepeckaxute cofepxKaHle U3y4YeHHOI0 MaTepuasa «CBOMMH CIIOBaMM».

5. Bblyuute ompeneneHus OCHOBHBIX IOHATHH, yCJIOBHbIE 0003HaueHUs, (GOpMyibl U
KOHCTPYKLIHH.

HO[[I‘OTOBKa K IPaKTUYCCKUM 3aHATHAM
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B Xxozme mOArOTOBKM K MPAaKTHYECKHUM 3aHATHAM HEOOXOJMMO HW3YYUTh OCHOBHYIO
JTUTEPaTypy, O3HAKOMHUTBHCS C JOMOJIHUTEIBHOW JINTEPaTypOd, HOBBIMH NyOJMKAUSMH B
NEPUOMYECKUX M3JIaHUAX, O3HAKOMHUTbCA C IporpaMMHbBIM obOecnedeHueM. Cremyet
nopabaTbiBaTh CBOM KOHCIIEKT JIEKIMH, JAejas B HEM COOTBETCTBYIOIIME 3allUCH U3 JIUTEPaTyphl,
PEKOMEHI0BAaHHOM MPEnojaBaTesIeM U IPEyCMOTPEHHOM yueOHOM porpaMmMoi.

3akaHuMBaTh MOJrOTOBKY CJEAyeT 3aKpelyieHMeM MaTepuaja ¢ HCIOJIb30BaHUEM
COOTBETCTBYIOLIUX IPOrPAMMHBIX MPOTYKTOB.

Bce nmpakTuueckue 3amaHus, NpeaycMOTpeHHbIE paboueil mporpaMMmoil, NpecTaBieHbl B
(oHJIE OIICHOYHBIX CPEJICTB MO AUCIUILTNHE.

Kpurteprn orieHHBaHMsI BRIIOJTHEHHBIX MPAKTHUECKUX PadOT:

- NPaBUIbHOCTh BBINOJHEHUsI PabOThl (OTCYTCTBHE (AKTHUECKUX, JIOTUUECKUX U
JPYyTuX OMIUOO0K);

- MIOJTHOTA BBITIOJTHEHUS pabOTHI;

- CBOEBPEMEHHOCTD BBITIOJIHEHUS,

- IPaBUIBHOCTh OPOPMIICHHSI OTUETA.

3a 3a/1aHus, BHIIOJHEHHBIE 1103Ke YCTAaHOBJIEHHOT'O CPOKA HITU C HAapyIIEHUSIMU TpeOoBaHUN
K 0)OpPMIICHHIO, OLIEHKA Ha 0ayll CHU)KAETCH.

[Topsimok opranu3anuu caMOCTOSITENHFHOM PaOOTHI CTYICHTOB

CamocrosTenbHass paboTa CTYAEHTOB CIIOCOOCTBYET PAa3BUTHIO CaMOCTOSITEIbHOCTH,
OTBETCTBEHHOCTH M OPTaHU30BAHHOCTH, TBOPUYECKOI'O MOAX0/1a K PELICHUIO Mpo0ieM y4eOHOro 1
poheCCHOHATBHOTO YPOBHSI.

Llenpto camocTOSTENbHON pPAOOTHI CTYJEHTOB SIBISIETCS: OBJAJACHHUE IPAKTUYECKUMU
3HAHUSIMH, NPO(PECCHOHANBHBIMM YMEHMSMHM M HaBbIKAMU [JESATEIBHOCTH IO CIEUUAIBHOCTH,
OIBITOM TBOPYECKOH, UCCIIEIOBATEILCKOM NEATETbHOCTH.

CamocrosiTenbHast paboTa CTY/IEHTOB MPEANOJaraeT:

- CaMOCTOSITENIbHBIA TIOMCK OTBETOB W HEOOXOAMMOH WHPOpPMANUKM B pPaMKax
U3y4aeMbIX TEM;

- BBINOJIHEHHUE 3aJaHUN JJI1 CAMOCTOSITENIbHON pabOThl, B TOM YHCIIE TECTOB;

- U3Y4YEHHE TEOPETUYECKOrO0 M JIEKIIMOHHOTO MaTepuasa, a TakKe OCHOBHOM M

HOHOHHHT@J’IBHOﬁ JIUTCPATYPHI IIPU MMOATOTOBKE K NPAKTUYCCKHUM 3aHATHAM.

S Y4eOnasi imTeparypa u pecypchbl HH(POPMALMOHHO-TEJIEKOMMYHHKAITMOHHOM CeTH

«HHTepHeT
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OcHoBHasi IuTEepaTypa

l. Pa3zpaboTrka npunoxxeHuit noa MoounpHyo miaatgopmy Android : mabopatopHbIit
npaktuky™m / J[. B. KpaBuos, M. A. JloceBa, E. A. JleonoB [u ap.]. - Mocksa : ®JIMHTA, 2018. -
72 c. - ISBN  978-5-9765-4014-9. -  Tekcr : onektpoHHeli. -  URL:

https://znanium.ru/catalog/product/1860040 (nara obpamenus: 06.08.2026).

2. Canpgepmoen, II. OpranuzaunonHass cTpykTypa: Peanuzanus crpareruu
Ha nipaktuke / [1I. CangepmoeH ; nepeBoj ¢ anriuiickoro H. [Toctpuran, E. TonkoBa. — Mockga :
Anbnuna [MTabaumep, 2020. — 224 ¢. — ISBN 978-5-9614-2896-4. — TekcT : 3J€KTPOHHBIH //
Jlanb : 3mekTpoHHO-OMOMMoTeunas cucrema. — URL: https://e.lanbook.com/book/140477 (nata
obpamienusi: 06.08.2026).

JlonoiHUTeIbHAS JTUTEpPaTypa

1. Beenenue B pazpabotky npunoxxenuit 1t OC Android : yuebnoe moco6ue mist CITO
/ 1O. B. bepesosckas, O. A. KO¢dpsaxora, B. I'. Bonorouna [u np.]. — 2-e u3g. — CapatosB :
[IpodobpazoBanue, 2024. — 427 c. — ISBN 978-5-4488-0993-4. — TekcT : 3MEKTPOHHBINA //
DnexkTpoHHBINA pecypc nuudpoBoit oobpazosarensHoil cpenpl CIIO PROFoOpa3oBanue : [caiiT]. —
URL.: https://profspo.ru/books/139746

2. CemakoBa, A. Benenue B pa3paboTKy mnpwiokeHuil misi cmapTdoHoB Ha OC
Android : yae6noe mocooue qist CI1O / A. CemakoBa. — 2-¢ u3a. — Capatos : [IpodobpazoBanue,
2024. — 102 c. — ISBN 978-5-4488-0994-1. — TekcT : 3MeKTpOHHBIN // DNEKTPOHHBIA pecypc
uudposoir  obOpazoBarenbHoi  cpeasl  CIIO  PROFo6pazoBanme : [caiit]. — URL:
https://profspo.ru/books/139747

3. Hyx#brii, A. M. PazpaboTka MOOMIIbHBIX IPUIIOKEHUH : yueOHoe mocoowue mist CI1O
/ A. M. Hyxusiii, H. U. I'pebennukona, B. B. Capponos. — Capatos : [Ipodobpazosanue, 2022.
— 92 c. — ISBN 978-5-4488-1494-5. — TeKcT : 3NeKTPOHHBIN // DNEKTPOHHBIN pecypc mudpoBoii
o0pazoBaTenbHON cpembl CIIO PROFo6pa3zoBanue : [caiiT]. — URL:
https://profspo.ru/books/121301
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6 MaTepHaﬂbHO-TEXHI/I'leCKaﬂ 6333, I/IH(])OpMaIII/IOHHI)Ie TEXHOJOI'uHU, MporpamMmmMHoOC

o0ecrneyeHue HH(l)OpMaIII/IOHHbIe CIIPpaBOYHBLIC CUCTEMBI

Jlna peanuzayuu oucyuniunvl HeOOX0OUMBbL:

— paboume craHIUH (TMIEPCOHATBLHBIE KOMIBIOTEPHI) C XapaKTEPUCTUKAMHU HE HIDKE:
nporeccop — Intel Core 15 (wm ananormynsnii AMD), O3Y — 16 I'b, SSD — ne menee
256 I'b;

— NPOEKIHMOHHOE 000pyZ0BaHUE (IIPOCKTOP/MHTEPAKTUBHAS JAOCKA) Ul JeMOHCTpaluu

MaTepHUalloB;

— CETEBOE MOJKII0UYEHUE CO CKOPOCThIO He MeHee 100 MowuT/c.

Ilpozpammnoe obecneuenue

Omnepanunonnsie cuctembl: Windows 10/11, Linux (Ubuntu, CentOS, Astra, Alt)
Oducubie naketsl: Microsoft Office 365, LibreOffice

Inekmponuno-ouoauomeunsvie cucmemut (35C)

1. OnektpoHHO-OnMOMuoreunass cucrema «I[PR SMART» (CIIO) — URL:
https://www.iprbookshop.ru/;

2. DnekTpoHHO-O0ubmoTeunas cucrema «Jlanb» — URL: https://e.lanbook.com/;

3. OnekTpoHHO-0MOIMoTeuHas cuctema «iBooks» — URL: https://ibooks.ru/;

4. OnexTpoHHO-0nbOMoTeuHast cuctema «ZNANIUM» — URL: https://znanium.ru/.
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