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1 O6mme mosnoxenust

1.1 Ob61acTh NnpUMeHeHHs POrPaMMBbl

Pabouas mnporpamma yueOHON naucuumiunHbl «VH(pOpMalMOHHBIE TEXHOJIOIMU B
poEeCCUOHATIBHON  JIEATENIbHOCTU»  SIBISIETCS  4acThl0 OCHOBHOH  NpodeccHoHaIbHON
obpazoBaTtenbHOU mporpammsl 1o cnernuagbHocT CIIO 09.02.11 «Pa3paboTka u ynpaBieHue

MIPOrPaMMHBIM 00ECTICUCHUEM».

1.2 Mecro AUCHUIVIMHBI B  CTPYKTYpe OCHOBHOIi  mpodeccuoHAIbLHOM
00pa3oBaTeJbHOM NPOrPaMMbl

VYuebnast pucnumiuHa —«HQOpPMALMOHHBIE TEXHOJOTMHM B  MpOdecCHOHATBLHOU
NESTeIbHOCTH»  SIBISAETCS  YacThl0  NPOQPECCHOHATBHOW  MOATOTOBKH,  BXOIHWT B
obmenpodeccuOHaNbHBI LUK JUCHMIUIMH. basupyercs Ha Takux JUCHMIUIMHAX, Kak
«Mupopmaruka», «OnepalnoHHbIE CHCTEMBl M cpeabl», «OCHOBBI aIrOPUTMU3ALUU U
IPOTPaMMHUPOBAHUS» SIBIISIETCS. OCHOBOIIOJIATAIOIIECH Il TAKOW TUCIMIUIMHEI, Kak «Pa3zpaboTka
MIPOTPAaMMHBIX MOJYJICH».

I[I/ICI_II/IHJ'II/IHB. HN3Yy4JacTCd Ha 2 KypcCc B 3 CEMCCTDPC.

1.3 Hean u 3aga4u y4eOHOM AU CHUITINHBI

[ens  aucuuniauvasl  «/HPOpMAMOHHBIE  TEXHOJOTMH B  HpodeCCHOHATbHON
NEeSATeNIbHOCTH»: (POPMUpPOBAHUE KOMIIETEHIMM B 00JIaCTH TNpUMEHEHHs] HH(POPMAIMOHHBIX
TEXHOJIOTUH Ui pelleHuss Npo(ecCHOHANBHBIX 3a]lady, OCBOCHHUE COBPEMEHHBIX IM(PPOBBIX
MHCTPYMEHTOB U pa3BUTHE HABBIKOB MX 3(P(PEKTUBHOTO UCMOIB30BaHUS B MPO(ECCHOHATBHON
NEeATEIbHOCTH.

3agaun JUCIIUATLIINHEL:

- chopMHpOBaTh LIEIOCTHOE MpeAcTaBieHne 00 MH(OPMAIMOHHBIX TEXHOJIOTUAX
KaK HHCTPYMEHTAapHH MPpOo(eCCUOHATIbHON IEATEILHOCTU: X POJIH, MecTe B OU3HEC-TIpoIeccax u
0a30BbIX MPUHIUIAX TPUMEHEHUS;

- OCBOUTh METOJbl IOWCKA, aHaJu3a M CHUCTeMaTHu3aluu MNpodheccuoHaTbHOM
uHpOpMallUK C HCHOJIb30BaHHWEM LM(POBBIX PECypCcoOB, BKIOYas pabOTy ¢ HOMEHKIATYypou
MH(POPMAIIMOHHBIX UICTOUHUKOB U COBPEMEHHBIMHU CpeACTBaMHU MH(OpMaTH3AINH;

- NpUOOpPECTH MPaKTUYECKHE HABBIKM pabOThl C aKTyaJbHBIM MPOTPaMMHBIM
oOecnieueHrneM: OT 0a30BbIX O(UCHBIX HMHCTPYMEHTOB JO CIEUUATM3UPOBAHHBIX LH(PPOBBIX

CpCACTB aBTOMATU3allUN HpO(I)eCCI/IOHaHBHOI\/'I ACATCIbHOCTH,
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- OCBOUTh TEXHOJOTHMH TPOCKTUPOBAHUS W yIOpaBlIeHUS Oa3aMu JaHHBIX:
pa3paboTky o0bekTOoB bJl (Tabmuibl, WHACKCH, OTPAaHHYEHUS), ONTHMHU3AIMIO 3alpOCOB,
CO3/IaHH€ XPAHUMBIX MPOLEIYp M TPUITEPOB HAa OCHOBE MPHUHIMIIOB PENSLUOHHONW MOJEIHU U
si3pIka SQL;

- pa3BUTh KOMIIETCHIIMM B Pa3pabOTKe MPOrpPaMMHOTO OOECIICUCHHS: CO3JaHHE
MOAYJEH Ha pa3IMYHBIX S3bIKaX MOPOrPaMMHUPOBAHUS C TMPUMEHEHHEM TMaTTEPHOB
MIPOEKTUPOBAHMUS, CTPYKTYP JAHHBIX U METOOB ONITUMHU3ALINHU KOJIa (BKJII0Yasi MHOTOTIOTOYHOCTb,
K3ILIUPOBaHUE, YIPaBIEHUE NaMIThIO);

- OCBOUTH OCHOBBI B€0-pa3pa0OTKH: MPOCKTHPOBAHHE KIMEHTCKON M CEpBEPHOM
gacTeld BEO-TIPUIIOKEHUH, WCIOIb30BAaHUE S3BIKOB PAa3METKH, COOIIOJCHHWE CTaHIapTOB
KOJMPOBaHUs, BEPCTKA CTPAHUI] U pPa3pabOTKa IOJIb30BATEIbCKUX HHTEPPEcoB ¢ ydéTom
TexHoJoruil KineHt-ceppepHoro B3aumoseicteus (REST APL SOAP);

- chopMupoBaTh HaBBIKK MPOPECCHOHAIBHOTO CAMOPA3BUTHS: OMNpeIeTeHUe
TPAaeKTOPUN KApbEPHOIO pOCTa, MpUMEHEHHE coBpeMeHHOM WT-repMuHOIIOrMK, OIEHKA
KU3HECIIOCOOHOCTH TMPOEKTHBIX HJCH, a TakKe OCBOCHHE 0a30BbIX 3HAHHM B 00IacTH
MpeANPUHUMATEIBCKOM 1eATEeNbHOCTH, IPAaBOBOM U (PMHAHCOBOM TPaMOTHOCTH;

- M3YYUTh OTambl JKU3HEHHOTO wukia WT-mpoekToB: OT MIaHUPOBaHUS U
peanu3aluu O MOHUTOPUHTA PE3yJbTAaTOB, BKJIOYAas OCHOBBI IMPOCKTHOM EATETbHOCTH U

KPUTEPHUH OLICHKU YPPEKTUBHOCTH PELICHUH.

1.4 Tlnanupyemble pe3yabTaThl 00yUeHHs 110 JUCHUIIIHHE

Ilepeuyenb KOMMeTeHIUIT

Kon
OK, Ymern 3HaTh HaBpiknu
MK
OK.02 |- ompenensth 3a1aun — HOMEHKJIaTypa -
JUTS TIOMCKA MH(OPMaLMOHHBIX
uH(pOpMAaIHH, HCTOYHUKOB,
IUTAHUPOBATh IIPOIIECC IPUMEHSEMBIX B
MIOUCKA, BEIOMpATh npodeccruoHanbHON
HE00XOUMBIE JeSITEIbHOCTH;
UCTOYHHKH COBpPEMEHHBIE CPEACTBA U
UH(pOpMaLNH; yCTpOMCTBA
IIPUMEHSATh CPEJICTBA uH(pOpMaTU3aLuH,
UH()OPMAIMOHHBIX HOPSAIOK UX IIPUMEHEHUS;
TEXHOJIOTUH U1 IIPOrpaMMHO€E
peleHus o0ecrieueHue B
po(eCCUOHATIBHBIX npodeccruoHanbHON
3ajad; JESITeIbHOCTH, B TOM
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HCIOJIb30BATh grcie U poBbIe
COBPEMEHHOE CpeaCTBa.
MIPOrpaMMHOE

obecrieyeHue B

npodeccnoHanbHOM

JeSITEIIbHOCTH.

OK.03 OIIpEIENATh BO3MOKHbIE TPACKTOPUH -
TpPaeKTOPUU npodeccuoHanIbHOTO
npodeccrnoHaIbHOTO pa3BUTHUS U
pa3BUTHUS U camMo00pazoBaHus;
caMmo00pa3oBaHuUs. OCHOBBI
MIPUMCHSI T peapUHIMATETbCKON
COBPEMEHHYIO JIEATENBHOCTH, ITPABOBOM
Hay4YHYIO 1 GuHAHCOBOM
npodeccrnoHaIbHYIO IPaMOTHOCTH;

TEPMHUHOJIOTHIO. OCHOBHBIC JTaIlbI
OLICHUBATH pa3palboTKu U peanu3aiu
KU3HECTIOCOOHOCTD MIPOEKTA.

MPOEKTHOM UJICH.

K 1.2 paspabaTbIBaTh OCHOBBI PEJISIIUOHHON — paboThI C
00BEKTHI 0a3 JTaHHBIX MOJICJTH TaHHBIX; Pa3IMYIHBIMH
(TaOIuUIIbI, HHJICKCHI, s1361K SQL 1 ero 0CHOBHBIC 00BeKTaMu 0a3bl
OrpaHHYEHUS); KOMAaH/IbI; JAQHHEIX;
ONITUMU3HPOBATH MPUHIIMITBI HOPMAIIM3allud | — ONTHUMH3AIMH
3anpockl K 6aze 0a3 JTaHHBIX. 3arpocoB.
TAHHBIX IS
MTOBBIIICHUS
MIPOU3BOIUTEIIBHOCTH;
pa3zpabaThiBaTh
XpaHUMBIE MPOLIETYPHI
Y TPUTTEPBHIL.

IIK 2.2 pa3palaTbIiBaTh A3BIK IPOTPAaMMMPOBAHUS, | — CO3JaHHUE MOJYJIEH
MOJTYJIA OCHOBHBIC KOHCTPYKIIHH, MIPOrPaMMHOTO
MIPOrPaMMHOTO CHUHTaKCHUC o0ecrieueHus Ha

obecrieyeHus Ha
Pa3IUYHBIX A3BIKAX
IIPOrpaMMHUPOBAHNS;
MIPUMEHSITH TaTTEPHbI
IIPOEKTUPOBAHMUS U
CTPYKTYpPBI JaHHBIX
JUIS CO3TaHMs

3¢ (HEeKTUBHBIX U
MaciTabupyembIx
MOJyJIei

MIPOBOAUTDH aHAIH3 U
MOHHUTOPHHT
MIPOU3BOIUTEILHOCTH
MIPUIIOKEHUN

HaTTEePHbI
MPOEKTHPOBAHUS
CTPYKTYPBI TaHHBIX
MPUHITUTBI CO3JAaHHS
uHTepdeiicoB s
B3aNMOJEHCTBHSA C
JPYTUMHU MOAYJISIMU U
CHCTEMaMH, TAKMX KaK
REST API, SOAP
pabora c
WHCTPYMEHTAILHBIM
IPOrPaMMHBIM
obecrieyeHneM
METO/BI ONTHMU3AIUT
KOJ1a ¥ aJITOPUTMOB

Pa3IMYHBIX S3BIKAX
MPOrPaMMHUPOBAHHUS
OTJAJIKH U
TECTUPOBAHUS
pa3paboTaHHBIX
MOJyJIei




3¢ PEeKTUBHBIC ATOPUTMBI
U CTPYKTYpPBI JaHHBIX IS
TIOBBIIIICHUS
MMPOU3BOJAUTCIIBHOCTU
MHOTOIIOTOYHOCTH B
MPOTPAMMHBIX MOIYJISIX
METObI ONTHMHU3ALUT
CETEBBIX IPOTOKOJIOB IS
YCKOpEHHUsi OOMeHa
JaHHBIMHA

K3IIHNPOBAHUC JAHHBIX
yIIpaBJICHUE MTaMSTHIO
TEXHUKH TIOBBIIICHHSI
MMPOU3BOJAUTCIIbHOCTU
IPOTPaAaMMHOTO
obecrieueHus

IIK3.2 |-

pa3pabaTsiBaTh
MIPOrPaMMHBII KOJT
KJIMEHTCKOUN 1
CepBEpHOI1 YacTH BeO-
MPUJIOKEHUH;
HCIIOJIb30BATh SI3BIK
pa3MeTKH CTpaHMII
BEO-TIPUIIOKEHUS
oopMIIATH KOJ
MIPOrPaMMEI B
COOTBETCTBHH CO
CTaHJIaPTOM
KOJMPOBaHUs

SI3BIKH IPOTPAMMHPOBAHUS
U pa3METKH s BeO-
pa3paboTKu;

IPUHLIMIIBI paOOTHI
00BEKTHON MOEIU BEOD-
IIPUIIOKEHUH.

TEXHOJIOTUH KIIUEHT-
CEpBEPHOTO
B3aMMOJICHCTBHUSL.

BBITIOJTHEHUS
BEPCTKU CTPAHHMII;
pa3paboTKu
uHTEepdeiica
MIOJIb30BATEJI.

B pe3ynbrare ocBoeHUs y4eOHON NUCUUIUIMHBI CTYACHT JOJKEH:

UMETh
MPaKTUYECKUI
OIBIT

IIPOJTYKTOB.

— paboThI C COBPEMEHHBIMH CPEICTBAMH HH()OPMAaTU3AINHN U TPOTPAMMHBIM
oOecrnieueHueM B MPo(heCcCHOHATBHOM JIeATEIIBHOCTH;

— TIOWCKAa, aHAJIN3a U CHCTEMaTH3aIlK NPOoQecCHOHALHON HH(OpMAIIHH C
WCIIONIb30BaHUEM U(POBBIX PECYPCOB;

— pa3pabOTKH U ONTUMHU3ALNU 00BEKTOB 0a3 TaHHbBIX;

— CO3JaHMs U OTJAJKH IIPOrpaMMHBIX MOAYJIEH Ha Pa3INyHBIX SI3bIKaX
[IPOTPaMMHUPOBaHUS;

— TMPUMEHEHUsS NaTTePHOB MPOEKTUPOBAHUS U CTPYKTYP JNaHHBIX;

— pa3pabOoTKH KIMEHTCKUX U CEPBEPHBIX YacTel BeO-TIPHUIIOKEHU;

— HCIIOJIb30BaHUS CHCTEM KOHTPOJISI BEPCUH B CPEJICTB COBMECTHON Pa3pabOTKH;

— paboThI C 0OJaYHBIMH CEPBUCAMU M HHCTPYMEHTAMH pa3paboTUHKa;

— obecnieueHnsa nHGOPMAITMOHHON OE€30MIaCHOCTH MPH pa3paboTKe MPOTrPaMMHBIX

YMETH

— HPUMCHATH

JIeSITENIbHOCTH;

MH(OPMAITMOHHBIX

TEXHOJIOTUH g

— ONpEeIeNATh 3aJayM JJIsS MOoMCcKa MH(OpMAIMH, UIAHUPOBATh IPOIECC MOMCKA U
BEIOMpaTh HEOOXOIMMBIE HICTOYHUKHA WH(OPMAITHH;

cpencTBa
poheCcCHOHANBHEIX 3a]1a4;

— HCIIOJI30BaTh COBPEMEHHOE IpOrpaMMHOE oOecreueHre B TNpO¢eCCHOHAITBHOM

peleHust

— paspabateiBaTh 00BEKTHI 633 TaHHBIX (TAOIUIIBI, MHAEKCHI, OTPAHUYCHHS);




ONTHMHU3UPOBATh  3alpPOChl K  0a3e  JaHHBIX C  LEIbI0  IOBBIIICHHUS
MPOU3BOAUTEIHLHOCTH;

pa3pabaThiBaTh XpaHUMBIC MPOLICAYPHI U TPUTTEPHI;

co37aBaTh MOJIYJIW TPOTPAMMHOTO OOCCIICUCHHMSI HA Pa3JIMYHBIX  S3bIKaX
IIPOrPaMMHUPOBAHUS;

OTJIAXKHMBATh U TECTUPOBAThH pa3pabOTaHHEIC MPOTPAMMHBIC MOTYJIH;

MPUMEHATh TATTEPHBI MPOCKTUPOBAaHUS TPU  Pa3pabdOTKEe MPOrpaMMHOIO
obecrieyeHus;

pa3padaThIBaTh KIIMEHTCKYIO U CEPBEPHYIO YACTH BEO-TIPUIIOKCHHIA;

HCIIOJIb30BaTh SI3bIKK Pa3METKHU M IIPOrpaMMHUPOBaHMS B ITPOLicCce BeO-pa3pabOTKH;
0QOPMIISITE IPOrPaMMHBIN KOJI B COOTBETCTBHH C YCTAHOBJICHHBIMU CTaHIAPTAMU
KOJMPOBAHMSI.

3HaTb

HOMEHKJIATypy HH()OPMAIMOHHBIX HCTOYHHKOB, IPUMEHSIEMBIX B
npodecCHOHANIBHON IEATENHbHOCTH;

COBpPEMEHHBIE CPEJNICTBA U YCTPOHUCTBA MHPOPMAaTH3AINH, TOPSAO0K X
NPUMEHEHUS,

MporpaMMHoe oOecrieueHre, HCIoab3yeMoe B MPoeCCHOHATBHOMN AEATENEHOCTH,
BKJIIOYAs II(POBBIE CPENICTBA;

OCHOBBI PEJISIIIMOHHON MOJIETTH JaHHbIX;

s1361Kk SQL 1 ero 0CHOBHBIE KOMaH/IbI;

NPUHIUITE HOpMaJTU3anuy 0a3 JaHHbIX;

SI3BIKHM TIPOTPAMMHUPOBAHHUS M TEXHOJIOT MU, IPUMEHSIEMBIE JUISl peaTn3aliin
IIPOTrPaMMHBIX MOJYJIEH;

NaTTePHbI MPOCKTUPOBAHUS U CTPYKTYPHI TaHHBIX;

METO/BI ONTUMH3AINU KOJa U aJlTOPUTMOB;

SI3BIKU IPOTPAaMMHPOBAHUS U Pa3METKH, HCIIONb3yeMbIe B BeO-pa3paboTKe;
MPUHIHMITEL PA0OTHI 00BEKTHON MOJICTH BEO-IPUIIOKEHH;

TEXHOJIOTHH KIMEHT-CEPBEPHOTO B3aUMOICHCTBUSI.

2 CTpyKTYypa ¥ cofiepKaHue AUCHUIIIMHBI

2.1 O6bem yueOHOI TUCHMIIHHBI U BHABI padoT

Bugsl yueOHoit paboTh O61beM yuebHOI paboThI, Yac.

VYueOHas Harpy3ka oOydaronuxcs BCEro, B TOM YHUCIIE: 32

JIEKITUHA

8

IPaKTUYECKUE 3aHATUA 22

KypcoBasi paboTa

CaMOCTOATCIIbHAsA pa60Ta 06yqaloumxc5{ -

KOHCYJIbTallUN

2

MMPOMCIKYTOYHAA aTTCCTAlUA -

DopmMa NPOMEKYTOUHOM aTTecTalnun 3auéT Cc o1leHKOU




2.2 TemaTu4ecKuii MJIaH U COAePKaAHHE U CHUTITHHBI

Ne
/1

HaumenoBanue
TeM (pa3/eIion)

Copnepxanue TeM (pa3ziesnoB)

PaCHpeI[CJ'IeHI/IC JacoB

Pazgen 1. ”AHOOPMALIMOHHBIE TEXHOJIOI'MA

JI IIp

CP

dopmu-
pyeMele
KOMIIETEH-
U1

Dopmsbl
TEKYyILEro
KOHTPOJIS

Tema 1.1.
HckyccTBeHHBIN
MHTEIJIEKT KaK
HHCTPYMEHT
pOrpaMMHUcCTa

Conep:xanue yueOHOro MaTepuaJia

WU u LLM: 3aueM OHH HY>KHBI Pa3pabOTUHKY.

00630p nonysipabix UM-unctpymentos (GitHub Copilot, ChatGPT,
Codeium).

MU n HanucaHue KoAa: KEUChl U OrpaHUYCHUSL.
Ucnons3zoBanue MU anda renepaunu tectoB, SQL-3anpocos.
[TpoMOT-HHXUHUPHHT: HOPMYITHPOBKA 3aIIPOCOB.

PeBnro koga ¢ IM: mimtocsl 1 MUHYCHI.

I'enepanust JOKyMEHTALMU K IPOEKTY.

WU 8 CI/CD naiinnaitHax (onTHMH3AIIMS 11aroB).

ChatOps: ucnosnp3oBaHre OOTOB B KOMaHIHOW pa3paboTKe.
OTHUYECKHUE aCIEeKThl U OTBETCTBEHHOCTH NpH padore ¢ M.
IIpakTnyeckune 3aHATH:

[Moxaximouenue u ucrnonb3oBanue ChatGPT s renepanuu koaa
I'enepanus aBrorectoB Ha Python no onucanuto 3anaun
Hammcanune SQL-3anpocos uepes Copilot

PedakropuHr koga ¢ 00bsICHEHUEM IarOB

I'enepanust kKoMMeHTapueB K QyHKIHSAM H KJaccam
CpaBuenue paboTsl Heckoubkux UM-nHCTpYyMEHTOB
Co3nanue readme-daiina npoekra uepes NN

Hanucanne GitHub Action ¢ noackaskamu Copilot
[IpeBpamenne Oar-penopra B CIIMCOK 3a7a4y

Pa3paboTka MpoMIITOB JIJIsl CIIOKHBIX 3alPOCOB

OK.02,
MK.1.2,
TK.2.2

T, 13, O

Tema 1.2. Gitu
Markdown B
KOMaHTHOM
paszpaboTke

Conep:xanue ydeOHOro MaTepuasia

Kontpons Bepeuit: 3auem HyxeH Git.

Git: 6a30BbIe KOMaH/bI, KOHIIETIIUS BETOK.
Berku, mepxu, pull request 1 KOHQIHUKTEHI.
GitHub/GitLab: uatepeiic, CI, 6arrpexepsl.
Markdown: cuHTaKcuC, CTPYKTypa, Ha3HAUYCHHE.
JoxymentupoBanue API B Markdown.

OK.02,
MK.2.2,
K.3.2

T, 113,0
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README.md kak BUTpHHA IPOEKTA.
UcnonszoBanue GitHub Pages n Wiki.
Penensupoanue kona gepes pull request.
[IpakTrka ohopmiieHHs 3aa4 U OTIMCAHUH.
IIpakTHyeckue 3aHATHUA:

Co3anue U KIOHHPOBAHKUE PEIIO3UTOPHSI

Benenune uctopun KOMMUTOB 1 paboTa ¢ BETKaMH
KongnukT u ero paspemnienue

Hactpoiika CI B GitHub Actions

Coznanue kpacusoro README.md
Hcnonws3oBanue MapkaayHa st changelog
Onucanne API-unTtepdeiica B markdown

Pa6ora c pull request u peBbio ko2

Cosnanue u nyonukanus npoekrta Ha GitHub Pages
Co3/ianue BUKU-NIPOEKTA U CTPYKTYPHI TIOKYMEHTAITUH

Tema 1.3. Copaepxanne yueOHOro MaTepHuajia OK.03, T,113, O
OO0iaunbie OcHoBBI paboThI ¢ oOakamu: laaS, PaaS, SaaS. IIK.2.2,

CEPBHCHI U Annexc Oo6nako / VK Cloud / Selectel: 0030p u untepdetic. [K.3.2

WHCTPYMEHTBI XpaHwWwuIne, BBIYMCIICHYS, 0a3bl JAHHBIX B 00JIaKe.

pa3paboTunka PasBéprhiBaHMe IPUIOKEHHS HA 00JIAYHOM CepBepe.

Terraform / [aC: apromaTu3aryst uHGPACTPYKTYPHI.
GitLab CI/CD + o6naxo.

Oo6naunsie IDE (Replit, GitHub Codespaces).
S3-XpaHuuIIe ¥ aBTOMaTH3aIMs 09KaIoB.
JlorupoBanue U MOHHTOPHUHT B OOJIaKe.
BesomacHocTh 00IaYHBIX CpeI.

I[IpakTHYeCcKUe 3aHATHA:

Peructpamnus u 3ammyck BUpTyaapHON MamuHbl B SIHAeKC.O0make

PaseéprriBanue Python-npunoxenns Ha 00JIAYHOM cepBepe
Hcnonp3oBanue S3-xpaHWIAIIA IS JJOTOB

Hactpoiika CI/CD-naiiriaiina j1jis 3arpy3ku (aiios
IMonxmroyenue k 001ayHOM 0a3e JaHHBIX

HUcnonb3oBanue obnaunoii IDE mist komangHoro npoexra
Coznmaane Y AML-manudecra Terraform

Hactpoiika noctyna k bucket’y
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WuTerparust ¢ ioramMu u ajnepraMmu
Avyaut 6€301acHOCTH 00JIAYHOTO IPOEKTa

Tema 1.4.
Ludpossie
WHCTPYMEHTBI U
JKOCUCTEMA
pa3paboTunka

Conep:xanue yueOHOro MaTepuaJia

IDE, pacummpenus, coopmuku: VS Code, JetBrains.

Bash u xomangHas cTpoka Kak HHCTPYMEHT.
Yrumursr curl, wget, ping, telnet.

®opmartsl nanseix: JSON, YAML, XML.
KongurypannoHHsie (Gaiiibl 1 111a0JIOHBI.
DevTools B 6pay3epe u BeO-oTIaKA.

Task-menemkepsl u Tpekepsl: Trello, YouTrack.

Pa6ora ¢ docker-oopazamu.

HNuctpymentsl TectupoBanus API: Postman.
ABTOMaTH3aI¥sI HOBCETHEBHBIX 33/1a4.
I[IpakTnyeckune 3aHATH:

Pa6ora B VS Code: HacTpoiika pacmmpeHuit
Harnmcanue bash-ckpurnra 11 aBroMaTu3anum
Ormnpaska API-3anpoca uepes curl u Postman
Paz0op JSON-CTpYKTYpbI ¥ BaJIUAALIUS
Hammucanwme dockerfile u c6opka oOpaza
HUcnonb3oBanne DevTools st ananusa caiita
Co3pmanue 3anaun u gocku B Trello

Omnagka API Ha peanbHOM cepBuce
Hacrpoiika git hooks u lint-aBTomMaTu3zarumn
Cospmanue mabsiona koupura 8 YAML

OK.02,
MK.2.2,
IK.3.2

T,113, O

Tewma 1.5.
Kub6epbe3onacuo
cTh U 1udpoBas
ruruena UT-
CIICIHAINCTA

Conep:xanue yueOHOro MaTepuasia

Yrpo3sl B pazpabotke: nabekimu, XSS, MITM.

be3omnacHbie maponu, KIo4ud, JOCTYIIbL.
Pabota c. env-(aiinamu u cekpeTamu.
[Iposepka 3aBucumocrteii: Snyk, Dependabot.
udpoanne, XemIMpOBaHUE U TOKEHBI.
VPN, SSH u TyHHenMpoBaHue.
AHOHMMM3ALKS U 3aLIUTa TaHHBIX.

[IpaBuna nudporoii ruruenst 1 GDPR.
Ataku Ha open-source IpPOEeKTHI.
IToBcenueBHas 6e3omacHOCTh B DevOps.

OK.02,
MK.1.2,
K.2.2

T, 113, O
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IIpakTH4Yeckue 3aHATHS:

Hacrpoiika SSH-kimroueii n 6€30macHOro MOAKITFOYCHIS
Pabota c .env-(aiinom B mpoekrte
CkaHupoBaHue 3aBHCUMOCTeN ¢ Snyk

[Ipumep XSS-aTaku u 3amuTa OT Heé
XemupoBaHue CTPOKU U IPOBEPKA LIETTOCTHOCTH
udpoBanue naHHBIX C MOMOIIKIO openssl
Pa6ora ¢ GitHub Secrets u CI

Coznanue VPN-coennHeHust

dopmupoBaHue YeK-ITucTa HUPPOBOI TUTHEHBI
AHanu3 yTeueK U MPOBEpKa MapoJiei

HUtoro gacos:

22




2.3. PernameHT pacnpenejieHusi BUA0B padot no aucuuniaude ¢ JOT

JlaHHas TUCHMIUIMHA PEaTU3yeTcsl ¢ MPUMEHEHUEM JIMCTAHIIMOHHBIX 00pa30BaTeIbHBIX
texnonoruit (JIOT). Pacnpenenenue BUIoB yueOHOM paboOThI, (hOPMATOB TEKYIIETO KOHTPOJIS
npenacrasieHsl B Tabnuune 2.3.

Tabmuua 2.3. — Pacripenenenue BU0B yueOHOI pabOThI U TEKyIIeH aTTeCcTalllu

Bun yuyeoHoii padoTsl @opmMaT MpoBeaeHUsI

JIeKnoHHbIE 3aHATHA Yactuano ¢ npumeneaneM 10T
TIpakTUueckue 3aHATUA Yactuano ¢ npumeneaneM 10T
Tekynuii KOHTPOJIb Yactuano ¢ npumeneaneM 10T
IIpomexxyTouHas arTecTanus KonTakTHast aynuropHas pabota
DopMBbI TEKYHIEr0 KOHTPOJIA ®opmaT npoBeJeHus!

TectupoBanue Yactuyno ¢ npumenenueM JJOT
Ormpoc KonTakTHas aynuropHas pabota
[IpakTryeckue 3a1aHus Yactuuno ¢ npumenenueM 10T

Joctyn K cucCTeMe AMCTaHLMOHHBIX OOpa30BaTENbHBIX MPOTrPamMM OCYIIECTBIISETCS
KQXIbIM OOYYaroLIMMCS CaMOCTOSITEIHO € JIFOOOro ycrpoiictBa Ha moprtaie: https:/sziu-
de.ranepa.ru, B COOTBETCTBHH C MX WHAUBH/YaJbHBIM [IAPOJIEM U JIOTHHOM K JINYHOMY KabuHeTy/
npouIIIo.

Texymuit KOHTPOJIb, IPOBOJUMBIN B CUCTEME AUCTAHIIMOHHOTO 00Y4YEeHHMsI, OLIECHUBAIOTCS
KaK B CUCTEME JIUCTAHLIMOHHOTO 00yU€eHUsI, TaK U MPEeroiaBaTesIeM BHE CUCTEMBI.

Joctynn Kk marepuanaM JIEKLMH MPEIOCTABISAETCS B TEYEHUE BCErO CEMECTpa IO Mepe
MIPOXO’KJCHHSI OCBOEHHUS IPOrpaMMbl. JlocTyn K KaXJ oMy BUAY padOT U KOJIMYECTBO MOMBITOK Ha
BBIIIOJIHEHUE 3aJaHUsl IPEAOCTABIIAECTCS OrPaHUYEHHOE BpPEMsl COIVIACHO  PErJIaMEHTY
JUCLUIUIMHBL, ONMyOJIMKOBAaHHOMY B CHUCTeME AMCTAaHIMOHHOro oOydenus. [IpemnopaBatens
OLIEHUBAET BBHINOJIHEHHbIE OOyyarolMMHUCS paboThl He mo3nHee 14 pabouux naHeH mocne

OKOHYAaHHA CPpOKa BBIITOJIHCHHA.

3 Marepuajbl TEKYIIero KOHTPOJIsI YCIIeBA€MOCTH M NMPOMEKYTOUYHOMH aTTecTalMu

o0yuawumuxcst

3.1 ®opmbl U MeTOABbI TeKYUIEr0 KOHTPOJISI YCIEeBAeMOCTH M IPOMEKYTOYHOI
arrecTanvu 00y4arommXxcs

@OopMBbI TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH:
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Omnpoc (O) meron MNPOBEJACHUS YCTHBIM WM THCHMEHHBIN, MO3BOJSCT BBIIBUTH
IIPaBWIbHOCTb OTBETA II0 COJEP)KAHUIO, €ro IOCJIEJ0BATEIbHOCTh, CAMOCTOSATEIBHOCTh
CYKJIEHUU U BBIBOJIOB, CTETIEHb PAa3BUTHUS JOTUYECKOTO MBIIIUICHHUS.

TectupoBanue(T) nuCbMEHHBIH METOA MPOBEPKH C MpeajlaraéMbIMH BapUaHTAMHU
OTBETOB.

IIpakTyeckoe 3aganue (I13) ucnonb3yercs A 3aKpeIUIEHUs TEOPETUUECKUX 3HAHUM 1
OoTpabOTKHU HABBIKOB U YMEHHUH, CIIOCOOHOCTH NMPUMEHATH 3HAHUS MPU PEUICHUH KOHKPETHBIX

3aaa4, UCII0JIB3YCTCsA HpaKTI/I‘ICCKI/Iﬁ MECTOJ IIPOBCACHUS.

Kpurepun onieHuBaHus TeKylIero KOHTPOJISI M IPOMEKYTOUHOH aTTeCTALUM:

O1neHKH «OTIMYHOY 3aCITy’KUBAET CTYJCHT, 0OHAPYKUBIIHH TTyOOKOE 3HAaHHE MaTepHana,
yMEHHE CBOOOHO BBHIMOIHATH 33JaHUS, TOHUMAIOIINN B3aUMOCBS3b OCHOBHBIX MTOHSITHI TEMBI,

OLeHKH «XOpOILIO» 3aCyKUBAET CTYJEHT, OOHAPYKUBIIUK MOJTHOE 3HAHME MaTepuana;
YCIICHIHO BBIMOJHSIONINNA TPETYCMOTPEHHBIE 33JaHUs; W JONMYCTUBIIMKA HE3HAYUTEIbHBIC
OIMOKH: HETOYHOCTD ()aKTOB, CTHIIMCTUYECKHIE OITUOKH;

OueHKH  «yIOBJIETBOPUTENHLHO» 3aCIY)KHBAeT CTYJICHT, OOHApYXHUBIIUN 3HAHUS
OCHOBHOTO Marepuajia B 00beMe, HEOOXOAMMOM JJisi JadbHEHIIEero MU3yuyeHUs AUCUUILTHHBL
CrpaBnsilomMiAcs € BBIMOJIHEHUEM 33/1aHWi; JONYCTHBIIMK TMOTPEIIHOCTH B OTBETE, HO
oOmajaromuii  HEOOXOAWMBIMU  3HAaHMSAMHU JUIS WX YCTPAaHEHHS TIOA  PYKOBOJICTBOM
IIpero/iaBaTess;

O1eHKH «HEYA0BIETBOPUTEIBHOY 3aCITY)KUBAET CTYACHT, OOHAPYHUBILUH CYIIECTBEHHbIE
npoOensl B 3HAHWM OCHOBHOTO MaTepHajia, He CIPaBISIONIMICS C BBIMOJHEHHEM 3aJlaHHiH,
JOMYCTUBIINN CEPhE3HBIC MOTPEITHOCTH B OTBETaX, HYXKIAIOMIMWCS B IMOBTOPEHUH OCHOBHBIX
pa3zesnoB Kypca oj pyKOBOJCTBOM IpPEro iaBaTels.

Kpurepuu onieHuBaHMs TECTUPOBAHUS.

OleHKH «OTJIMYHOY» 3aCIyXKHBAeT CTYACHT, €CIIM OH OTBETHJI TpaBmwibHO Ha 90-100%
BOTIPOCOB TECTA,

OneHKN «XOpOIIO» 3aciTyXHBAeT CTYACHT, €CIIM OH OTBETWJI NpPaBWIBHO Ha YacTh
BomnpocoB 75%-89%;

O1eHKH «yJOBIETBOPUTEIBHOY» 3aCTyKUBAET CTYICHT, €CIIM OH IPABUIIBHO OTBETHII YaCTh
BorpocoB 50%-74%;

O1eHKH «HEYTOBIETBOPUTEIHHO» 3aCITy)KUBACT CTYACHT, €CIIM OH MPABHIBHO OTBETHII

MeHee ueM Ha 50% BOIpOCOB MM HE IIPEJICTABIEH TECT HA IPOBEPKY
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(D()pM]:I TEKYIIEro KOHTPOJIsA

DopMBbI TEKYIIETO
Ne i/t Ha3Banue Tembl KOHTPOJIA
YCIEBAEMOCTH
1 Tema 1.1. MckyccTBEHHBINM MHTEIUIEKT KAK HHCTPYMEHT MIPOrPaMMHUCTa T,113, 0
2 Tema 1.2. Git u Markdown B komaHAHOH pa3paboTke T,113, O
3 Tema 1.3. ObnadHble CEPBUCH K HHCTPYMEHTHI pa3padoTynKa T,113, 0
4 Tewma 1.4. LludpoBsie ”HCTPYMEHTHI M 9KOCHUCTEMA Pa3padOTINKa T,113, 0
5 Tema 1.5. KubepbesomacHocTh u udpoBas ruruena UT- cneruanncra T,113, 0

[Mpumedanue. B cronbue «Popma TeKymiero KOHTPOJISI YCHEBAEMOCTH, MPOMEKYTOYHOM
aTTeCTAIUN» TEPEYHUCIISIFOTCS BCE HMCIOJIb3YEMbIE B YUEOHOM IPOIECCE MO JAHHOW JUCIUTUIMHE
dopMbl kKoHTpOJIsi ocBoeHust Matepuana. (T — tecrupoBanme; [13 — mpakrTrueckoe 3amanue, O -

ompoc).

3.2 OuleHOYHBbIE CPECTBA TEKYIIEr0o KOHTPOJISA YCIIeBAeMOCTH 00yYaloInXCs
IIpumepsl 3a1aHuii 1JI1 YCTHOTO onpoca

Bomnpocsl 1u1s ycTHOTO ompoca.
Tema 1.1. HcKyccmeennlil unmeinieKm KaKk UHCIPYMeHm npozpammucma

1. [lepeuncnure 3-4 KOHKPETHBIX CLEHAPHUS, B KOTOPBIX MPOTPaMMUCT MOKET 3P (HEKTUBHO
ucnoinb3oBatk LLM-unctpyments! (Haripumep, GitHub Copilot unu ChatGPT) B noBcegHeBHOM
paboTe, ¥ KpaTKO MOSICHUTE IMO0JIb3Y KaXKAO0I0 CLIEHApHs.

2. Cpasuure GitHub Copilot u Codeium: Ha3oBHTE J1Ba CXOJICTBA U JABA PA3IUYMs MEXY STUMU
MHCTPYMEHTAMH, Kacaroluecs X QpyHKIHOHAaIa 1 0COOEHHOCTEN IPUMEHEHUS B pa3paboTKe.

3. Onumure aBa TUHMHYHBIX orpannyeHust MU npu Hanucanuu Kojaa, KOTOPbIE MOTYT IPUBECTH
K OIIMOKaM WM HEONTUMAJIbHOMY PELICHHIO; IPUBEIUTE MO OJTHOMY IIPUMEPY AJIS KaXKJ0T0
OTpaHUYEHUS.

4. O0bsicHUTE, KaK MOXKHO ucnoibs3oBaTh MU nis peBbio kosa: nepeyncinTe 1Ba
MIPEUMYIIIECTBA TAKOTO MOJX01a U OJANH CYILECTBEHHBINH PUCK, TPEOYIOLUINI BHUMATEILHOTO
KOHTPOJISI CO CTOPOHBI pa3padoTUHKa.

5. Chopmynupyiite 4€TKUI MPOMIIT IS TeHepanuu aBToTecta Ha Python x ¢yHkuuu, kotopas
MIPUHUMAET CIIUCOK YHCEN U BO3BpAIllaeT UX cpesiHee apu(MeTndeckoe; BKIFOUUTE B IPOMIT

TpeOOBaHUs K MOKPHITHIO KEHCOB (KaK MUHUMYM TPU Pa3HBIX CIIEHAPUs) U CTUIIIO KOJIa.
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HpHMepbl THIIOBBIX 3aIaHUM JJ15 NMPAKTUIECCKUX 3agaHui

Tema 1.2. Git u Markdown ¢ komanonoii pazpadomke.
1. Paboma c GitHub Secrets u CI
3aoanue: coznaiite penozutopuit Ha GitHub u nactpoiite GitHub Actions mist cOopku
npoekTa. cnonp3yiite GitHub Secrets 11 XpaneHust KOH()UICHIUATBHBIX TaHHBIX (HAIIpUMeEp,
API-kroueii).
TpeboBanmus:
— cozpaiite padounii mponecc (workflow) ¢ ucrosib30BaHHEM CEKPETOB;

- Y66,I[I/ITCCI>, 4YTO CCKPCThI HE 0T06pa>1<a10T051 B jnorax CI.

Tema 1.5. Kubepoezonacnocmo u yugpposasn cucuena UT-cneyuanucma
1. Cozoanue VPN-coeounenus
3aoanue: nactpoiitte VPN-coequnenue (Hanpumep, ¢ ucnonb3zoBanuem OpenVPN unu
WireGuard). Onumure maru npoiecca u oobsicaute, kak VPN 3amiuiaeT qanasie mpy nepeaaye.
TpeboBanus:
— HCIIOJIb3YHTE JIOKAJBHBIN CepBEp MU 00IaYHbIi cepBUC s pa3BEPThIBaHUs VPN;

— T1poBepbTe nojkiIroueHue yepez VPN, yOeausuics B mudpoBaHuu Tpaduka.

Tema 1.5. Kubepoezonacnocmo u yugpposas zucuena UT-cneyuanucma

1. ®@opmuposanue uexk-rucma yugposoii 2uzuenvl

3aoanue: coctaBbre 4ek-mucT U3 10—15 myHKTOB, KOTOpBIH MOMOXET COTPYIHHMKaM
cobmoaaTh M(POBYIO TMrUeHy. BkitounTe B HEro mpasuia paboThl ¢ MAPOJISIMHU, JIEKTPOHHON
MOYTOH, COIMATBHBIME CETSIMH U IPYTHMH acTIeKTaMHU.

TpeboBanusi:

— paszenuTe YeK-JIUCT Ha Kateropuu (Hanpumep, «Ilaponny, « 31eKTpoHHas oUYTay,
«ConuaibHble CETHY);

—  OPCAIOKUTC MCPBI IO BHCAPCHUIO YCK-JIMCTAa B KOMITAaHUH.

IIpuMepsI TeCTOBBIX 3a1aHUI

Yacme 1. 3a0anusn c 66100pom 00H020 NPABUTLHOZ0 OMEema
1. Yto Takoe Git?

a) Cuctema KOHTpPOJIS Bepcuit
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b) S3bIK IpOrpaMMUPOBAHUS

¢) TekcToBblif penakTop

d) Onepanronnas cucrema

Yacms 2. 3a0anus na ycmanogieHue coomeemcmeus
2. CooTHecHTe UHCTPYMEHTHI pa3padOTKU C UX Ha3HAYCHUEM:
HNHCcTpyMeHT:

1. VS Code

2. Git

3. GitHub

4. Docker

Hasnauenwue:

A. Cucrema KOHTPOJISI BEpCHiA

B. OO6naunslii cepBuC XpaHeHUs

C. Cpena pa3paboTku

D. Cucrema KoHTEHHEpHU3AIH

Yacmp 3. 3a0anua na nocnedosamenbHocmy 0elicmeuil

3. YcraHoBHTE MPAaBUIIBHYIO MTOCIIEI0BATEILHOCTH ATAOB paboThI ¢ Git:
a) CozjaHue peno3uTopus

b) lo6aBnenue ¢aitnos

¢) Kommut nsmenenuit

d) Co3nanue BeTKH

e) Mepmx BeTOK

Yacme 4. Cumyayuonnsle 3a0aqu
4. Onumute npouecc HacTporku CI/CD naiinnaiina s aBTOMaTHYECKOTO TECTUPOBAHUS

n ACIII0s Be6'HpI/IJ'IO)KeHI/I$I.

3.3 OueHoYHbIE CPeICTBA MO AUCHUILINHE UIS1 IPOMEKYTOYHOM aTTecTaluu

Bomnpocsl 1J1s1 NOATOTOBKH K YCTHOMY 324€Ty ¢ OLCHKOM:

1. YUto Takoe NCKYCCTBEHHBIM UHTEIJUICKT U KaK OH MIPUMEHSETCS B padoTe
nporpamMmucra’?

2. Kakue coBpemeHHble TM-UHCTPYMEHTHI CYIIECTBYIOT AJIsl pa3paboTYMKOB?

3. Kak ucnonp3oBate Copilot 1151 yckopeHust mmpoiiecca Harmucanus koaa?
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4. B ueM 3akirouaroTcs orpaHnueHus npumenenus M npu renepanuu koga?

5. Kak npaBuibpHO (hopMynupoBath 3ampockl K MM -cucremam Juist OTyqIeHHST

OIITUMAJIBHOI'O pe?)y.]'II)TaTa?

6. Kakue TexHuku ynyduieHus kayectsa orBeToB MU cymecTByror?

7. YUto Takoe cucrema KOHTpoutst Bepcuit Git v Jij1st uero oHa HykHa?

8. OcHoBHble kKOMaH bl Git M UX MPAKTHYECKOE IPUMEHEHHE

9. Kak paborats ¢ BeTkamu B Git 1 pazpeniaTb KOH(OIUKTHI CITHSHUS?

10.
11.

12
13

17

Yro Ttakoe pull request u Kak UM IPABUIIBHO MOJIH30BATHCS?

CHHTaKCUC ¥ OCHOBHBIE BO3MOXHOCcTH Markdown

. Kak mpaBunbsao opopmisite README.md ¢aiin npoekra?
. Mpunnuns! gokymentupoBanust API B Markdown

14.
15.
16.

Yro takoe GitHub Pages u kak ero ucrnonb3oBats?
OcHoBHble Mozienu o0naunbix yenyr ([aaS, PaaS, SaaS)

CpaBHEHHE TONYISIPHBIX 00JIAYHBIX MIaT(Gopm

. Kak pa3BepHyTh U HACTPOUTH MPUIIOKEHHE B 00JIaYHOM cpene?
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.

[TpuHIMIB pabOTHI C 006JaYHBIMU XPaHUIMILAMH JAHHBIX

Uro Takoe DevOps u kak Hactpouts CI/CD B obmake?

Kak oprann3zoBaTh MOHUTOPUHT U JJOTUPOBAaHUE B 00ayHON cpene?
Hactpoiika u ucnons3oBanue VS Code nms pazpaboTku

Pabota ¢ komaHaHOM cTpoKOil 1 bash-ckpuntamu

®opmartsl gaaabix: JSON, YAML, XML - ocobeHHOCTH 1 TpUMEHEHNE
OcHoBbl paboTsl ¢ Docker a1 KoHTeHEpU3aUK TPUITIOKEHU I
WNuctpymenTs! ans tectupoBanus APl n ux npumeHenue

Kak ncnosnp3oBats task-meHexepsl B poliecce pa3padoTku?
OcHoBHbIE YIp03bl THPOPMAIIMOHHOM 0€30MaCHOCTH B pa3paboTKe
3ammuTa oT XSS-atak u SQL-uHBEeKIHi

Kak 6e3o0macHo paboTaTh ¢ CeKpeTaMy U KJII0YaMH B IpoeKTe?
[Tpuniuns! MdpoBoil rUTHEHB! pa3paboTUnKa

Yro takoe VPN 1 Kak ero HacTpOuTh JUIst 6e301acHOM paboThI?
Kax mpaBunsHO paboTtats ¢ .env daitmamu?

HNHCTpyMEHTHI JUIsl CKAHUPOBAHUS 3aBUCUMOCTEN IIPOEKTa
[TpuHIUIBI XEMKUPOBAaHUS U MIU(POBAHUS TaHHBIX

Kak Hactpouts 6e3onacHoe nojkitouenue yepes SSH?

Yro takoe Git hooks 1 Kkak UX UCIIONB30BATH?
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37. Ipuntunst padotsl ¢ GitHub Secrets

38. Kak oprannzoBaTh aBTromMatu3anuio rectupoanus B CI/CD?
39. OcHoBsl paboThl ¢ Postman miis TectupoBanust API

40. Kak HacTpouTh CUCTEMY KOHTPOJISI IOCTYIIA B IPOEKTE?

41. Ipunuumnst padotsl ¢ Dockerfile u coznanue o6pa3os

42. Kak opranu3oBaTh BepcoHHpoBaHue B Git?

43. Yro takoe Git rebase 1 Korma ero MCIoJIb30Barh?

44. ITpunuumnsl padotsl ¢ GitHub Actions

45. Kak oprann3oBaTh COBMECTHYIO pabOTy HaJl poekToM B Git?
46. OcHOBBI pabOTHI ¢ 00JIAYHBIMU 0a3aMH TAHHBIX

47. Kak opranu3oBaTh 03kanupoBaHue B 00Ja4HON cpee?

48. [IpuHIuIBl paboTHI ¢ KOHTEHHEpaMu B 00J1ake

49. Kak opranu3oBaTh MacIITaOUpOBaHUE MIPUIOKEHUHN B 00J1ake?

50. CoBpeMeHHbIE TEHACHIINU B 00J1aCTH HHPOPMALMOHHON 0€30MacCHOCTH Pa3padOTKU

4. MeTonnyeckne YKa3aHus Il 00y4aIOUIMXCS 10 OCBOCHHIO TN CHHUILIMHBI

[lpuctynas K u3ydeHWI0 JUcHUIUIMHBL  «HQOpPMalMOHHBIE  TEXHOJIOTHH B
poecCHOHATEHON NeATEIEHOCTHY, CTYACHT JIOJDKEH O3HAKOMHTBCS C COACPKAHWEM ITaHHOU
«Paboueli yueOHOUM mporpaMMbl IUCHUIUIMHBDY C TEM, YTOOBI UMETh YETKOE MpEeCTaBICHUE O
cBoeii paboTe.

B nepByro odepenr HEOOXOAUMO YACHHUTH IEb W 33Ja4d W3y4aeMOM JUCIUTIIIMHBI,
OLICHUTh 00BEM MaTepuasia, MO3HAKOMHUTHCS C MPEIIOKEHHOW U MOJ00paTh OCHOBHYIO M
JIOTIOTHUTENBHYIO JIUTEPATypy, BBIIBUTH HarlOosiee BaXKHbIE IPOOIEMBI, CTOSIIIME TI0O BOIIPOCaM
M3y4aeMOU TUCHIUTIINHBL.

Brimmoanenne 33}13HI/II>1 OCYHICCTBIIACTCA B COOTBCTCTBUH C y‘IG6HLIM IJIAaHOM H
nporpaMMoﬁ. OHu JOJDKHBI BBITIOJIHATHECA B COOTBETCTBUU C METOJUYCCKMMU PCKOMCHAAIUAMU,
BBIJIAHHBIMH MPEIo/IaBaTeIeM, U MPECTaBICHbI B YCTAHOBIEHHBIE MTPETOAaBaTelieM CPOKH.

PaGoras c yueOHUKamMH U yueOHBIMU MOCOOUSMHU, IIEIECO00Pa3HO 3aKOHCTIEKTUPOBATH TOT
MaTepuai, KOTOPbIi He cOO0IIacs CTYASHTaM Ha JICKITHSIX.

Ha 3aHATHSAX JE€KIMOHHOTO M MPAKTHYECKOTO XapakTepa CTyJIeHTaM s padoThl
TpedyeTcs: TeTpab AJI 3aNUCH JICKIIUN U 3aJIaHUMH.

Jlist  yCHemrHOTO OBJAJCHUS MPOTPAaMMON JTUCIUIUIMHBI HEOOXOJMMO BBIMIOIHATH
clleAyIoIIne TpeOOBaHUS:

- noceuiaTb BCC JICKIUOHHBIC U ITPAKTUYCCKUEC 3aHATHUSA
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- BCE paccMaTpUBAEMble Ha JIEKIUAX U NMPAKTUYECKUX 3aHATHUSIX TEMBI U BOIIPOCHI
00s13aTeNbHO (PUKCUPOBATH B TETPA/IN;

- B Cllydae MpomnycKa 3aHATUN 10 KaKUM-JTHO0 MpUYHMHAM HE00X0IUMO 0053aTeIbHO
CaMOCTOSITENILHO M3y4aTh COOTBETCTBYIOIIUNA MaTepuan B Moodle, ¢pukcupys 3amnucu B TeTpay,
a TaKKe BBIIOJIHAThH PAKTUUECKUE 3aJaHUsl.

[ToaroroBka K 3a4eTy C OLIEHKOW OCYIIECTBIISIETCS MO MPEACTABICHHBIM B CIIMCKE
OCHOBHOI U JIONOJHUTENBHON IuTeparype. PekoMmenayemblie muTepaTtypa U UHTEPHET-PECYPCHI
OyAyT MOJIE3HbI IPU BBINOJIHEHUN TPAKTUUECKUX 33JaHUN U JIs1 HOJATOTOBKU K TECTUPOBAHUSIM.

MeTtonuyeckue peKOMEHAANU 10 COCTABJIEHNIO KOHCIIEKTa

KoHCIIeKT — CII0KHBIH CIOCO0 M3TI0KEHUS COCPKAHUS KHUTH WM CTaThHU B JIOTHYECKON
MOCIe0BATEIbHOCTH. BHUMATENbHO MpOUMTAlTe TEKCT. Y TOUYHUTE B CIPABOYHOU JTUTEpAType
HenoHsTHbIE cnoBa. [Ipu 3amucu He 3a0yAbTe BEIHECTH CIIPABOYHBIC TaHHBIE HA TOJIST KOHCIIEKTA.
Boigenure riaBHOe, coOCTaBbT€ IUIAH, NPEICTABISIIOIIMM CcOOOM IepedeHb 3arojioBKOB,
10/13ar0JIOBKOB, BOIIPOCOB, IIOCJIE0BATENbHO PACKPHIBAEMBIX 3aTEM B KOHCIIEKTE.

3aKOHCIIEKTHPYHTE MaTepuall, YeTKO cleaysl MyHKTaM muiaHa. [Ipu KOHCHeKTHpOBaHUU
CTapalTeCch BBIPA3UTh MBICIh CBOUMHU CIIOBAMU. 3aIUCHU CJIEIYeT BECTH YETKO, SICHO.

[lpy odopmieHHH KOHCHEKTa HEOOXOAMMO CTPEMHUTHCS K EMKOCTH KaKIOro
MIPEIOKEHUSI.

MeToauueckre peKOMEHIALUU 10 COCTABIEHUIO OTIOPHOIO KOHCIIEKTa

OnopHbIil KOHCNIEKT — BUJ BHEAYAMTOPHOM CaMOCTOSITEIbHONW paboThl CTYyIEHTa IO
CO3JJaHUI0 KPaTKON WHGOPMAIIMOHHOW CTPYKTYphI, O0O0OIIAIOIMe ¢ OTpaxaroueld CyTh
MaTepuasa JeKIUH, TeEMbl yYeOHHKa.

OnopHbIil KOHCHEKT — ATO HauWIydlIas (popMa MOJArOTOBKU K OTBETY Ha BOIIPOCHI.

OcHOBHas 1L1eJIb OMOPHOTO KOHCIIEKTa — OOJIErYUTh 3alIOMUHAHHUE. DTalbl COCTaBICHUS
OTIOPHOTO KOHCIEKTa:

1. U3yunth MaTepuasbl TEMBbI, BEIOpaTh II1aBHOE U BTOPOCTEIIEHHOE;

2. YCTaHOBUTH JIOTHYECKYIO CBA3b MEKY IIEMEHTAMH TEMBI,

3. IlpencTaBUTh XapaKTEPUCTHKY AJIEMEHTOB B KpaTKOil (hopme;

4. BpIOpaTh OMOPHBIE CUTHAJIBI ISl aKIIEHTUPOBAHUS TMIaBHOU MH(OPMAIIMH U OTOOPA3HUTh
B CTPYKTyp€ paOoOTBhI.

MeTtoauueckrie peKOMEeHIalluu 10 MPOXO0XKACHUIO TECTUPOBAHUS

TecTupoBaHre — 3TO UCCIENOBATENBLCKUNA METOI, KOTOPBIN IIO3BOJISIET BBISIBUTH YPOBEHb
3HaHUI, YMEHUI M HaBBIKOB, CIIOCOOHOCTEH, a TaKKe UX COOTBETCTBHE ONPEAEICHHBIM HOpMaM

YCBOCHHUS, ITYTEM BBINIOJIHCHHA UCIIBITYEMBIM PsAZia CIICHUAaJIbHBIX 3a)1aH1/1171.
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Crnenyer moHUMAaTh, YTO TECTOBBIE 33aJaHHUS MOTYT OBITh NPEICTABICHBI B Pa3IMYHBIX
dbopmax:

- 3aJlaHus 3aKpbITOW (OPMBI, B KOTOPBIX OOYy4YarolIuiicsi BbIOMpAaeT OAMH WU
HECKOJIbKO ITPaBUJIbHBIX OTBETOB U3 3aJJaHHOI'0 Habopa:

- 3aJaHusl Ha JOMOJHEHHE (OTKPBITHIE 3aJaHus), TPEOYIOLIHEe CaMOCTOSITEIHHOTO
IIOJIy4YEHUS OTBETOB:

- 3aJJaHUd HAa YCTAHOBJIGHUS COOTBETCTBHUSA (C MHOXXECTBEHHBIM BBIOOPOM),
BBITIIOJTHEHUE KOTOPBIX CBS3aHO C BBIABICHUEM COOTBETCTBHS MEKIY JIEMEHTAMHM HECKOJIBKHX
MHO>KECTB!

- 3a/1aHUs. HAa YCTAHOBJICHHE IIPABUIIBHOM IIOCIIEIOBATEIBHOCTH, B KOTOPBIX OT
yuairerocsi TpedyeT yka3aTh MOPsJI0K JIeHCTBUI WK IPOLIECCOB U APYyrHe. DTallbl MOATOTOBKH K
TECTUPOBAHUIO:

1. BHuMaTenbHO MpoYMTaNTE MaTepual MO KOHCIEKTY, COCTaBICHHOMY Ha Yy4eOHOM
3arsTHd. [IpounTaiiTe TOT kK€ MaTepHal Mo y4eOHHUKY, y4eOHOMY ITOCOOUIO.

2. Tlocrapaiitecb pa3o0paTbcsi C HEMOHATHBIM, B YAaCTHOCTH HOBBIMH TEPMHHAMHU U
KOHCTPYKLHSAMH.

3. OtBeThTe Ha KOHTPOJILHBIC BOIPOCHI JJISI CAMOIIPOBEPKH, UMEIOIUECs B y4eOHUKE,
KOHCIIEKTE U T. [I.

4. KpaTko nepeckakuTe cofepKaHue H3y4eHHOI0 MaTeprasia «CBOMMHU CIOBAMMY.

5. Boblyunrte omnpezeneHHs OCHOBHBIX MOHSTHH, yCIOBHblE 00O3Ha4YeHHs, (OpMyIbl U
KOHCTPYKLIUU.

[TonroroBka K MpakTUYECKUM 3aHATHIM

B Xoxe mHOAroTOBKM K NPAaKTUYECKMM 3aHATHUSAM HEOOXOAMMO H3YyYHTh OCHOBHYIO
JIUTEpaTypy, O3HAKOMUTHCS C JOMOJHUTENBbHOW JMTEpaTypod, HOBBIMU MYOJUKALUsAMHU B
NMEepPUOJNYECKUX M3JaHMUSIX, O3HAKOMUTBCA C TporpaMMHBIM obOecrneueHuem. Clenyer
nopabaThIBaTh CBOM KOHCHEKT JIEKIUH, JAeas B HEM COOTBETCTBYIOIIME 3allCH U3 JTUTEPaTyphl,
PEKOMEHI0BAaHHOM MpenoAaBaTesieM U MpelycCMOTPEHHOH Y4eOHOH MporpaMMon.

3akaH4YMBaTh MOATOTOBKY CIEAYET 3aKpEIUIEHMEM MaTepuajla C HCIOJIb30BAHUEM
COOTBETCTBYIOIUX MPOTPaMMHBIX IPOAYKTOB.

Bce npaktuueckue 3aianus, NpeaycCMOTpeHHbIE pabodeil mporpaMMoii, MpeCTaBlIeHbI B
(oH/Ie OLICHOYHBIX CPEJICTB MO TUCIUILINHE.

Kpurepun onieHUBaHMsI BBIMOJIHEHHBIX MPAKTUYECKUX padoT:

- NPaBUIBHOCTh BBINOJHEHUSI paboThl (OTCyTCTBHE (DAKTUUECKUX, JIOTUYECKUX H

JIPYTUX OLINOOK);
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- MOJTHOTA BBITIOTHEHUS paOOTHI,

- CBOCBPEMEHHOCTbH BBITTOJIHCHUS;

- NPaBUWIBHOCTh OPOPMIICHHS OTUETA.

3a 3amaHus, BBIOJHEHHBIC II03)KE YCTAHOBJICHHOTO CpPOKAa WM C HApyHIICHUSIMHU
TpeboBaHMUI K 0POPMIICHHUIO, OIICHKA Ha Ol CHHYKACTCSL.

[Topsiiok opranu3anuu caMOCTOSITEIbHOU pabOThI CTYIEHTOB

CamocrosTenbpHas paboTa CTYIEHTOB CIIOCOOCTBYET Pa3BUTHIO CAMOCTOSATEIBHOCTH,
OTBETCTBEHHOCTH M OPTaHU30BAaHHOCTH, TBOPUYECKOTO TMOAX0/1a K PEIICHHUIO TPOOIIEM yUeOHOTO U
pohecCHOHATLHOTO YPOBHSI.

[lenpro caMOCTOATEIHHOW PAOOTHI CTYACHTOB SBISICTCS: OBJAJICHUE MPAKTHICCKHUMHU
3HAHUSMH, MPO(YECCHOHAILHBIMA YMECHUSMHU W HABBIKAMHU JESATEIBHOCTH TI0 CIEIHAIbHOCTH,
OIBITOM TBOPYECKOH, UCCIICIOBATEILCKOM NESITETLHOCTH.

CamocrosiTenbHas paboTa CTyIEHTOB MPEANOJaraeT:

- CaMOCTOSITCIIbHBIN TOWCK OTBETOB W HEOOX0IuMOW WH(GOpMAIMU B pPaMKax
U3Yy4aeMbIX TEM;

- BBINOJIHEHHUE 33JJaHUI JIJIST CAMOCTOSITEIIbHON pabOThI, B TOM YHCJIC TECTOB;

- U3y4eHHE TEOPETHUYECKOTO W JIEKIIMOHHOTO MaTepuana, a TakkKe OCHOBHOW M

I[OHOJIHI/ITCJIBHOﬁ JIMTCPATYPhI IIPU IMOATOTOBKE K IMPAKTUYCCKHUM 3aHATUAM.

5. YueOHasi 1uTepaTypa U pecypcbl MH(POPMALMOHHO-TEIeKOMMYHHKALIMOHHOI
cetn «MHTEpHET»

OcHoBHAas1 IUTepaTypa

1. 3yboBa, E. /1. UndopMalMOHHBIE TEXHOJIOTUU B MPO(ECCHOHATBHON AEATENbHOCTH :
yuebnoe nocodue qs CITO / E. 1. 3y6oBa. — 4-e u3n., crep. — Cankr-IletepOypr : Jlans, 2025.
— 212 ¢. — ISBN 978-5-507-52598-0. — Tekct : snekTpoHHBIA // JlaHB : 3JIEKTPOHHO-
oubnuoreunass cucrtema. — URL: https://e.lanbook.com/book/455726 (nmata oOparieHus:
12.11.2025). — PexxuM 0CTyMA: Il aBTOPH3. TIOJIb30BATEINCH

2. JloBuos, B. A. Un(popmanoHHbIe TEXHOIOTHH B MPO(HECCHOHAIBHON JIEATETbHOCTH :
yuebHo-MeToanueckoe nocodue / B. A. JlopuoB. — Tam60B : TI'Y um. I'.P./lepxaBuna, 2025. —
118 c¢. — ISBN 978-5-00078-900-1. — Texkct : anmekTpoHHBIH // JlaHb : 3JIEKTPOHHO-
oubnuoreunas cucrema. — URL: https://e.lanbook.com/book/504499 (mata oGparenus:
12.11.2025). — Pexxum noctyna: 1Jisi aBTOPH3. MOJIb30BaTeeH

3. ®enoros, I'. B. UnpopmaninoHHbIe TEXHOJIOTUHU B TPO(PECCHOHATBHOM IeSTETLHOCTH /

I'. B. ®enoroB. — Cankr-IlerepOypr : Jlanb, 2024. — 136 ¢. — ISBN 978-5-507-48044-9. —
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Tekcr : onextpoHHbii // JlaHb : 3JeKTpoHHO-OMOIMOTeuHass cuctema. — URL:
https://e.lanbook.com/book/362834 (nara obOpamenus: 12.11.2025). — Pexum gocrtyna: uis

aBTopu3. [lonb3oBareneit

JlonoJIHUTeIbHAS JTUTepaTypa

1. Odunmaneueiii cait GitHUb: — nokymenrauus u pecypesl mo Git u GitHub

2. Microsoft Developer Network: — TexHuyeckas JIOKyMEHTAalMs M y4cOHBIE
MaTepUaIbI

3. Oracle Technology Network: — pecypcel mo 6a3am [JaHHBIX M OOJa4HBIM
TEXHOJIOTUSM

4, Docker Hub: — pemnosuropuii Docker-o0pa3oB u 1oKyMeHTaIHs

5 Stack Overflow: — coob1ecTBO pa3pabOTINKOB

6 GitHub Education: — oGpa3oBareibHble pecypchl

7. Microsoft Learn: — oOyuaromnye mMarepualisl o TexHonorusiMm Microsoft

8 Google Developers: — pecypcsl o pa3padotke Google

9 AWS Documentation: — mokymenTanus Amazon Web Services

10.  Yandex Cloud Documentation: — moxymenTtanus Yandex Cloud

HNurepHer-pecypcesl

1. Odunmnanesrii caiit GitHub: — moxymenrtanus u pecypcest no Git u GitHub

2. Microsoft Developer Network: — TtexHuyeckas JTOKyMEHTAalHs M y4cOHBbIC
MaTepUabl

3. Oracle Technology Network: — pecypcbl 1o 0a3aM JaHHBIX U OOJaYHBIM
TEXHOJIOTUSIM

4. Docker Hub: — penosutopuit Docker-o6pa3oB u ToOKyMeHTAIUs

5. Stack Overflow: — coo0riecTBO pa3paboTUNKOB

6. GitHub Education: — o0Gpa3oBaTesbHbIE pecypChl

7. Microsoft Learn: — oOyuaronye marepuaisl o TexHonorusiMm Microsoft

8. Google Developers: — pecypcsl o pa3padorke Google

9. AWS Documentation: — moxymenTanus Amazon Web Services

10.  Yandex Cloud Documentation: — moxymenTtanus Yandex Cloud

HOpMaTI/IBHO-TeXHI/I'-leCKaﬂ JOKYMCEHTaAUA:
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1. 'OCT P 51898-2002 — OcHOBHBIE TOJOXKEHUS MO0 Oe30MacHOCTH
MH()OPMAIIMOHHBIX TEXHOJIOTUH

2. I'OCT P HCO/MDBK 27001-2021 — CucreMsl MeEHEIKMEHTA
nH(pOpMaMOHHOM 6€30MacHOCTH

3. ['OCT P 59795-2021 — TpeboBaHus K COIEPKAHUIO TOKYMEHTOB

4, ®epnepanbublil 3akoH No 152-03 — O nepcoHaIbHBIX JaHHBIX

5. ®enepanbubiii 3akoH Ne 187-®3 — O 06€30MaCHOCTH  KPUTHYECKOM

nH(pOpMaMOHHON HHPPACTPYKTYPHI

6. PCI DSS — Crannapt 6€301acCHOCTH JaHHBIX MJIATEKHBIX KapT

7. GDPR — OO6muii pernamMeHT 1o 3amuTe JaHHBIX

8. ISO/IEC 27001:2013 — Cucrembl MeHEIKMEHTa HH(DOPMAIHOHHON
0€30MacHOCTH

9. ISO/IEC  27002:2013 —  TIlpakTuyeckue mpaBWja  yIPaBICHUS

MH(GOPMAIIMOHHOHN 0€301MacHOCTHIO

10. RFC 5322 — Crannapt opmara 351eKTPOHHBIX COOOIIEHUN

6 MaTepHaJIbHO-TeXHI/I‘leCKaﬂ 6833, ]/IH(l)OpMaIII/IOHHI)Ie TEXHOJOT'UH, IIPOIrPAMMHOC

o0ecneyeHue I/IH(l)OpMalI]/IOHHI)Ie ClIpaBOYHBLIC CUCTEMBI

/Jlna peanuzayuu oucyuniunvl HeOOX00UMBbL:
JlaGopaTopus HHPOPMAIMOHHBIX TEXHOJIOTHIA U ONEPAIIHOHHBIX CUCTEM:

— paboume cTaHIMH (MIEPCOHAIBHBIE KOMITBIOTEPHI) C XapaKTePHCTUKAMH HE HIDKE:
nporeccop — Intel Core i3 (unu ananoruunsiit AMD), O3Y — 16I'b, SSD — He MmeHee
256 I'b;

— TPOEKIMOHHOE 000pyI0BaHNE (TIPOSKTOP/MHTEPAKTUBHAS JOCKA) ISl AEMOHCTPAIIAN
MaTepHaloB;

— CeTeBOE MOJAKIIOUEHHE CO CKOpOocThIo He MeHee 100 Mowut/c.

Ilpozpammnoe obecneuenue:

Oneparmonnas cucrema (PEJl OC 8.0 unu anasor)

I1O nns mpocmotpa nokymeHToB B hopmare PDF (Atril unu anasnor)

I1O nns apxuBanuu (Engrampa win anaor)

IO oducueiii mnaxer (IIporpammusiii mnaker P7-Oduc. IIpodeccronanbHbIi

(neckromnHas Bepcus), [Iporpammusiii naket LibreOffice unu ananoru)
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1O Be6-6pay3zep (Anpexc bpaysep, Chromium, Google Chrome wnu ananorm)

[1O penakrop auarpamm (P7-I'paduka, draw.io wim ananorn)

ITO Cuctemsr korTposns Bepeunit (Git, GitKraken niam ananorm)

[Iporpammuas mnatdopma (NET, Java SE Development Kit, Anaconda3 wnu
aHAJIOTH)

IO cpena paspaborku (JetBrains Rider, Microsoft Visual Studio Professional,
PyCharm Professional Edition, IntelliJ IDEA Ultimate, JetBrains WebStorm, Eclipse IDE for
Java nim anamorn)

Cpena s pazpabdotku rpaduueckux uarepdericon (Kivy Designer, Qt Designer min
aHAJIOTH)

Texcrosbiit penaktop (Sublime Text, Visual Studio Code unu ananoru)

Kiuent ns paboter ¢ API (Postman win anasor)

IO CVYBJ (JetBrains DataGrip, DBeaver Community, PgAdmin, MySQL

Workbench wiu ananorn)

Inekmponno-ouoauomeunvie cucmemot (36C):

9BC «BOOK.RU». — URL: https://book.ru/

1

2 9BC «Znaniumy». — URL.: https://znanium.ru/
3 3BC «Aiibyke». — URL: https://ibooks.ru/

4. 3BC «Jlanub». — URL: https://e.lanbook.com/
5
6

3BC «Opaiit». — URL: https://urait.ru/
Onekrponnbie kataioru oubimoreku C3UY PAHXul'C. — URL: https://sziu-

lib.ranepa.ru/
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