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1 O6mme nonoxenus

1.1 Ob6aacTh NpuMeHeHHUsI MPOrPaMMBbI

Pabouas mporpamma y4yeOHON AuCUHUIUIMHBI «KOMIBIOTEpHBIE CETHU» SIBISIETCS YacTbiO
OCHOBHOU TpodhecCHOHATBHONW 00pa3oBaTenbHON mporpaMMmbl B cootrBerctBuu ¢ OI'OC mo
cneuuanbHoctd CITO 09.02.11 «Pa3paboTka u ynpaBieHHE IPOTPaMMHBIM 00ECTICUCHHEM».

1.2 MecTo THCHUIJIMHBI B CTPYKTYP€e OCHOBHOI MpodeccHoHaILHOIT 00pa3oBaTebHOI
NPOrpamMmbl

JucuumivHa SBISETCS 4YacThio MPO(EeCCHOHAIBHOW MOITOTOBKM U BXOAHWT B ITUKII
obmenpopeccuoOHaNbHBIX TUCIMIUIMH. bazupyercs Ha TakUX IUCHMIUIMHAX, Kak «MHpopmaTnkay,
«APXHUTEKTypa anmapaTHBIX CcpeaAcTB», «OnepanuoHHbIE CHUCTEMBbl M CpPEIbl», U SBISIETCA
OCHOBOTMOJIAraroleil 1 TakuxX JUCIHILINH, Kak «YIpaBieHue 0a3zamMu JaHHBIX», «Pa3zpaboTka
IIPOTPaMMHBIX MOAYyIe», «lloanepxka U TeCTUPOBaHUE IPOTPAMMHBIX MOAYJIEN», «be30nacHOCTh
IIPOrpaMMHOT0 obecnieueHus». JucuuminHa usydaercst Ha 3 Kypce B 5 ceMecTpe.

1.3 llesan u 3a1a4u y4eOHO# TMCHHIJIMHBI:

Lens y

CUCTCMATU3UPOBAHHLIX 3HAaHUM U MMPAKTUYCCKUX HABLIKOB B obnactu IIPOCKTUPOBAHUA, HaCTpOfIKH

JUCHUITIINHBI ((KOMHLIOTepHBIe CeTU». (I)OpMI/IpOBaHI/Ie CTYACHTOB

1 00CITY)KMBaHUSI KOMIIbIOTEPHBIX CETEH.
1.4 Tlnanupyemble pe3yabTaThl 00y4eHHs N0 JMCIUIIIHHE

Ilepeyenb 00X KOMIETEHIIUI

Kox
Y HAUMEHOBaHHE

KOMIICTCHIIN
OK 01
Bri6upaTh criocoObl
peleHus 3a1a4
pohecCHOHATBHOMN
eI TeIbHOCTH
MPUMEHHUTENHLHO K
Pa3INYHBIM KOHTEKCTaM

VYMeHusa 3HaHusA

- pacrio3HaBaTh 33]a9y W/WIIK POOJIEMY|- aKTyallbHBIH NPO(heCCHOHATBHBIN 1

B IpO(eCCHOHATBHOM /WU COLIMANILHBIA KOHTEKCT, B KOTOPOM
COIIMATBEHOM KOHTEKCTE, aHAJTM3UPOBATBIPUXOIUTCS padOTaTh U KUTH;

1 BBIICTISITE €€ COCTaBHBIE YacTH; - CTpYKTYypa IUIaHa IS pelIeHus 3a/1a4,
- ONIPEJIEIISATH STAIBI PEIICHNs 33/1a4H, (aJITOPUTMBI BHITOTHEHUS paboT B
COCTaBJIATH IUIAH JICUCTBHS, npodeccnoHaTbHON M CMEKHBIX
[PeaTM30BBIBATH COCTABIICHHBIN IUIaH,  [001acTsX;

OTIpeIeNIATh HEOOXOAUMBIE PECYPCHI; |- OCHOBHBIE HICTOUYHUKH HH(POPMALIUU U
- BBISIBIISITH U 9((EKTUBHO UCKaTh [PECYpPCHI IUIs pelIeH s 3a/1a9 1/ HIH
MH(pOPMAITHIO, HEOOXOTUMYIO IS Mpo0JieM B IPOPEeCCHOHATEHOM W/WITH

[peIIeHHs 3a1a49K /UK TIPOOIIEMBI;

- BJIaJICTh aKTyaJIbHBIMH METOJIaMHU
paboThl B ipodeccHoHaIbHOM 1
CMEXHBIX chepax;

- OLICHUBATH PE3YJIBTAT U MTOCIIEICTBHS
CBOMX JeMCTBUII (CAMOCTOSITENBHO WIN
C IIOMOIIIBIO HACTABHHKA);

COITMATbHOM KOHTEKCTE;
- METO/IbI PA0OTHI B IPOQPECCHOHATILHOM
1 CMEXKHBIX cepax;

- TIOPSIZIOK OIICHKH Pe3yIhbTaTOB
pemenns 3a1a4d npogecCHOHATbHOMN
eATEeTbHOCTH;

OK 02

1c1iop30BaTh
COBpEMEHHBIE CPEICTBA
[MOMCKA, aHAJIN3a U
WHTEpIpeTauy

- OTIpeCIIATE 3a7a4u JIJIs TIOUCKa
MHQOPMAITUY, TUIAHUPOBATH MPOIIECC
[MOVCKa, BEIOUPATh HEOOXOAMMBIE
MCTOYHUKY HH(POpPMALINN;

- HOMEHKJIaTypa HHQOPMAIMOHHBIX
MCTOYHUKOB, TPAMEHAEMBIX B
podecCHOHANIBHON IEATENbHOCTH;
- IPUEMBI CTPYKTYpHUPOBaHUSA

MHpOpMaIu;




TCXHOJIOTHUH OJIA
BBITIOJTHCHU 3a1a4

Kon
W HAUMEHOBAHUE YmMenus 3HaHus
KOMIIETEHIINN
nH()OpPMAITH, H - BBIZICJIATH HanOoIee 3HAYNMOE B - (hopmat opopmIteHUS pe3yIbTaTOB
MH(POPMAITMOHHBIC repeyHe nH(opMaIuy, rmoricka MH(OpMaIny;

CTPYKTYPUPOBATh IMOTYYaeMYO
MH(pOpMAIHIO, 0(hOPMIIAITH PE3yIBTATHI

- COBPEMEHHBIE CPEJICTBA U YCTPOICTBA
WH(OPMATH3AINH, TTOPSAOK UX

KOMMYHUKAIIUIO Ha
TOCYTapCTBEHHOM SI3bIKE
[Poccuiickoit @eaepannn
C yueTOM 0COOCHHOCTEH
COLIMAJIBHOTO U
KyJIBTYPHOTO KOHTEKCTa

npodeccnoHaIbHOM MIOMCKA; PUMEHEHUS,
nesITeIbHOCTH - OLICHUBATH IPAKTHYECKYIO - IpOrpaMMHOE oOecIieueHre B
3HAYMMOCTH PE3YJIbTATOB MOMCKA; npodeccnoHanbHOM AEATEIBHOCTH, B
- IPUMEHSTH CPEJICTBA TOM 4Hcie U(POBBIE CPEICTBA;
MHQOPMAIMOHHBIX TEXHOIOTUH IS
perenns npodeccuoHanbHBIX 3a/1a4;
- FICTIOJIb30BaTh COBPEMEHHOE
MporpaMMHoe obecrieueHre B
MpodecCHOHANBHON AEATENLHOCTH;
- YICTIOJIb30BaTh Pa3IndHbIe U(PPOBBIE
Cpe/CTBa TS PEIICHHS
pohecCHOHAIBHBIX 33]1a4;
OK 05 - TpPaMOTHO H3JlaraTh CBOM MBICIH H[- IpaBuia 0pOpPMIICHHS JOKYMEHTOB;
OCyIIeCTBISAT YCTHYIO U |0DOPMIISTH JOKYMEHTBI Mo  TpaBWia  IIOCTPOCHUS  YCTHBIX
MICEMEHHYIO MpodecCHOHANBHOW ~ TeMaTWKe  HaCOOOIIEHHIA;

rOCyapCTBEHHOM SI3BIKE;
- IPOSIBJIATH TOJIEPAHTHOCTH B pabouemM
KOJIJICKTUBE;

- 0COOEHHOCTH COLIMAIIBHOTO U
KyJbTYPHOTO KOHTEKCTA,;

OK 09

Ilonp30BaThHCS
mpohecCuoHaNBHON
TOKyMEHTAaIlNel Ha
rOCYyZapCTBEHHOM U
I/IHOCTpaHHOM A3BIKAX

- IOHUMATh OOILUI CMBICI YETKO
MPOM3HECEHHBIX BHICKA3bIBAHUH Ha
M3BECTHBIE TEMBI (podeccHoHaTbHBIE
1 OBITOBBIC), TOHUMATh TEKCTHI Ha
0a3oBbIe TIPOPECCHOHATIBHBIC TEMBI;

- y4acTBOBATh B IMAJIOTaX HAa 3HAKOMEBIE
o0mmye 1 npoQecCHOHATBHBIE TEMBI;

- CTPOUTH MPOCTHIE BHICKA3BIBAHUS O
ceOe 1 0 cBoell podecCHOHATBHOM
InesITeIbHOCTH;

- KPaTKO OOOCHOBBIBATH U OOBSICHATD
CBOM JICHCTBHS (TEKYILIUE U
[IaHUpYyEMBIE);

- IICATh MPOCTHIE CBA3HbBIE COOOIIEHUS
Ha 3HAKOMBIE HJIM HHTEPECYIOLIHe

- IpaBHJIa IOCTPOCHUS MTPOCTHIX U
CJIO’KHBIX ITPEIJIOKEHUN Ha
npodeccroHabHbIE TEMBI;

- OCHOBHBIE O0IIEYIOTPEOUTENILHEIC
riaroiisl (ObITOBAs U
pohecCHOHAIbHAS JICKCHKA);

- JIGKCHYECKUH MUHUMYM,
OTHOCSIIIUIACS] K OTTMCAHUIO MIPEIMETOB,
CPEJICTB U MPOIECCOB
npodeccnoHanbHOM AEATETbHOCTH;

- 0COOCHHOCTH TIPOU3HOILCHUS,
[paBuiIa YTEHHS TEKCTOB
npodeccnoHanbHOM HANIPaBIEHHOCTH;

podhecCHOHaIbHBIC TEMBI,

Ilepedyenb npoeccuoHaIBLHBIX KOMIIETEHIUI

Kon
N HAUMCHOBAHUC
KOMIIETEHIIUU

Hasrixkn VYMmenus

3Hanus

11K 3.1

CoOuparh HCXOTHBIE
TaHHBIC IS
[pa3paboTKu
[IPOEKTHOM

- cOOp B COOTBETCTBHUH C
TPYZIOBBIM 33IaHUEM
VMIOKYMCHTaIlNN
BaKa3unKa KacaTelbHO

CT'O 3alIPpOCOB U

- IPOBOJUTH COOp U
AHAITN3 UCXOTHBIX
MTaHHBIX U pa3paboTKH
[IPOEKTHOM

JIOKYMCHTAMU Ha

- OCHOBHBIX IIPUHITUIIOB U
METOJ0B cOOpa 1 aHAIH3a
MCXOIHBIX JAHHBIX JJIS
[pa3pabOTKU MPOEKTHOMH




Kon
M HaUMCHOBaHUE HaBwixku VMmenuns 3HaHMA
KOMITETEHLIMH
TOKyMEHTAIlK HA  [TOTpeOHOCTEH MH()OPMAITMOHHYIO ITOKyMEHTaIH Ha
MH(POPMAITMOHHYI)  [IPHUMEHHUTEIIEHO K CHUCTEMY MH(GOPMAITMOHHYIO CHCTEMY;
CHUCTEMY. runoBou MC; onpeaessaTh TpeOOBaHUS |- BO3MOXKHOCTH TUIOBOH MC;
B COOTBETCTBHH C - aHKCTUPOBaHUC 1 (YHKITMOHAIBHOCTD - MpeaMeTHas 00JIacTh
TpeOOBAHISIMHI MpeaCTaBUTEIICH MH(pOpPMAITMOHHON ABTOMAaTH3aL1H;
3aKa3urKa 3aKazuuKa B CHCTEMBI Ha OCHOBE - HHCTPYMEHTBI U METOJTbI

COOTBETCTBHU C
TPYZOBBIM 33/IaHHEM;
- HIHTEPBBIOMPOBAHUE
[pEICTaBUTENCH
Baka3durKa B
COOTBETCTBHUH C
TPYIOBBIM 33JJaHUEM;
- TOKYMEHTHPOBaHE
COOpaHHBIX JaHHBIX B
COOTBETCTBHUH C
[perIaMeHTaMu
OpraHHU3aIlNy;

COOpaHHBIX JAHHBIX;

- OPTraHU30BHIBATH U
YIIPaBISATh MPOLIECCOM
cOOpa UCXOIHBIX JaHHBIX
711 pa3paboOTKH
MPOEKTHOU
TOKYMECHTAIVH;

- IPOBOJNTH
AHKETUPOBAHIE;

- IPOBOJIUTH
MHTEPBBIOMPOBAHHE;

BHISIBJICHUS TPEOOBaHUI;

- TEXHOJIOTMH MEXJINYHOCTHOU U
pYINOBOH KOMMYHHKALIUH B
IMeI0BOM B3aMMO/ICHCTBHUM,
OCHOBBI KOH()JIMKTOJIOTHH;

- ADXUTEKTYypa, yCTPOMCTBO U
(yHKIIMOHUPOBaHKE
BEIYUCITUTEIBHBIX CUCTEM;

- KOMMYHHKaIOHHOE
000OpyIOBaHUE;

- CETEBbIE IPOTOKOJIBI;

- OCHOBBI COBPEMEHHBIX
OTIEepallnOHHBIX CUCTEM;

- OCHOBBI COBPEMEHHBIX CHCTEM
ypaBiieHHs 0a3aMM JaHHBIX;

- YCTPOHCTBO U
(YHKIIMOHUPOBaHKE
coBpemeHHbIX UC;

- COBpPEMEHHbBIE CTaHAAPTHI
MHPOPMALTMOHHOTO
B3aMOJCHCTBUS CHCTEM;

- IPOrpaMMHBIE CPEJICTBA U
1aThopMbl HHOPACTPYKTYPHI
MH(POPMAITUOHHBIX TEXHOIOTHUH
OpraHu3aLuii;

- CUCTEMBI KIIacCU(pHUKALUU U
KoapoBaHus UHGOpMAIWH, B
[TOM YHCIIe IPUCBOEHHE KOJIOB
IMOKyMEHTaM U 3JIeMEHTaM
CIIpaBOYHHKOB;

- oTpacjeBass HOpMaTUBHAS
TeXHUYECKas JOKYMEHTALHs;

- ICTOYHUKH HH(OpMAIIHHY,
HEOOXOIUMOH ISt
podeccnoHanbHON
InesITebHOCTH;

- COBPEMEHHBIN OTEYECTBEHHBIN
11 3apyOEKHBIN OIBIT B
mpodeccuoHanbHON
IesITeTbHOCTH;

- OCHOBBI OyXTalITEpPCKOTO yueTa
1 OTYETHOCTH OpraHHU3aLuii;

- OCHOBBI HaJIOTOBOT'O
3aKOHOJIATENbCTBA POCCUHCKOM
(beneparym;

- KyJIBTYpa peuu;

- IpaBMJIa AEJT0BON MEPENHCKH;




B PE3YIbTATE OCBOCHUA yqe6H0171 JAUCHUIITIMHBL CTYACHT JOJIXKCH:

HUMCTb

MPaKTUYECKUMN

OIIBIT

. [IpoexTrpoBaHus CTPYKTYPHI TIOKATBHBIX BRIYUCIUTENBHBIX ceteld (JIBC)
. Hactpoiiku cereBoro 060pynoBanus (KOMMYTaTOPbI, MapIIPyTH3ATOPHI)
. YCTaHOBKY U KOH(PUTYPUPOBAHUS CETEBBIX OMEPAIIMOHHBIX CUCTEM

. lnarHoCcTUKH M yCTpaHEHUS] HEUCIIPABHOCTEH B KOMITBIOTEPHBIX CETSIX

. Hactpoiiku u ynpasnenus cereBeiMu ciryx0amu (DHCP, DNS, FTP)

. MoHHMTOpUHTA CETCBOW NMPOU3BOIUTEIBPHOCTH U aHau3a Tpaduka

. Peanuzanuu 6a30BBIX MEXaHU3MOB CETEBOM OE30MaCHOCTH

. PaGoThI ¢ ceTeBbIMU CHMYISTOPAaMU U CPEACTBAMH MOJICITUPOBAHUS

. Co3manus 1 yrpaBJieHus BUPTYAIbHBIME JOKaTbHBIMU ceTsiMu (VLAN)
0. JlIokyMEHTHPOBaHUs CETEBON MHPPACTPYKTYPHI M KOH(HUTYparmii

YMETb

01NN WNHRIE ORI W

. [IpoekTHpOBaTH TOMOJIOTHIO JIOKAILHON CETH € Y4€TOM TEXHUYECKHX TPeOOBaHHM
. PaccuntbiBath [P-anpecanuio 1 Macku nojceren

. HactpauBats ceTeBoe 000pynoBaHNe HAYaIBHOTO U CPEIHETO YPOBHS

. YcTaHaBIMBaTh M HACTPAUBaTh CETEBBIE ONEPAIIMOHHBIE CUCTEMBI

. JnarHoctupoBaTh HEHCIPABHOCTH Ha pa3HbIX YPOBHsX ceTeBoi Moaenu OSI

. HactpauBats u agmunucTprpoBath ceteBbie ciy:x0s1 (DHCP, DNS, FTP)

. Ucnonb30BaTh cpeaicTBa MOHUTOPHUHTA ISl aHAJIM3a CETEBOTO Tpaduka

. HactpauBaTh 6a30Bble MEXaHM3MBI 3aLUTHI CETEBOH HHPPACTPYKTYPHI

9.
10. PaGoTtatsb c ceTeBpIME yTHIIMTaMH (ping, tracert, ipconfig, ifconfig)

11. AHanu3upoBaTh U HHTEPIIPETUPOBATH PE3YIbTATHl JUATHOCTUKU CETH

12. HacTpauBaTh CTATHYECKYIO U JUHAMUYECKYIO MapLIPYyTU3ALHIO

13. ObGecrnieunBaTh pe3epBHOE KOMTUPOBAHUE CETEBBIX KOH(DUTYpaIuii

14. IokyMEeHTHPOBATh CETEBYIO HHQPACTPYKTYPY M U3MEHEHHS B KOHPHUTYpaluu

Co3znaBaTh U yNpaBIsSITh BUPTYAIbHBIME JOKaTEHBIMU ceTsiMu (VLAN)

3HATh

03N LA~ W

1.
. Cerepie monenu OSI u TCP/IP, ux ypoBHU U (HyHKITHH

. [Ipunmmner paboTsel 0cHOBHBIX ceTeBbIX poTokoios (TCP, UDP, IP, ICMP)
. Metonas! anpecanyu B IP-cetsix (IPv4, IPv6)

. Texnonoruu nmoctpoeHus JokanbHbIX ceteit (Ethernet, Wi-Fi)

. ApXUTEKTYpY ¥ IPUHIUIBI paOOTHI CETEBOTO 000PYI0BAHU

. OCHOBBI ceTeBoii 6€30MaCHOCTH U METOJIBI 3alIUThl HH()OpMAIUN

. [lpuHIuIel paboThI CETEBBIX CIIYK0 M CEPBUCOB

9.
10. CoBpeMeHHBIE TCHICHITUN Pa3BUTHUS CETEBBIX TEXHOIOTUN

11. CranmapThl ¥ MPOTOKOJIBI OECIIPOBOIHBIX CETEH

12. IlpuHIMIIBI OpraHu3aluy BUPTYaJbHBIX YacTHBIX ceTeil (VPN)

13. OCHOBBI MEXCETEBOTO SKPAHUPOBAHNUS 1 (PUITBTpauy Tpaduka

14. HopMaTHBHO-TEXHUYECKYIO TOKYMEHTAIIMIO B 006JJaCTH KOMIIBIOTEPHBIX ceTel

OcHOBHBIE IPUHLUIIBI TIOCTPOCHUS KOMIIBIOTEPHBIX CeTel

MeTO,Z[LI AUArHOCTUKU U MOHUTOPUHI'a KOMIIBIOTCPHBIX cereit

2 CTpyKTYypa ¥ cofiepKaHue AUCHUIIIMHBI

2.1 O6bem yueOHOI TUCHHUIIHHBI U BUBI padoT

Bi bl yueGHO# paGoTs! O6beM yueOHO paboTHI,

Jac.

YuebHas Harpy3ka o0y4aroIMxcsi BCEro, B TOM YHUCIIE! 64

JEKLUU 12

MPAKTUYECKHUE 3aHATH 36

KypcoBas paboTta -

camocTosiTeNbHas paboTa 00y4aroImuxcs 14

KOHCYJIbTAIIUU 2




MPOMCIKYTOUHAA aTTCCTALUA

dopma MPOMEKYTOUHOM aTTECTALUU

2.2 TeMaTH4YeCKHii MJIAH U COAEPKAHUE TUCHUILIMHBI

3ayeT ¢ OLEHKOU

Ne
/1

HanmeHnoBanue Tem
(pa3nenoB)

Copneprxanue TeM (pa3zaeioB)

Pacnpenenenue

Dopmu-

4acoB pyemblie

J

I1IP | CPC KOMIIE-

TEHLNH

Paznen 1. OCHOBBI KOMIIBIOTEPHBIX CETEN

Tema 1.1.
BBenenne B
KOMITbIOTEPHBIE CETH

Conep:xanue yueOHOro Marepuasia
OCHOBHBIE TTOHSATHS U OTIPECIICHHS.
Knaccudukarus cereit: mo
TePPUTOPUAIIEHOMY TPU3HAKY, 110
ApXUTEKType, o Tononoruu. Vicropus
a3BUTHSI KOMITBIOTEPHBIX CETeH

OK 02

Tema 1.2.
CeteBbie Mozenu OSI
u TCP/IP

Conep:xanue yueOHOro Marepuasa
Mogens OSI: cemb ypoBHEH, QpyHKIHN
Kkaxaoro yposas. Monemns TCP/IP:
yeThipe ypoBHs. CpaBHUTENBHBIH
aHanu3 Mozeinel. Hkancysims
ITaHHBIX.

IIpakTH4ecKue 3aHATHS:

IAHaITU3 CETEBBIX uHTepdericor
[IpakTuka: N3yuenue CETEBbIX
uaTepdetico B OC Windows u Linux.
Hcnonp3oBanue  yTwiautT  ipconfig,
ifconfig. Hacrpoiika OCHOBHBIX
MapaMeTpoB CETEBOrO  MOJKIIOYCHHMS.
PabGota ¢  ceTeBBIMH  YTHJIMTaMHU
OCBOEHHE OCHOBHBIX CETEBBIX YTHIIUT:
ping, tracert, pathping, nslookup.
/IMarHoCTHKa CETEeBBIX IOJKIIOUEHHH.
\AHAJIM3 ~ pe3yNbTaTOB  BBIMOIHEHHUS
KOMaH]I.

Vcnonb30BaHue aHanu3aTopa Tpaduka
IIpakTuka: VYcraHoBKa UM HAcTpoiika
\Wireshark. 3axBar W aHaim3 ceTeBOrO
rpaduka. OunpTparus nakeToB. AHAIH3
3aroJ0BKOB pa3lIWYHbIX IPOTOKOJIOB

OK 01,
OK 02,
OK 09,
TIK 3.1

Paznen 2. CETEBBIE ITPOTOKOJIbI 1 AIPECALIUA

Tema 2.1.
[IpoTOoKOIBI
KaHaJBHOTO U
CETEBOTO YPOBHS

Coaepsxanue y4e0HOro MaTepuaJia

[IpoTOKOIBI KaHAIBHOTO YPOBHS:

Ethernet, PPP. TIpoTokouisl ceTeBoro

ypoBHs: IP, ICMP, ARP. [TpuHummnst
a0O0TBHI MPOTOKOJIOB.

OK 01,
OK 02,
OK 09,
MK 3.1

Tema 2.2.
IP-anpecanus u Mmacku
rmojcerei

Conep:xaHnue yueOHOro MaTepuasa
'YueOns1it matepuan: Ctpykrypa [Pv4-
anpecoB. Knaccel cereil. becknaccoas
anpecarus (CIDR). Pacuer macok
nmoxacereir. Ocobernoctu IPv6.
IIpakTH4eckne 3aHATHA:

Pacuer [P-anpecos Pacuet ceTeBbIx
aJIpeCcoB, NIMPOKOBEIIATEIbHBIX
aJpecoB, auamna3oHoB host-aapecos.

10 | 2 |oKol,
OK 02,
OK 09,

MK 3.1
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/1

HaumenoBanue Tem
(pa3nenos)

Copneprxanue TeM (pa3zaesioB)

Pacnipenenenne

qaCOB

J

I1P

CPC

dopmu-
pyeMele
KoMIIe-
TEHIIUU

Pa3z0uenue cetu Ha mojacetu. Pacuer
MacOK IEPEMEHHOH JIMHBI.

HacTtpolika ctaTuueckoi
Mapipytusanuu [Ipaktuka: Hactpoiika
cTatndeckux MapupyTtoB B Cisco Packet
Tracer. Co3maHue CIOXKHBIX CETEBBIX
Tornojoruu. TecTupoBaHue CBSI3aHHOCTU
cerelt. [IpakTuueckoe 3ansaTre AHamu3
ceteBoro Tpaduka ['myOokuit ananms
ceTeBOro Tpauka ¢ MCTIOIH30BAHNEM
Wireshark. M3ydenue cTpyKTyps
Ethernet-¢peiimos, IP-nakeros, TCP-
CErMEHTOB.

Paspea 3. JOKAJIBHBIE CETU 1 OBOPYJIOBAHUE

Tema 3.1.
TexHomornu
[MOCTPOEHUS
ITOKaJIbHBIX CeTEH

Conep:xanue yueOHOro Marepuasa
Texnonorus Ethernet. [IpuaTmme
paboThl KOMMYTaTOpOB. BupTyanbHbie
mokxanpHbIe ceTh (VLAN).
becnipoBoansie cetn Wi-Fi.
IIpakTH4ecKue 3aHATHS:
[MpoextupoBanue JIBC. Pazpaborka
MIPOEKTa JIOKAJILHOU ceTH [uis ouca.
Br16op obopymoBaHusl.
[MpoexTrpoBaHue Tonojaoruu. Pacuer
pousBoauTensHOCTH. Hactpoiika
KOMMyTaTopa. ba3oBast HacTpoiika
kommyTtaropa Cisco. Hactpoiika
noptoB, ynpasineHune MAC-Tabnurei.
HacTtpoiika OCHOBHBIX ITapaMeTPOB
Oe3omacHOCTH.

Coznanne BupTyanbHbix cereid (VLAN)
IpaxTtuka: Co3naHre u HaCTpoiika
\VLAN nHa kommyTtaTope. HacTpoiika
VLAN Trunking Protocol (VTP).
Me>xBJIaHOBCKAsi MapIIPyTU3AIUSL.

OK 01,
OK 02,
OK 09,
ITK 3.1

Paspean 4. CETEBBIE CJIYKBbI 1 BE3OITACHOCTD

Tema 4.1.

CeTeBble CITYXKOBI 1
[POTOKOJIBI
MPUKJIaIHOTO YPOBHS

Conep:xanue yueOHOro Marepuasa
[TpOTOKOJIBI TPUKIIATHOTO YPOBHSI:
HTTP, HTTPS, FTP, SMTP, DNS.
[TpuHIMITEL pabOTHl BEO-CEPBUCOB,
QIIEKTPOHHOM MOYTHI, (halIOBBIX
0OMEHOB.

IIpakTH4eckne 3aHATHA:

Hactpoiika DHCP u DNS. YcranoBka u
Hactpoiika DHCP-cepsepa. Co3manue
oOmacteit DHCP. Hactpoiika DNS-
cepBepa, CO3JJaHKe 30H MPSMOTO U
00paTHOTO TIPOCMOTpA.

[IpakTuueckoe 3anarue. OCHOBBI
ceTeBoil 6e3zomacHocTu. Hactpolika
0a30BbIX MpaBwil GUIBTPAIUK TpaduKa.
Hactpoiika Opanamayspa Windows.

10

OK 01,
OK 02,
OK 05,
OK 09,
TIK 3.1
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Ne | HaumenoBanue TeM Copneprxanue TeM (pa3zaesioB) Pacnipenenenne | ®dopmu-
/o (pa3nenos) 4acoB pyeMele
J | IIP | CPC | Kowmme-

TEHIIUU

Ocnosl koH(purypanun ACL Ha
MapuipytuzaTopax Cisco.

3armmTa OECIIPOBOIHBIX CETCH.
Hacrpoiika Touku nocryna Wi-Fi.
Peanu3zamyst MeTogoB 0€30MacHOCTH:
WPA2, WPAS.

Hacrpoiika ckpeitus SSID, duisTparun
no MAC-aapecam.

Uroro vacos:| 12 36 14

2.3 PeriaMeHT pacnpeaejieHusi BUA0B padoT mo gucuuniune ¢ 10T
JlaHHasi NMUCIUIUIMHA PEau3yeTcss ¢ MPUMCHCHHEM IUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
texHonoruit (J1OT). Pacnpenenenue BUIOB y4eOHOUM pabOTBI, (GOPMATOB TEKYIIETO KOHTPOJIS

npeacTasieHsl B Tabmuie 2.3.

Tabnuna 2.3. — Pacnpenenenue BUI0B yueOHOM pabOTHI U TEKYIIEH aTTecTaluu

Bua yuyeOHoili padoThbl ®opmaT npoBeIeHus!

Jlex1IMOHHEBIE 3aHATUA Yactuuno ¢ npumenenuem J1OT
IIpakTrueckue 3aHATUSL Yactuyno ¢ npumenenueM JJOT
Tekyuuii KOHTPOJIb Yactrnuno ¢ npumenenneM JJOT
IIpomexyTouHas arrecTanus KonrakTtHas aynuropHas pabora
@opMBI TEKYIIET0 KOHTPOJISA DopmaT NpoBeIeHUs

TectupoBanue Yactuuno ¢ npumenenuem JJOT
Hoxnanst KonTakTHast aynutopHas pabota
Ormpoc KonrakTHas ayautopHas padbota
IIpakTrueckue 3a1aHus Yactuuno ¢ npumenenuem JJOT

I[OCTYH K CUCTEMC NTUCTAHIIMOHHBIX 06pa3OBaTeHI)HBIX ImporpamMm OCYHICCTBIIACTCA KaKIbIM
00yJaroImuMCsl CaMOCTOSITENILHO C JII000ro ycTpoiicTBa Ha moprane: https://sziu-de.ranepa.ru, B
COOTBETCTBHUH C X WHAWBUIYaTbHBIM IAPOJIEM H JIOTHHOM K JIHYHOMY KaOWHETY/ IPOQHIIIO.

TekyIuii KOHTPOJIb, MPOBOAMMBIN B CHCTEME THUCTAHIIMOHHOTO OOYYEHHS, OIIEHUBAIOTCS
KaK B CUCTEMEC JUCTAHITUOHHOI'O O6y‘-IeHI/ISI, TaK U IPErnogaBaTcjiceM BHC CUCTEMEI.

JlocTyn K MaTepuaiaM JICKIIMA MPEIOCTABISIETCA B TEYEHHE BCETO CEMECTpa M0 Mepe
MIPOXOYKIECHHS OCBOCHHUS MTPOTPaMMBbl. J[OCTYI K KaXKI0My BHIY pabOT U KOJMYECTBO MOMBITOK Ha

BBIITOJIHCHHUEC 3alaHUA IIPEIOCTABIISICTCS OTPAHUYCHHOC BPCMS COTTIACHO PCIIIaMCHTY JUCHUIIIINHEI,
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OHy6.HI/IKOBaHHOMy B CHCTCMC JHCTAaHIIMOHHOI'O 06yquH51. HpenoaaBaTenL OLCHUBACT
BBIIIOJIHEHHBIC 06yLIaIOHII/IMI/IC${ pa6OTBI HE ITO3JJHEC 14 pa6OLII/IX ,I[Hefl IMOCJIE OKOHYaHHsA CPOKa

BBIITOJIHCHH .

3 MaTepHaJ’lbI TEKYLIETr0 KOHTPOJIA YyCII€EBAEMOCTH U l'[pOMe)KyTO‘{HOﬁ aTTeCTallun

00y4aronuxcs

3.1 ®opmbl M MeTOAbI TEeKYylIero KOHTPOJSA YCINEeBAeMOCTH M IPOMEKYTOUYHOM
aTrTecTalMy 00y4Yarommxcst

DopMBI TEKYIIETO KOHTPOJIS yCIIEBAEMOCTH:

Omnpoc (O) mno3BoNSIET BBIABUTH MPAaBUIBHOCTh OTBETa [0 COJEP)KAHUIO, €ro
MIOCJIEI0BATEIBbHOCTh, CAMOCTOATEIBHOCTD CY>K/I€HUI U BBIBOJIOB, CTEIIEHb PA3BUTHUS JIOTUYECKOTO
MBIIIICHHUS.

TecrupoBanue (T) — 3a1anus, ¢ BapuaHTaMu OTBETOB.

Kpurepuu onenuBanus

OLeHKH «OTJIMYHOY» 3aCiIy’KHBAaeT CTYIEHT, €CIU OH OTBeTW] mpaBuibHO Ha 90-100%
BOIIPOCOB TECTA;

OneHKH «XOpoI1I0» 3aCTyKUBAET CTYIEHT, €CJIM OH OTBETUJI IIPAaBUIJIBHO HA YacTh BOIIPOCOB
75%-89%);

OLEHKHN «yJOBJIETBOPUTEIBHO» 3aCTyKUBAET CTYACHT, €CJIM OH MPABUIBHO OTBETUJI YaCTh
BomnpocoB 50%-74%;

OueHKH «HEYI0BIETBOPUTENIBHO» 3aCIyKUBAET CTYIEHT, €CIM OH IMPaBUJIbHO OTBETUI
MeHee yeM Ha 50% BOMpOCoB.

IIpakTyeckoe 3aganue (I13) ncnonb3yercs A 3aKperIEHUS] TEOPETUYECKUX 3HAHUN U
0TpabOTKH HaBBIKOB U YMEHUH, CHOCOOHOCTH IPUMEHSATH 3HAHUS TIPU PEIICHUH KOHKPETHBIX 3a/1a4.

Kputepun onennBanus

OneHKH «OTIMYHO» 3aCIyKUBAET CTY/IEHT, 0OHApYKUBIIUHN ITyOOKOE 3HaHUE MaTepuasa,
yMEHHE CBOOOIHO BHITIOTHSATH 33JaHHsI, TOHUMAOIINN B3aUMOCBSI3b OCHOBHBIX ITOHSITHI TEMBI,

OlLleHKH «XOPOIIO» 3aCITYKHBAET CTYACHT, OOHAPYKUBIIUN TMOJIHOE 3HAHUE MaTepuana;
YCHEIIHO BBINOJHAIONIUI MPeAyCMOTPEHHbBIE 3aJaHUs; U JONYCTUBIINN HE3HAUNTEIbHbBIE OIIMOKHU:
HETOYHOCTH (DAKTOB, CTHIINCTUUECKHE OITHOKH;

O1eHKH «yOBIETBOPUTEIHHOY» 3aCITyKUBAET CTYIEHT, OOHAPYKUBIIUH 3HAHUS OCHOBHOTO

MaTrepuajia B O6T>CMC, HCO6XOZ[I/IMOM JIJIS JallbHEHIIero HU3YyUCHUA NJUCHUIIIINHBI. CHpaBHHIOMHﬁCH
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C BBITIOJTHEHUEM 33JJaHUii; JOMYCTUBIINI MOTPEITHOCTH B OTBETE, HO 00J1a/1al01INi HEOOX0TMMBIMH
3HAHUSAMH JUISL UX YCTPaHEHUs MOJI PYKOBOJICTBOM MPEIO1aBaTes;
OueHKH «HeYAOBICTBOPUTEIBHO» 3aCTy>KUBAET CTYACHT, OOHAPYKUBIIHI CyIlIeCTBEHHBIE
mpoOebl B 3HAHMHM OCHOBHOTO MaTrepHalia; He CIPABJISIOMIUKACS C BBIOJHEHUEM 3aJlaHUM,
JOMYCTUBIINM CEPbE3HBIE MOTPEIIHOCTH B OTBETAX, HYXIAIOUIUMNCA B MOBTOPEHUU OCHOBHBIX

pasaciioB Kypca 1moa pyKoBOACTBOM IIPCIOAABATCIIA.

(D()pM]:I TEKYIIEro KOHTPOJIsA

Ne /m HazBanue Tembl Popwmbi TeKymero
KOHTPOJISI YCTIEBAEMOCTH
1 Tewma 1.1. BBeneHre B KOMIBIOTEPHBIE CETH T, 113, O
2 Tema 1.2. Ceressle moaesn OSI u TCP/IP T, 113, O
3 Tema 2.1. IIpoTOKOIBI KAHAIBHOTO U CETEBOTO YPOBHS T, 113, O
4 Tewma 2.2. IP-anpecanus u Macku nojiceren T, 113, O
5 Tewma 3.1. TexHOIOTHU TOCTPOSHUS JTOKATBHBIX CeTEH T,113, 0
6 Tema 4.1. CereBble cny)0b1 U ipoTOKOJBI IpukiagHoro | T, I13, O
YPOBHS

[Tpumeuanue. B cronbue «®opma TEKyIIero KOHTPOJS YCHEBAEMOCTH, IPOMEKYTOUHOU
aTTeCTalluN» MEPEUUCIIAIOTCS BCE UCHOJIb3yeMble B YUeOHOM IIpolecce M0 AAHHOW IUCLMILIMHE
¢dopmbl KOHTpOJIsE ocBoeHust matepuana. (T — tectupoBanue; 13 — mpakruyeckoe 3amanue, O-

ompoc).

3.2 OnleHOYHBIE CPEACTBA TEKYIEr0 KOHTPOJISI YCIEBAEMOCTH 00YyYAIOIINXCS

IIpuMepsl THIIOBBIX 3aJaHUH VIS IPAKTHYECKUX padoT

Pazoen 1. OCHOBBI KOMITBIOTEPHBIX CETEH

Tema 1.1. BBeieHue B KOMIIbIOTEPHbIE CETH

AHanu3 ceTeBbIX HHTEP(EcoB

3aoanue:

1. Onpenenute IP-anpec, MacKy MoJICETH M MLIIO3 MO0 YMOTYAHHIO TSI BAIlIeT0 KOMITBIOTEpa

2. C nomomsto yrunuThsl ipconfig/ifconfig naitaure MAC-anpec cereBoro aganrepa

3. 3meHuTe HaACTpOWKHM CETEBOro MOJKIIOUEHHs Ha cratuueckuil IP-ampec u3 ceru
192.168.1.0/24

4. IIpoBepbTe NOAKIIOYEHHE K COCEAHUM KOMITBIOTEPAM C IMTOMOUIBIO ping

Pabora ¢ cereBBIMU YTUWJIUTaMU
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3adanue:
1. Ucnionw3ys ping, onpeaenuTe BpeMs OTKJIMKA 70 aapecoB 8.8.8.8 u ya.ru
2. C nomotslo tracert onpeennTe MapuIpyT J10 caiita google.com
3. Ucnonw3ys nslookup, Haitnute IP-ampeca qomena microsoft.com

4. Ilpoananu3upyiTe pe3ynbTarhl pathping 10 BEIOPaHHOTO pecypca

Pazoen 2. CETEBBIE IIPOTOKOJIBI H A/IPECALIHA

Tema 2.2. IP-aapecanus u Macku nojacereit

Pacuer [P-agpecoB

3adanue:

1. s cetn 192.168.50.0/24 pazbetite Ha 4 paBHBIE TIOJICETH

2. Paccuuraiite n1uarna3oHbl aApecoB TSl KaXI0U MOJACETH

3. Onpenenurte MUPOKOBEIIATEIbHBIC aApeca sl KaXK0M MOJICETH

4. Nns cetn 10.0.0.0/8 co3maiite moacets Ha 500 xocToB PaboTa ¢ ¢aiinoBeIMI cUCTEMaMu
Hacrpoiika cTaTuueckoil MapupyTu3anuu

3aoanue:

1. Co3pgaiiTe TOIOJIOTHIO C TPEMSI CETSIMU, COSTMHECHHBIMH Y€pe3 MapIIPyTHU3aTOPhI
2. HactpoiiTe cratnueckue MapmpyThl st 00ECIIeYeHUs! CBA3HOCTH BCEX CETEH

3. I[IpoBepbTe NOCTYMHOCTh MEXK]y BCEMU y3J1aMU CETH

4. loGaBbTe pe3epBHBIN MapIIPYT U MPOTECTHUPYUTE €ro padoTy

Kpurepun oneHku:

— [TpaBUIBLHOCTH HACTPOUKHU CTATHYECKUX MAPILIPYTOB

— ITonHas CBA3HOCTH BCEX CETEU

— KauecTBo TecTpoBaHus paboThI cETH

Pazoen 3. TOKAJIBHBIE CETH H ObOPY/I[OBAHHE

Tema 3.1. TexH0JIOTMU MOCTPOEHHS JIOKAJIbHBIX ceTei
[Tpoextuposanue JIBC

3aoanue:

Pa3paboraiiTe mpoeKT JIOKaIbHON CeTH Il ouca ¢ mapaMeTpaMu:
— 3 otaena o 10 pabounx mMect

— CepBepHas KOMHaTa ¢ 5 cepBepamu

— Kongepenu-3an ¢ Wi-Fi nokpeitrem

— OO0s3aTebHbIC Tpe6OBaHI/I}II OTK%OYCTOIZ‘-IHBOCTB, 0€30IMacCHOCTh
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Kpurepun oneHku:
— OnTuManbHOCTH BBIOOpa 000pYyI0BaHUS
— CoOTBeTCTBHE TEXHUUECKUM TPeOOBaHUAM
— KauecTBo JOKyMeHTalMu NpoeKTa
Hactpoiika VLAN
3adanue:
1. Coznaiite cetb ¢ kKoMmmyTaTopoM U 1BymMsi VLAN
2. Hactpoiite VLAN miist ornenoB "byxrantepus" u "l[Iponaxu"
3. PeanusyiiTe MEXBIaHOBCKYIO MapLIPYyTH3ALUIO
4. Hactpotite nonutuku 6ezonmacHoctu mexay VLAN
Kputepuu oneHku:
— [IpaBunbHOCTH HacTporiku VLAN
— Pa6oTocnocoOHOCTh MEKBIAHOBCKOM MapIIpyTHU3allK

— O} PeKTUBHOCTD MOJIUTUK OE30MTACHOCTH

Paszoen 4. CETEBBIE C/1YKbbI H BE3OITACHOCTD

Tema 4.1. CereBble ¢JIy:K0bI H POTOKOJIBI MPUKJIATHOT0 YPOBHS
Hacrpoiika DHCP-cepsepa

3aoanue:

1. YcranoBure u Hactpoitte DHCP-cepsep Ha Windows Server

2. Co3paiite o6sacThb ¢ auana3zoHoMm aapecos 192.168.100.100-192.168.100.200
3. HactpoiiTe pe3epBUpOBaHUE aIpECOB Il KPUTUYHBIX YCTPOMCTB

4. IlposeprTe padboty DHCP-cepBepa ¢ KIIMEHTCKUX KOMITBIOTEPOB
Kpurepun oneHku:

— ITpaBuiibHOCTH HacTpoliku DHCP-cepBepa

— PaborococoOHOCTH cTyKOBbI

— KauectBO TECTHpOBaHUSA

AHanu3 6e301acHOCTH CEeTH

3aoanue:

1. ITpockanupyiiTe ceTb ¢ moMouIbl0 Nmap Ha HaJu4Kue OTKPBITHIX IOPTOB
2. IIpoananusupyiTe ysSa3BUMOCTH C TOMOIIBIO Nessus

3. CocTaBbTe OTYET O BBISBICHHBIX MpobIeMax 0€30MacHOCTH

4. Ilpennoxxnute Mepel O YCTPAHEHUIO YSI3BUMOCTEN

Kpurepun oueHku:
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— TOYHOCTD BBIABIICHUS YS3BUMOCTEMN
— ['myOuHa aHanmm3a 6€301MacHOCTH

— O00CHOBAaHHOCTh MMPECAJTOKEHHBIX MEP 3alllUThI

IIpuMepsI TeCTOBBIX 3a1aHUI
Yacme 1. 3a0anusn c 661060pom 00H020 RPABUTLHOZ0 OMEEeMa
1. Kako#t mpoToko:s obecriednBaeT mpeoOpa3oBaHue JOMEHHBIX UMEH B [P-anpeca?
a) DHCP
6) DNS
B) FTP
r) HTTP

Yacmp 2. 3a0anua na ycmanoesieHue coomeemcmeus

5. YcTaHOBHTE COOTBETCTBHE MEKIY CETEBBIM YCTPOUCTBOM U €r0 (DyHKIIHEH:
VYerpoiictBo OyHKIMS

1. KommyraTtop A) CoenuHeHHe pa3HbIX ceTei

2. Mapuipytuzarop b) @unbrpanus cereBoro tpaduka

3. MexcereBoil 3kpan B) O0beauHeHue ycTpoiicTB B OHY CETb

4. Konnentparop I') Ycunenue u perpaHcisiius CurHai

Yacme 3. 3a0anus na nociedosamenbHOCMb 0eliCMEuil

6. YcTaHOBUTE MPAaBUIIBHYIO MTOCIIEIOBATEIHLHOCTH Mporiecca ycraHoBku TCP-coennHenns
(three-way handshake):

a) SYN-ACK

6) ACK

B) SYN

r) YCTaHOBIIEHHOE COCTUHEHHE

3.3 OueHoYHbIE CPeICTBA MPOMEXKYTOYHOI aTTeCcTallMU 00y4aI0IMXCS

Bonpocsl 11 MOATOTOBKH K 3a4eTy
Pazoen 1. OCHOBBI KOMITBIOTEPHBIX CETEH
1. laiiTe onpenenenue komnbloTepHoil cetn. Knaccuukanus cereit mo

TEPPUTOPUATIBHOMY ITPU3HAKY.
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2. OCHOBHBIE KOMIIOHEHTBI KOMIIBIOTEPHOU CE€TH. ANIapaTHOE U IPOrpaMMHOE
obecrieyeHue ceren.

3. Mogenb OSI: ypoBHH, GYHKIIUN KKIOTO YPOBHS, MPOIIECC HHKATICYIISAIUN JaHHBIX.

4. Mopens TCP/IP: apxutekTypa, cpaBHeHUE ¢ Mozaenbio OSL.

5. Tumsl ceteBbIX TONOJOTUN. [IpenMyiniecTBa 1 HENOCTATKH KaXkA0M TOIOJIOTHH.

6. [ToHsiTHE IPOITYCKHOM CITOCOOHOCTH KaHaJIa CBSI3U. EAMHUIIBI H3MEpEeHHMS.

7. OcHOBHBIE CEeTEBbIE XapaKTepuCTHKH: latency, jitter, throughput.

8. IlpuHuuIbl MakeTHOM nepenayuu AaHHbIX. KomMMmyTanus KaHaioB U KOMMYTalus
IIAKETOB.

Pazoen 2. CETEBBIE IIPOTOKOJIBI H A/IPECALIHA

1. [Ipotokon IP: Ha3zHaueHnue, cTpykTypa [P-nakera.

2. KnaccoBas u 6eckinaccoas anpecanus (CIDR). Macka noaceru.

3. Pacuer mapametpoB IP-cetu: cereBoi aapec, IIMPOKOBEIIATEIbHBIN apec, JUana3oH
host-aapecos.

4. IIporokonsl TCP u UDP: xapakTtepucTuku, OTan4usi, 00J1aCTH MPUMEHEHHUS.

5. ITopte! u cokersl. Well-known ports.

6. IIporokon ARP: HazHaueHue, npuHLIUI PaOOTHI.

7. ICMP: Ha3zHadeHHE, OCHOBHBIC THIIEI COOOICHMIA.

8. IPv6: ocoOeHHOCTH, CTPYKTYpa ajipeca, mpeumyiiecTsa nepen [Pv4.

Paszoen 3. TIOKA/IBHBIE CETH H OBOPY/[OBAHHE

1. Texnonorus Ethernet: ocCHOBHBIE IPUHITUIIBI, BUBI Kabeme.

2. Cranpaptel Ethernet: 10/100/1000/10G Ethernet.

3. MeTozsl focTyna K Cpesie B JOKAIBHBIX CETSIX.

4. ITIpotokon STP: Ha3HaueHHE, MPUHIUIIBI PAOOTHI.

5. [IpoextupoBanue JIBC: 0CHOBHBIE ATaIbl, TPUHITUIIBI.

6. KabenbHas cuctema: CTpyKTypHpOBaHHAs KaOebHasi CUCTEMA, KaTeropun Kabesen.

Paszoen 4. CETEBBIE C/1YKbbI H BE3OIIACHOCTbD

1. DNS: apxuTexTypa, IpUHIMIIBI paO0ThI, TUIIBI 3aIHCEH.

2. DHCP: na3znauenue, npoiecc nonydenus [P-agpeca.

3. HTTP u HTTPS: otnnuus, METOIbI 3aPOCOB, KOJIbI OTBETOB.

4. FTP: npuHuMIiel paboThl, aKTUBHBIN M TACCUBHBIA PEKUM.

5. DnekTpoHHas noyta: npotokosnsl SMTP, POP3, IMAP.

6. Telnet u SSH: oTiuuwms, 06IaCTH IPUMEHEHUS.
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7. OcHOBHBIE YTPO3bI 0€30IMaCHOCTH KOMITBIOTEPHBIX CEeTEH.
8. MexceTeBble SKpaHbl: TUIIBI, TPUHIIUIIBI HACTPOHKH.
9 Bupryansubie yactHbie ceT (VPN): BUIbI, IPUHITUTIBEI pA0OTHI.
10. MeToap! ayTeHTU(DUKAIINH B CETAX.

11. 3amuTa 6ecripOBOIHBIX CEeTEil: METO bl MIM(POBAHUSI.

4 MeToau4yecKne yKa3aHusl I 00y4arUUXCH M0 OCBOCHUIO TUCIUTLIUHBI

[Ipuctymass K W3y4eHHIO IUCHMIUIMHBI «KOMIBIOTEpHBIE CE€TH», CTYIEHT JOJDKCH
03HAKOMHTHCS C COJEp)KaHWEM JaHHOW «Paboueld yuyeOHOW MporpamMmbl AWCIUIUIMHBDY C TEM,
9TOOBI UIMETh YETKOE NPECTAaBICHUE O CBOEH padoTe.

V3y4eHne TUCIHUILTUHBI OCYIIECTBIISETCS HA OCHOBE BBIJIAHHBIX CTYACHTY IPEIO1aBaTeIeM
pEeKOMEHJalMii TIO0 BBINOJHEHUIO BCEX 3a/JlaHUi, NPEIYCMOTPEHHBIX Y4YEOHBIM IUIAHOM H
MPOrpaMMOoil.

B nepByto ouepes HEOOXOAUMO YSCHUTH IENb U 3319 U3Y9aeMOU JUCITUTUINHEI, OIICHUTh
00BEM MaTepuaa, MO3HAKOMHUTECS C TIPEUIOKCHHON U MOI00paTh OCHOBHYIO U JIOMIOJHUTEIBHYIO
JTUTEpaTypy, BBIABUTH HauOoliee BaKHbIE MPOOJEMBI, CTOSIIME IO BOIMPOCAM H3y4yaeMOM
JUACIHUATUIMHEL.

BrimomHeHue 3ajaHui OCYIIECTBISCTCS B COOTBETCTBUU C YUSOHBIM IIJIAHOM H IIPOTPAMMOM.
OHU JTOJDKHBI BBITIOJTHATHCS B COOTBETCTBHUU C METOJIUYCCKUMHU PEKOMEHIANMSIMHU, BBITAHHBIMA
npernojaBaTesieM, U MPEACTaBICHBI B YCTAHOBJICHHBIE MPENO0/IaBaTEIeM CPOKH.

Paboras ¢ yueOHUKamMu U y4eOHBIMU MTOCOOUSMHU, IEI€CO00Pa3HO 3aKOHCTIEKTUPOBATH TOT
MaTepua, KOTOPBIH He COOOIIAJICS CTYJACHTAM Ha JICKITUSX.

Ha 3aHsATHSAX JTEKITMOHHOTO U MPAKTUYECKOTO XapaKTepa CTyIeHTaM It paboThl TpedyeTcCs:

TETpadb IJIs 3allMCH JIEKIIAM U 3aJTaHHi.

5 YueOHasi iuTepaTypa u pecypchbl HH(POPMANMOHHO-TEJIEKOMMYHUKANMOHHOMI ceTH

«HTepHeT»

OcHoBHas JuTepaTypa

1. KomnploTepHble ceTH: YYeOHUK M MPAKTHKYM JAJIS CPEAHETO MPOodeCCHOHATHLHOTO
oOpa3oBanus / moa HayyHOU penakmueir A. M. HeuaeBa, A. E. Tpybuna, A. FO. AaucumoBa. —
Mocksa: U3narensctBo FOpaiit, 2025. — 515 ¢. — (IIpodeccronansroe obpazosanue). — ISBN
978-5-534-21453-6. — Tekct: anekTpoHHbI // O6pa3oBarenbHas wiatdgopma KOpaiT [calT]. —

URL: https://urait.ru/bcode/572240 (nara obpamenus: 18.08.2025).
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2. Pabuesckuii, A. H. KomnbioTepHbsle ceTu W CHCTEMBI CBS3U. BBOIHBIN Kypc:
ydyeOHOoe mocobue s cpeanero mnpodeccuonanbHoro odpasoBanus / A. H. PaGueBckmii. —
Mocksa: U3znarensctBo FOpaiit, 2025. — 207 ¢. — (Ilpodeccronansuoe odbpazoanue). — ISBN
978-5-534-21488-8. — Tekct: anexTpoHHsiii / O6pa3oBarenbHas iardgopma KOpait [caiT]. —
URL: https://urait.ru/bcode/572632 (nara obpamenwus: 18.08.2025).

3. Tanen6aym, 3. Komnbrorepasie cetn. 6-¢ u3a. — Cankr-IlerepOypr: ITutep, 2023.
— 992 c. — ISBN 978-5-4461-1766-6. — URL.: https://ibooks.ru/bookshelf/390207/reading (nara

obpamienus: 18.08.2025). — TekcT: 3K TPOHHBIH.

JlonmoIHUTeIbHAS JTUTepaTypa

1. Jubpos, M. B. Cetu u tenexkoMmmyHukauuu. Mapmpytuszanus B IP-cetsx: yueOHuk
U TPAaKTUKYM JJsl CpeaHero mpodeccuoHambHoro obpasosanus / M. B. JlubpoB. — 2-e m3n.,
nepepad. u gorn. — Mocksa: MznatensctBo FOpaiit, 2025. — 423 c¢. — (IIpodeccronaibaoe
obpazoBanmne). — ISBN 978-5-534-16551-7. — Tekct: anmextpoHHBIH // OOpazoBaTenbHas
wiatdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/568526 (nara obpamenus: 18.08.2025).

2. KoMmproTepHble ¥ TEIEKOMMYHUKAI[OHHBIE CETH: YYEOHMK M TPAKTHKYM JUIs
cpemHero mpodeccruoHaibHOro obpa3zoBaHus / 1moj HaydHOH pemaknueit A. M. HewaeBa, A. E.
Tpybuna, A. HO. AnucumoBa. — MockBa: M3marensctBo IOpaiit, 2025. — 96 c. —
(ITpoeccronansnoe obGpazoBanue). — ISBN 978-5-534-21456-7. — TekcT: 37eKTPOHHBIN //
Oo6pasoBatenpHas miaarpopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/572242 (nata
obpamienus: 18.08.2025).

3. Omucdep, B. Komnbrorepubie cetu. [IpuHIUIBI, TEXHOJOTHH, TPOTOKOJIBI:
HO6uneitnoe n3nanne. — Cankr-IlerepOypr: Iutep, 2021. — 1008 c. — ISBN 978-5-4461-1426-
9. — URL: https://ibooks.ru/bookshelf/387241/reading (nata obpamienus: 18.08.2025). — Tekcr:

JJIEKTPOHHBIN.

HNurepHer-pecypcesl
Cisco. — URL.: https://www.cisco.com
Habr.com (pasnmen «Cetn»). — URL: https://habr.com/ru/hubs/networks/articles/
IEEE Xplore Digital Library. — URL: https://ieeexplore.ieee.org

THG.RU. — URL.: https://thg.ru/

1

2

3

4. Overclockers.ru. — URL.: https://overclockers.ru/
5

6 Koncynerant cryaenra. — URL: studentlibrary.ru
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7. POCCTAHIAPT. ®enepaibHOE areHTCTBO MO TEXHUYECKOMY PETYJIUPOBAHUIO U
metpoiorun. — URL: https://www.rst.gov.ru/portal/gost

8. TenexommyHnukanuonnoe obopynosanue ELTEX. — URL: https://ruits.ru/solutions

HOpMaTI/IBHO-TeXHI/I‘leCKaH AOKYMEHTaUus:

1. TexHUYeCKHEe CTaHAAPTHI U CieUpUKAIIIT

2 Karanorun KOMIOHEHTOB ¥ COBMECTUMOCTH

3. PykoBoicTBa 110 AKCIITyaTaliid 000pyI0BaHUS
4 CxeMbl U TEXHUYECKas IOKYMEHTALIHS

6 Marepua/jibHO-TeXHHYeCKasi 0a3a, HH(POPMAIMOHHBIE TEXHOJIOTHH, IPOrPAMMHOE

o0ecneyeHue u I/IH(l)OpMalI]/IOHHI)Ie ClIpaBOYHBLIC CUCTEMBI

Mamepuanvho-mexuuueckasn oasa:

HaGopsl HHCTpYMEHTOB (aHTHUCTaTHUECKHE OpacieTbl, OTBEPTOYHBIE HAOOPHI,
MUHIETHI, KpuMmIepsl, kabens UTP Catbe, koHHEKTOPHI)

Jlnarnoctuueckoe 00opy1oBaHuE (MYJIbTUMETPBI, TECTEPHI)

Kommnbrorepnsiii kinace (15-20 pabounx mecT)

Cospemennsle [1K ¢ mognepxkoit BupTyanuzauu

JlokanbHas CeTh C BBIXOJOM B MHTEPHET

IIpunTepsl, ckanepsl, MOY

[IpoekimonHoe 000pyIOBaHKE

Hugpopmayuonnvie mexunonozuu

JlokanpHass BBIYMCIWTENFHAS CETh C OPTraHU30BAHHBIM JOCTYIIOM K OJEKTPOHHBIM
o0Opa3oBaTeIbHbIM pecypcam

Cucrema ymnpasnenus ooydenuem (LMS) na 6a3ze Moodle

Buptyansnas oOpa3zoBarenbHas cpefia Ui IPOBEACHUS OHIAWH-KOHCYIbTallul

O6ayHble XpaHWINILA 715 KOJJIEKTUBHOM pabOThl HaJl MPOEKTaMH

Cuctema BUCOKOH(GEPEHIICBSA3U I TUCTAHITMOHHOTO OO YIECHHS

Ipozpammnoe obecneuenue
— Oneparronnsie cuctembl: Windows 10/11, Linux (Ubuntu, CentOS, Astra, Alt)

— Cpencrsa Bupryanuzanuu: Oracle VM VirtualBox, VMware Workstation
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— Cuctemsl ynpasieHus 6a3aMu JaHHBIX

Inekmponuno-ouonuomeunsie cucmemut (I5C)

9BC «BOOK.RU». — URL: https://book.ru/

1

2 OBC «Znaniumy». — URL: https://znanium.ru/
3 3bC «Anbyke». — URL: https://ibooks.ru/

4. 3BbC «Jlanp». — URL: https://e.lanbook.com/
5
6

OBC «Opaiit»y. — URL: https://urait.ru/
DnexTponnbie Karajgoru Oubmmoreku C3UY PAHXul'C. — URL: https://sziu-
lib.ranepa.ru/
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