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1.

Jlncuuruimaa

o0ecreunBaceT

IlepeyeHb MIAHUPYEMBIX Pe3yJabTATOB 00y4eHHUS 110
AUCHHUIIMHE, COOTHECEHHBIX C IIJIAHMPYEMBbIMHU Pe3y/JIbTaTaAMH OCBOCHHS
o0pa3oBaTeJbHON NMPOrPaMMBbI

b51.B.01

dbopmupoBaHue y
oOuienpodeccuoHaIbHbIX U TPO(PEeCcCHOHATBHBIX KOMITETSHIIMM ™

«Ynpaenenue
oOyyJarommxcs

UHDOPMAYUOHHOT
CIIETYFOIINX

bezonacnocmuioy
YHUBEPCAIBHBIX,

OT®/TD u Kon | HammenoBa | Koax | HammenoBan | OOpasoBaTe/bHBIN pe3yabTarT
pexBu3utThl [IC | kommn Hue MHIHK ne o
(upm Hammunm)** eremt KomnereHu SToP | mmaukatopa
0 ** A0CTH OCTHKEHU S
M KEHHUs | gommeTeHU Uil
KoMIIe o
TEHIH
i/i %k
NMH®OPMAILMO | [1IKc 2 | Crnocoben IIKc Hcnonssyer IIKc¢ 2.1 -30.2, ,
HEIE 000CHOBBIBATH | 2] COBpPEMEHHbIE 3Hathb
TEXHOJIOT U, HOAXO/IbI U METO/IbI, - HopMaTuBHBIE TIPABOBBIE AKTHI
CBS3b TpeOOBaHUs K UH()OPMAIIMOHH | M HAIMOHAIBHbIE CTaHAAPTHI IO
cucTeMe BIC TEXHOJIOTUH, | JMIEH3UPOBAHUIO B  00JacTH
06 obecreueHus MPOrpaMMHBIA | OOeCIICUCHHS 3aIUThI
UH()OPMAIHOH MHCTPYMEHTApH | TOCYJAapCTBEHHOM  TaliHBl U
06.033 HOI i B oObeme, | cepTH(UKAIMH CPEICTB 3AIIUTHI
Crenmamnct mo Oe3omacHOCTH, HEOO0XOANMOM rH(pOpMAITIH.
3aIuTe OLICHUBATh UL pelieHust
uH(opmalyK B YPOBHH samau  Gusmec- | SHO
oy || || e e
PHEL UCTOIL30BATE |y yKIIMOHMpPOBaHKS, TIPUMEPHI
C/C/02.7 X CHCTEM 1 AHTTIOA3BIHYIO | o mysarm COBPEMEHHBIX
Paspa6oTka ceren JOKYMCHTAIHIO | noxanpHbIX M [J100AIBHBIX
NPOEKTHBIX W CHPaBOYHBIC | yoymmploTepHbIX ceTell W X
permenHii mo CHCTEMBI KOMITOHEHTOB.
3aluTe 3H4- Oco0eHHOCTH  3alIUThI
uH(bopManuy B nHpOPMAIIH B
aBTOMATU3HPOBAH ABTOMATH3MPOBAHHBIX CHCTEMAX

HBIX CUCTEMaM

yYHpaBJICHUA TEXHOJIOTMUCCKUMU
IPOILIECCAMH.

3H 7- OcCHOBHBIE
XapaKTEPUCTUKUA  TEXHUYECKUX
CPENCTB 3alUTHl MHPOPMALMU
oT HECAHKLIMOHUPOBAHHOIO
J0CTymla W yTe4eK 110
TEXHUYECKUM KaHaJIaM.

IIKc 2.1 -V1,
YmMmeTh




- IlpumeHATh OEUCTBYIOLIYIO
HOpMaTHBHYIO 0azy B oOiactu
obecrnieueHus 3aIIUTHI
nHpOpMaIIn.

V7- Onpenensite BUIbI U TUIIBI
CPEICTB 3alTUThl WH(MOPMAIIHH,
00ecreunBaroNINX pean3aluio

TEXHUYECKUX  Mep  3allUuThl
UHQOPMAIHH.
08 IIKc 3 | Crocob6en TIKc Ynpansiet ITKc 3.1. 31.10,
YIPaBIATH 31. JAHHBIMH  TIPH | 3HATH
08.037 paboramu 1o peleHnd 3a7a4 | - BO3MOXXHOCTH HCIOIB30BAHUS
BU3HEC- COTIPOBOKIICH Oou3Hec- CBOOOTHO pacnp6()CTpaH5{eM0ro
U0 1 AHAITUTUKA MPOTPaMMHOTO OOECIICUCHUST B
AHAJIITHK HPOEKTAMH I10 OpraHu3aiuu B o0beme,
E CO3/IaHUIO HEOOXOMUMOM Uil Lelneit
Vnpasienue (Momudukanm OM3HEC-aHAH3A.
OusHec-ana oM m HC, 3u 11- TIlepcnekTuBHBIE W1
ABTOMATHU3HUPY
/ E02.7 JoLLIX 314K CYII[ECTBYIOLIHE UQpOBEIC
OpraHH3ANION TEXHOJIIOTHH M LU(POBBIC
PyxoBozcTBO HOTo BO3MOXKHOCTH I OH3Heca B

OMn3HEC-aHAIN30M

YIIpaBICHUS U
owusHec-
MIPOIIECCHI

KOHTCKCTC HpeHMeTHOﬁ obmactu

A CHEIMU(PHUKA  JEATEITHHOCTH
OpraHU3aIliH.

IIKc 3.1. V4, ,

yMeTh

- Ilomp3oBaTbcsd  cHCTEMaMU
aHajan3a 51 BH3YyaJTU3aIAH
JAHHBIX.

V5- ITpumeHsTh IT-

HHCTPYMEHTHI (IPUIOKEHHUS M
wiatopMbl) JUIS 0OECIICUCHUS
paboT 1o Ou3Hec-aHaIu3y.

V8- Otbuparb, HPUMEHATH H

aJarTUPOBaTh
COOTBETCTBYIOILIUE METO/JIBI,
MHCTPYMEHTBL M TEXHHKH

aHaJm3a 6I/I3H€C-CI/ITyaLII/II/I u
HpCHMCTHOﬁ 06J'IaCTI/I, BKJIrO4as
MCTOJbI aHaJIn3a JaHHBIX

* ucyunnuna modicem Gopmuposams KOMIEMEHYUIO NOTHOCMbIO UTU YACMUYHO.
**/Jonocno coomeemcmeogamy Ipunodicenuio 1 k 06pazosamenvroll npocpamme

2. O0beM U MeCTO AMCUMILIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM
MPOrpamMmabl




O6mmuit ooveMm muctuuiuiuabel b1.B.01 «Ynpasnenue ungopmayuonnoi
bezonacnocmoioy - 5 3a4eTHBIX equHUI] — 180 akag.gac; 00beM aKaJIeMHUIEeCKUX
YacOB, BBIJICJICHHBIX HAa KOHTAKTHYIO pab0Ty 00yYaroImUXCsl C MPENoJaBaTeNIeM -
47 akan yaca, u3 HUX 16 akana. yacoB — nekiuu, 20 yac — IpakKTUYECKUE 3aHATHS,
9 yacoB — KOHTakTHas pa0OTa Ha aTTECTAlMIO B MEPHUOJI IK3aMEHAIIMOHHBIX
ceccui, m 115 akan. dyac. BbIAENSAETCA Ha CaMOCTOSTENbHYIO paloTy
o0y4Jarommxcs.

MecTo AUCHUIUIMHBI B CTPYKTYpe 00pa3oBaTeIbHON TPOTrPaMMBL.

Hucturnuna b1.B.01 «Ynpasnenue unpopmayuonnoii 6e30nacHoCmvro
OTHOCHUTCS K TUCIMIUIMHAM YacTH 00pa30BaTebHON IPOrpaMmbl popMupyemMon
y4acTHHKaMU 0Opa30BaTeIbHBIX OTHOIICHWH, mpenogaercs Ha 1 kypce Bo 2
CEMECTpe, Korja oO0y4aeMbIMHU TOJIYYCHBI 3HAHUS U CPOPMUPOBAHBI HABBIKH,
MOJIy4YeHHBIE  HAa  TaKUX  JUCIUIUIMHAX  MOporpaMMmbl  OakamaBpuara
«Mudopmanmonnas 0€30IMacHOCThY, «AHanu3 JTAHHBIX), «Teopus
BEpOsATHOCTEW», «Teopust cuctem», a Takxke:
b1.0.04 «YmpaBnenueckuii ananu3», b1.B.05 «Metoapl Ou3HEC-aHATUTUKNY,
b1.B./12.02.01 «MenemxmenTt aanHbix», b1.B.J12.02.02 «boinbiine gaHHbIE B
Ou3Hec-aHAIUTHKE». B CBOIO ouepear oHa COo37aéT HEOOXOIUMbIE MPEINOCHUTKA
JUIE OCBOCHMSI TMporpamMMm Takux pgucuuiuimH, kak bl1.0.05 «Ymnpasnenue
KU3HEHHBIM IIMKJIOM HUH(POPMAITMOHHBIX CUCTEM», 3aKJIa/IbIBACT TEOPETUUCCKUIMA
U METOJ0JOTUYECKUNA PYHIAMEHT JIJIsl OBJIA/ICHUS] YMEHHSIM U HAaBBIKAMH B X0JI€
B2.0.01(Y) «IIpoexkTHo-ananuTuueckas npaktuka» u b2.0.02 (H) «Hayuno-
UCCIIeIoBaTeNbCKas padoTay.



3. Conepxanne H CTPYKTYPa AMCUUIIIIMHBI

3.1. CtpykTypa AUCIUILITUHBIL
Ounas/ouno-3a04nas/3a04nas popma ooyuenus (0Cmasums HyHCHOe)

Nenn/m | HammeHoOBaHU O0beM TUCHMIUIMHBI, aK.Yac ®opma
e TeM 1 (UJIH) TEKYILIETO
BCE KonTakTHas padora o0y4yaommuxcs CamocrosiTesibHASA
pa3aesioB KOHTPOJIA
ro . padora
¢ mpenoaaBaTejeM M0 BHAAM Y4eOHbIX 3aHATHIA yCHeBacMOCTH,
MIPOMEKYTOUHON
Ilepuoa TeopeTu4yecKoro o0yueHust IMepuon § aTTeCTaLUH
NMPOMEKYTOYHOM
arrecTaumu
(ceccusn)
3ansaTus 3ansTus UK KCP | K9 Kar | K | CPxp | CP3xk Cp
JIEKIIMOHHOT 0 CEMHUHAPCKOro TK | 0
THIA THIIA H
T
J BJ JIP I3
p
0
I
b
Tema 1 | OcHoBsr 60 6 38 T
YrpasJICHUSA
HH(POPMALIMOHHOM
0€30I11acCHOCTBI0
NIPEANPUATHSL.
Tema 2 | Cucrema 60 8 39 [IK3
MCEHCIPKMCHTAa
WH(POPMATMOHHON




0e30IMacHOCTH

Tema 3 | Ynpasnenue 60 4 6 38 T
pHCKaMH U OIIEHKa
WH(POPMATMOHHON
Oe3omacHOCTH
KOMIIaHHH

[IpomexyTounas 2 9K3aMeH
aTTecTanus

Hroro | 180 16 20 2 9 18 115

Hcnonvsyemvie cokpaujerus:

JI — nexkuum - 3aHATHSA, TIPElyCMaTPUBAIOIIUE TPEUMYIIECTBEHHYIO Tepeaady yueOHoi nHpopMauy 00ydaromuMcst IeAarornaecKIMI pPabOTHUKAMH OpTaHU3aLUH U (MIIH) JTHIAMH,
TIPUBIIEKACMbIMI OPTaHU3aNNEH K pearn3anni 00pa30BaTeNbHBIX IIPOrPAMM HA HHBIX YCIOBHSAX, ).

BJI — Buneo nekmuu.

JIP — nabopaTtopHbie paboOTHI.

13 — npakTHYeckue 3aHATHS (32 HCKITIOYEHUEM JTab0paTOpHBIX padoT).

UK — uHanBUya bHbBIE KOHCYJIBTALIUH.

KCP — KOHTpOJIb CaMOCTOSATENBHOM PabOTHI

KD — xoHCybTaIINH TTEpe]] SK3aMEHOM

KatTok — KOHTakTHas paboTa Ha aTTECTAlMIO B IEPHOA IK3aMEHAIMOHHBIX CECCHI

KoHTpoms - KOHTaKkTHasA paboTa Ha aTTECTAlUIO B IEPHOA AK3aMEHAIMOHHBIX CECCHH /TSI 320YHOM (POPMBI 00y IECHHS

CPxp — camocrosTenpHas paboTa Ha TIOATOTOBKY KypCcOBOi pabOThI/ KypcOBOTO IIPOEKTA.

CP»ak — camocTosiTenbHast paboTa Ha HOATOTOBKY K 9K3aMEHY.

CP — camocTosTenbHas padoTa B ceMecTpe Ha ITOTOTOBKY K YY€OHBIM 3aHSATHSIM.



3.2. CoaepxaHue TUCIUTLIUHBI

Tema 1. OcHoBbl ynpasjeHuss HHGPOPMAIMOHHON 0€30MACHOCTBIO
NpeanpusTHs

OcHOBHBIEC HampaBiIeHUS oOecrieueHus] HHPOPMAITMOHHOW O€30MaCHOCTH
opraHu3auuu. Puck-opueHTHpOBaHHBIM mnoaxon. llonsTtme xopnoparuBHOM
nouTuKku Oe3onacHocTd. OCHOBHBIE TPEOOBAaHUS U MOIXOJbI K pa3padOTKe
MOJINTUKHU 0€30MacHOCTU. MHOrOypOBHEBBIN OIXO/I.

VYnpasieHus: uHGOpMaMOHHONW 0€30MaCHOCTHI0 HA OCHOBE COOTBETCTBUM
TpeboBanusiM (compliance management). AHanu3 ynyuieHui (gap-aHaiaus).
Mopnens HepephIBHOTO COBEPILIEHCTBOBAHUS (3aMKHYTBIN IUKII MEHEIKMEHTa
PDCA).

[Tpouieccubit moaxo k obecrieueHnt0 MHHOPMAIIMOHHON 0€301acCHOCTH.
Cytb mnpoueccHoro mnoaxona. Kiaccupukauus u  arpuOyTsl POLECCOB.
[Ipouiecchl ympaBneHus u oOecriedeHuss WHGOPMAIIMOHHONW O€30MacHOCTH.
OrtanonHas mojens mnporecca mis ynpasienuss MUb (I'OCT P 57640-2017,
ISO/IEC TS 33052:2016). IIpoGaeMbl BHeIPEHUS MPOIIECCHOTO MOIX0/a.

Tema 2. Cucrema MeHeIKMEeHTA HHPOPMALUMOHHOM 0€30IaCHOCTH

YpoBHM OpraHU3alNK AEITEILHOCTH MO0 00ecreueHnt0 HHPOPMAITMOHHON
0e30macHOCTH KOMITAaHWH, W 00Iasi CTPYKTypa CTaHAapTOB WHMOPMAITMOHHON
oe3omacHocTd. OnEHOYHBIE CTaHAAPTH HHGOPMALMOHHONW OE30MacHOCTH
(«OpanxeBas kauray, [TSEC, ISO/IEC 15408 «OOmue kputepumn»). CraTyc
ctangaptoB ISO/IEC B P®.

«Jlyumme npakTuku» uHGOpMalMoHHOM Oe3omacHOCTH (cTtaHaapThl BSI,
BS 7799 / ISO/IEC 17799, 27002).

Crangaptel MeHEHKMeHTa HHPopManuoHHOW Oe3zonacHocTu. CocTaB H
CTPYKTypa cepun MexayHaponubix ctangaptoB ISO/IEC 2700x. Poccuiickue
rapMOHU3UPOBAHHBIE CTAHAAPTHI.

HanuonanpHble  cTaHmapThl W CTAHZAPTBl  CaMOPETYJIHPYEMBIX
opraHuzanuii B cdepe ympaBieHUs WHOOPMAIMOHHOW O€30MacHOCThIO U
undopmarmonasiMu Texnonorusimu (BS-100, NIST 800, ITIL, ISM 3, Cobit).
CepBHUC-OpPUEHTUPOBAHHBIIT W  MOPOLIECCHO-OPUEHTUPOBAHHBIA MOIXOIBI K
yrnpasiennro Wb wu HWT. KoHuenmus KOpnopaTUBHOTO — YIPABJIEHHUS
uHpopMarmonHoi 6e3onacHoctsio (IS Governance).

DBOJIIOIUS MOJIETU UH(POPMALIMOHHOM 0€30MacHOCTH.

[TocTpoeHue cucTeMbl MEHEMKMEHTa HHGOPMAIMOHHONW O0€30MacHOCTH
(CMUB) na ocuoe ISO/IEC 27001. OpranuzanuoHHasi CTPYKTypa CHUCTEMbI
MEHeKMeHTa  uH(popMmanMoHHOW  Oe3omacHocTu.  CHcTemMa  4YacTHBIX
MeHnekMeHToB. Ceptudukanus coorercteuss CMUB ISO/IEC 27001.

Tema 3. VYnpasieHune puckaMm ¥ OLEHKAa HWH(OPMAIHOHHOM
0e30IacHOCTH KOMIIAHUH
Puck xak 00OBeKT ympaBieHus. YTpaBieHUE pUCKaMu HHGOPMAIIMOHHON
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6e3omacHoctu Ha ocHoBe SO 27005. Ynpasnenue puckamu Ha ocHoBe ['OCT P
NCO 31000. Metoast ananuza pucka [OCT P UCO/M3K 31010. [Tpouemyps
OLIEHKH 1 00paboTKu puckoB. MeToomnorus oueHku puckon Ub.

Bunbl n crnoco0Obl oneHkH HHPOpMaLMOHHON Oe3zonacHocTH. IIponecc
ouenku (ayaura) Ub. Metpuku undopmanmonnoit 6e3omacHoctu (ISO/IEC
27004, NIST 800-55).

Onenka npoueccoB MHPOPMAIMOHHONM 0€30MaCHOCTH Ha OCHOBE MO/IENe
3penoctu (TOCT P UCO/M3BK 33020-2017, ISO 21827, ISO 15504)

4. Tunol OLCHOYHbIX MAaTE€PHUAJI0B, IOKA3ATEC/IN U KPUTCPUHA OLICHUBAHUSA

4.1.0neHouHbIEMATEPUATBINOIUCIUIUTNHE(HauMeH08aHe)BXOASTBCOCTAB
OLIGHOYHBIX MaTepHaioB Mo oOpa3oBarenabHOW mnporpamme. COBOKYMHOCTb
OLIEHOYHBIX MaTEpUAJIOB MO BCEM IUCIHUIUIMHAM (MOAYJsIM) 00pa3oBaTeNIbHOI
nporpaMMbl cocTaBiisieT (QoH oneHouHbIX cpeacts (magee — DPOC). OOC
UCTIONB3YETCSl TMPU  TPOBEACHUHM TEKYIIETO KOHTPOJS YyCIIEBAEMOCTH H
IPOMEKYTOUHOM aTTeCTAllMU O0YJAIOIIUXCS C LETbI0 OICHUBAHUS JOCTHUKCHHUS
00yUaIOIUMHUCS TNIAHUPYEMBIX PE3yJIbTaTOB 00YUCHHUS.

4.2. ®OC pa3paboTaH KaKk KOMIUIEKC MPOBEPOUYHBIX 3aJJaHUN Pa3IUYHOTO
TUTIA ¥ YPOBHS CIIOHOCTH, BKJIFOYAE€T KPUTSPUH U IIKAIBI OIICHUBAHMSI, & TAKXKE
«KJTFOYM» MpaBUbHBIX 0TBETOB. POC dhopmupyeTcst Kak OTAEIbHbIN JOKYMEHT
U XpaHUTCS B AJIEKTPOHHOM Buje, focTyn K DOC npeaocraBiieH OrpaHUYEHHOMY
KpYTY JIMII.

4.3. Jlna caMOCTOSITENIbHONW PabOThl OOYYarOIMIUXCS TPH TMOATOTOBKE K
TEKyIIeMy KOHTPOJII YCIEBAEMOCTU U MPOMEXYTOUYHOM aTTecTalluu B pabounx
nporpaMMax JTUCIUIUIMH Pa3MeIleHbl TUIIOBbIE TPOBEPOYHBIE 3aJaHUs, KOTOPbIE
MOKHO YCJIOBHO pa3leiWTh Ha 3aJaHUsl 3aKpPBITOr0, KOMOMHUPOBAHHOTO H
OTKPBITOTO THIIOB.

3amaHus 3aKPHITOTO TUIA — 3TO TECTOBBIC 33JaHUS, B KOTOPBIX KaXKIbIi
BOMPOC COIMPOBOXKAAETCS TOTOBBIMH BapHaHTAMH OTBETOB, M3 KOTOPBIX
HE0O0XO0MMO BBIOpATh OJIMH WU HECKOJIBKO MPABUIBHBIX.

3amaHusi KOMOMHHUPOBAHHOTO THUIIA — 3TO TECTOBBIC 3a/IaHUs, B KOTOPHIX
KQXK/IbI BOIIPOC COMPOBOKIAETCS TOTOBBIMUA BapHAHTAMH OTBETOB, U3 KOTOPBIX
HEO0OXOIMMO BHIOpATh OJIMH WM HECKOJIBKO MPaBUJIBHBIX U O0OOCHOBATH CBOU
BBIOOD.

3aaHusl OTKPBITOrO TUIA — 3TO 3a/1aHHUs, B KOTOPBIX Ha KaXKJblid BOIIPOC
JIOJKEH OBITh MPEJII0AKEH pa3BepHYTHII 00OCHOBAaHHBIN OTBET.

B 3aBucuMocTH OT THMAa 3aJaHUS PEKOMEHJIOBaHBI OIpe/eJeHHAs
MOCIICIOBATEILHOCTh  BBITIOJHEHUs] M CHCTEMa OLEHUBAHUS BBITOJHEHHUS
3a1aHUM.
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4.4. Tunbl 3a1aHUH, CEHAPUU BBIIIOJIHEHUS, KPUTEPUU OLICHUBAHMUS

TUIT 3BAJAHUA NHCTPYKLUA CHEHAPHWU BBIIIOJIHEHUA KPUTEPUU OUEHVBAHUA
3aaHuE 3aKpBITOTO [Ipouwnraiite 1.BHMMAaTENpHO MPOYUTATh TEKCT 3aJaHUS U MTOHSATH, UTO B OTBeT cunTaeTCsl BEpHBIM, €CIIH
THUIIA C BBIOOPOM TEKCT, BEIOEpUTE KaueCTBE OTBETA OKUAAETCS TOJBKO OJIMH U3 IPEIOKEHHBIX NpaBWIBHO yKa3aHa Iudpa uiu
OJIHOTO IIpaBUJIbHBIN BapUaHTOB. OykBa
IIPAaBWJIBHOTO OTBETA OTBET 2. BHMMaTenbHO MPOYUTATh MTPEAIOKEHHBIE BApUAHT-ThI
U3 HECKOJIBKUX OTBETA.
BApPHAHTOB 3. BriOpaTh 0JIMH BEpHBII OTBET.
MIPEII0KEHHBIX 4. 3anucatp TOJbKO HOMEp (UK OyKBY) BBIOPAHHOTO

BapuaHTa OTBeTa (Hampumep, 3 uiu B).
3a/iaHue 3aKpBITOTO [IpouwnTaiire 1.BHMMaTenpHO MPOYUTATh TEKCT 33JaHUS U TOHSATh, YTO B OTBeT cunTaeTCsl BEpHbIM, €CIIH
TUIIA Ha TEKCT U KauyecTBE OTBETA OKUAAIOTCS Maphl JIEMEHTOB. MIPABWIBHO YKa3aHbl UPPHI WK
YCTaHOBJICHUE YCTaHOBUTE 2. BuumarenbHO Mpo4YUTaTh 00a CIUCKA: CIIUCOK 1 — OyKBBI
COOTBETCTBUS COOTBETCTBUE BOIPOCHI, yTBEPXKACHUS, (PaKThl, IOHATHS U T.1.;

CIHMCOK 2 — yTBEP>KJICHMS, CBOWCTBA OOBEKTOB U T.JI.

3. ConocTaBUTh 3JIEMEHTHI CIUCKa | ¢ 3IeMEHTaMu CIUCcKa 2,

c(opMHPOBATH HAPhI HIIEMEHTOB.

4. 3anucatb nonapHo OykBbl U IU(PHI (B 3aBUCUMOCTH OT

3aJjaHMs) BapuaHTOB oTBeTa (Hampumep, Al umu b4).
3aaHue 3aKpBITOTO IIpouwnraiite 1. BHMMaTenpHO NPOYUTATH TEKCT 3aJaHKsI U ITOHSTh, YTO B OTBeT cunTaeTCst BEpHBIM, €CIIH
THUIIA ¢ BBIOOPOM TEKCT, BbIOEpUTe KaueCTBE OTBETA OKUAACTCS HECKOJIBKO ITPaBUIIbHBIX OTBETOB IIPABWJIBHO YCTaHOBJIEHBI BCE
HECKOJIBKUX IIpaBUJIbHBIE U3 MIPENJIOKEHHBIX BAPUAHTOB. COOTBETCTBUS (ITO3ULMU U3
IIPABUJIBHBIX OTBETHI 2. BHMMaTenpHO MPOYUTATh MIPEATIOKEHHBIE BAPUAHT-ThI OJTHOT'O CTOJIOIa BEPHO
OTBETOB U3 OTBETA. COIIOCTABJIEHBI C O3ULUAMU
HECKOJIBKUX 3. BeIOpaTh HECKOJIBKO MPAaBUIIBHBIX OTBETOB. Jpyroro)
BAPHUAHTOB 4. 3anmrcarh TOJILKO HOMepa (Ui OyKBBI) BRIOPAHHOTO
IIPEIIOKEHHBIX BapuaHTa oTBeTa (Hanpumep, 1 4 unu A I).
3a/laHuE 3aKPBHITOTO [IpouwnTaiite 1. BHMMaTeapbHO IPOYUTATH TEKCT 3aJJaHUsI U ITOHSTh, YTO B OTBeT cUNTaETCsl BEPHBIM, €CIIH
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THUIIA Ha TEKCT U Ka4yecTBE OTBETa 0XKUAETCS TOCIIEI0BATEIIEHOCTD JIEMEHTOB. NpPaBUIBHO YKa3aHa BCS
YCTaHOBJICHHE YCTaHOBUTE 2. BHUMaTenbHO MPOYUTATH MPEATIOKEHHBIE BAPHAHTHI MOCJIEI0BATEIBHOCTD LU
MOCJIEI0BATENBHOCT MOCJIEI0BATEIbH OTBETA.
u OCTb 3. I[locTpouTh BEpHYIO MOCIEI0BATENBHOCTD U3
MIPEJUIOKEHHBIX AIIEMEHTOB.
4. 3anmcatb OyKBBI/IIU(PHI (B 3aBUCUMOCTH OT 3a]JaHUs)
BapHaHTOB OTBETA B HY>KHOH MOCJE10BAaTEIbHOCTH
(manpumep, BBA nmu 135).
3ananue [Ipounraiite 1.BHUMaTETFHO IPOYNTATH TEKCT 3aJaHUS U TIOHSTh, YTO B OTBeT cunTaeTcs BEPHBIM, €CITH
KOMOWHUPOBAHHOTO TEKCT, BEIOEpUTE Ka4yecTBE OTBETA OXKUIACTCS TOIBKO OJTUH U3 MPEUIOKEHHBIX NpaBWIBHO YKa3aHa udpa uim
THUIIA C BBIOOpOM MPaBUJIbHBIN BapHaHTOB. OyKBa U MPUBEACHBI
OJIHOTO OTBET U 2. BHuMartenabHO MPOYUTATH MPEII0KEHHbIE BAPHAHTHI KOPPEKTHBIE apIyMEHTHI,
MPaBUJILHOTO OTBETA 3aMUIIUTe OTBeTA. UCIIONIb3yEMbIE TIPU BHIOODE
U3 MIPEITI0KEHHBIX U apTyMEHTHI, 3. BeiOpaTh 0J1UH BEpHBII OTBET. OTBeTa
000CHOBaHHEM 000CHOBBIBAIOII 4. 3anucatb TOJIBKO HOMEp (WK OYKBY) BEIOPaHHOTO
BbIOOpa ue BBIOOD BapHaHTa OTBETA.
OTBETa 5. 3anmcars apryMeHTbl, 000CHOBBIBAIOLIHNE BEIOOpP OTBETA
(marmpumep, 4 TEKCT 0OOCHOBAHMUS).
3anaHue OTKPBITOrO [Ipouuraiite 1. BHUMarTeapbHO NPOYUTATh TEKCT 3a7aHUs U MTOHSTh CYTh OTBeT cuuTaeTcs BEPHBIM:
THUIA C Pa3BEPHYTHIM TEKCT U BOIIpOCa. 1. OTcyTcTBHE (haKTHUECKUX
OTBETOM 3aIUIINTe 2.IIpogymaTh JIOTHKY U IOJHOTY OTBETA. OLINOOK.
pa3BEpHYTHIN 3.3anucarb OTBET, UCIOJIb3YsI YETKHE KOMIIAKTHbBIE 2. PackpeiTe o0bema
000CHOBaHHBIH (hOopMyIIHPOBKH. HCIIOJIb3yEMBbIX MOHITUI
OTBET 4.B ciyuae pacueTHOM 3a/1a4uu, 3alucaTh PEIICHUE U OTBET (moHOTA OTBETA).

3.000CHOBAaHHOCTH OTBETA
(Hanmu4ue apryMeHTOB).

4. Jlormyeckas
MOCJIENOBATENLHOCTh
M3JIaraeMoro MaTepHaia.
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4.5. OOmias miKanga OIECHUBAHUS PE3YyIbTATOB TEKYIIETO KOHTPOJISI
YCIIEBAEMOCTH M MIPOMEXKYTOYHOM aTTecTaluu ooydaronuxcs ¢ mpuMmeneanem bPC

ECTS
Jnst

Hrorosas 6anabHas Tpanummonnas cucrema bunapunas Tpami s §
OLIEHKA cucreMa HOHHOH | OMHapHOW
cUCTEM CHCTEMBI

bl

95-100 Otimiiio A P/ Passed
85-94 B P/ Passed
75-84 3auTeHo C P/ Passed

Xopomo

65-74 D P/ Passed
55-64 Y 10BIETBOPUTETHHO E P/ Passed

0-54 HeynosnerBoputenbHO He 3auTeno F F/Failed
CooTHomieHue 0Oa/uioB  3a TEKYIIMH KOHTPOJb  yCIIEBAEMOCTH U

POMEKYTOUHYIO aTTECTAIMIO, & TAKKE MTOBTOPHYIO MTPOMEKYTOUHYIO ATTECTAUIO:

MakcumanbHas cymma MakcumanbHas cymma MakcumanbHas MakcumanbHas
OaJIJIOB 32 TEKYIIUI 0as10B 3a HUTOroBas OaJlIbHAas cymMMma OaJlIoB 3a
KOHTPOJIb YCIIEBAEMOCTHU MIPOMEXKYTOYHYIO OIICHKA MOBTOPHYO
aTTECTALMIO MIPOMEKYTOUHYIO
ATTECTALINIO
60 GamnoB 40 6an10B 100 Gamnos 100 Gannos

5. @opMbI aTTECTALUM, TUIIOBbIE OLCHOYHbIE MATEPHUAJIbI VISl TEKYIEro
KOHTPOJISA YCIIEBAEMOCTH 00YYAIOUIUXCS, KPUTEPUH U IIKAJIbI OLeHUBAHMS
10 KOHTPOJbHBIM TOYKAM

5.1. B xone peanuzanuy AUCHMIUIMHBI UCTIOJIB3YIOTCS Cileayromue GopMbl
TEKYIIEr0 KOHTPOJIS YCHEBAeMOCTH oOydaromuxcs (B TOM 4YHUCIE, 3aJaHusl K
KOHTPOJIbHBIM TOYKaM):

mecmupoganue, peghepam, 3cce, YNPANCHEHUA, ONPOC, KOHMPOIbHASA
paboma, keic u m.0. (OOAHCHLL COBNAOAMb C MmeMu, Ymo ompadxceHvl 6 n. 3.1.)

5.2. TumoBble OUEHOYHBIE MATEPUAIBl IS
yCIEeBaeMOCTH 00y4aromuxcs (BHE KOHTPOJIbHBIX TOYEK):

TEKYIIETO  KOHTPOJIA

Tema 1. OcHoBbI ynpapjieHUss MHPOPMAUMOHHOH 0€30MACHOCTBHIO
npeanpusitus [IKe-2.1
Tecmosvie 3a0anus ¢ UHCMPYKYUEU O BbINOJIHEHUIO:
3adanue 3aKpbimo20 muna ¢ 6b160pOM HECKOIbKUX NPAGUTLHBIX ONEEMO8 U3
HeCKONbKUX 8APUAHMOE NPEOTIONCEHHDIX.
Cyenapuii 8b1n0IHEHUS
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1 .BanMmarensHO [MpOo4YUTaTh TCKCT 3adaHHA W IIOHATHb, YTO B KAa4YCCTBC OTBCTA
0K AACTCsA HCCKOJIBKO OTBCTOB M3 MPCIIOKCHHBIX BAPHAHTOB.

2. BHUMAaTENBbHO MIPOYNTATH MIPEIIOKEHHBIE BAPUAHTHI OTBETA.
3. BbIOpaTh HECKOJIBKO BEPHBIX OTBETOB.

4. 3anucaTh TONBbKO HOMepa (WM OYyKBbI) BBIOPAHHOTO BapHUaHTa OTBETa
(manpumep, 3 nnu B).

Ilpumep
3aodanue 1. Boibepute npaBUIbHBIN OTBET, YTOOBI 3aKOHYUTH Ppasy:

Cranpaptabiii nogxoa ISO k nmoctpoennto CMUDB ocHoBan Ha monenu PDCA.
Kaxkue aneMeHTsl cOOTBETCTBYIOT Mojaenu PDCA?

BapuaHTbI OTBETOB:

1) mnanuposanue (Plan);

2) mmenenue (Change);

3) BeinosHenue (Do);

4) pemenue (Solution);

5) mpogepka (Check);

6) coepieHcTBoBaHuE (Akt).

3aoanue 3aKpsimozco muna c 6’bl60p0]l/l MONIbLKO 00HO20 npasuilbHoco
omeema U3 HeCKOJIbKUxX eapuanmoe I/lpeaJZOOfceHHblx.
1 .BHUMAaTEIIBEHO IMpO4YUTaTh TCKCT 3aAaHHA W IIOHATb, YTO B Ka4YCCTBC OTBCTA

0’KUJAETCs TOJIbKO OJMH U3 MPEIIOKEHHBIX BAPUAHTOB.
2. BHUMaTENbHO MTPOYNTATh IIPEII0KEHHBIE BAPUAHT-ThI OTBETA.
3. BbIOpath TOT OTBET, KOTOPBIN CUUTAETE BEPHBIMHU.

4. 3anuimuTe TOJBKO OJWH HOMEp (Wi OyKBY) BHIOPAHHBIX BapHAaHTOB OTBETA
(manpumep, 3 unu B).

ITpumep

3aoanue 2. BeiGepuTe NMpaBUIbHBIM OTBET, YTOOBI MPOIOJKUTH
Mexnaynaponnas opranuzanus 1o crasgaptuzanuu  (ISO) mox  cimoBowm
«CHCTEMa» B CHCTEME MEHEKMEHTa WH(GOPMAIMOHHONW 0e30macHOCTH
MOHUMAET:

1) nelicTByrolee yCTpOUCTBO;
2) NpUIIoKEHUE;
3) npouecc, nporpaMMmy J€WCTBUI WU METOAOJIOTHIO.
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3adanue 3AKpvlmo2o muna Ha yCmaHoeEJIeHUe cooneemcmeut

1 .BHuMarenbpHo IMPOYUTAThb TCKCT 3adHUA U ITIOHATDH, YTO B KAYCCTBC OTBCTA
OKHUOAKOTCA IIapbl 9JICMCHTOB.

2. BaumaTenpHO MpounTaTh 00a CIMCKa: CTUCOK | — BOIIPOCHI, YTBEPKICHHS,
(baKThl, MOHATHS U T.1.;

CIIUCOK 2 — YTBEP>KIEHUS, CBOICTBA OOBEKTOB U T..

3. ComocTaBuTh AIEMEHTHI CrIUcKa 1 ¢ ameMenTaMu crmcka 2, chopMupoBaTh

napbl 3JICMCHTOB.

4. 3anucath monapHo OYKBbI ¥ IUQPPHI (B 3aBUCUMOCTHU OT 3aJaHU)
BapUaHTOB OTBeTa (Hanmpumep, Al win b4).

3aganue 3. YCTaHOBUTE COOTBETCTBHUE MEXK/y TEPMUHOM U €T0 ONPEICICHUEM.

Tepmun

1 Ynpasnenue

JIOCTYTIOM

2 Ataka

3 Ayaut

OnpeneneHue

A Cucrematuyeckuif, HE3aBUCUMBIH M  3aJJ0KyMCHTHUPOBAaHHBII
rporiece, MpeIHa3HAYCHHBIN NI TIOMYyYEHUs CBHUJIETEIBCTB ayanTa U
0OBEKTUBHOM OLIEHKH.

B TlombiTka yHHYTOXKEHHS PACKPBITHS, U3MEHEHHs, OJOKHPOBAHHUA,
KpaXH, MOJyYEHUsI HECAHKIIMOHUPOBAHHOIO JOCTYIIA K aKTUBY UJIH €TI0
HECAaHKIIMOHUPOBAHHOIO HUCIOJI30BAHUS.

C ObecrieueHre CaHKITMOHUPOBAHHOTO JOCTYIIA K aKTHBAM B
COOTBETCTBUU C OM3HEC-TPEOOBAHUSIMHU U TPEOOBAHUSIMHU
0€30IMaCHOCTH.

3aoanue KOMOUHUPOBAHHO20 MUNA C 8bIOOPOM 0OHO20 NPABUTLHO20 OMEEMA U3
NPeoNodHCEeHHBIX U 0OOCHOBAHUEM 8b1OOPA
|.BHUMAaTENbHO NPOYMUTATH TEKCT 3aJaHUS U TIOHSTh, YTO B KAYECTBE OTBETA
O’KUJIA€TCS TOJIBKO OAMH U3 MPEIJI0KEHHBIX BAPUAHTOB.
2.BHUMATENBbHO NPOYUTATh NPEJI0KEHHBIE BADUAHTHI OTBETA.
3.BeIOpaTh OIMH BEPHBIN OTBET.
4.3anucarb TOIbKO HOMEp (MK OyKBY) BEIOPAaHHOTO BapuaHTa OTBETA.

5.3anmcaTh apryMeHThl, 000CHOBBIBAIOIIME BEIOOP OTBETA (HANIpUMED, 4 TEKCT

000CHOBaHUS).

ITpumep
3aoanue 4.

Urto u3 nepeuncnennoro HE sBnsercs pyHmameHTaIbHbBIM CBOMCTBOM
0€30MacHOCTH MPU PUCK-OPUEHTUPOBAHHOM IMOAXO0/E K 00ECIIEYEHUIO
nH(opMaIMOHHOM 6€30macHOCTH?
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BriGepute oquH BapuaHT 1 0OOCHYHTE OTBET:

1) 6e301acHOCTh HUKOT/1a He ObIBaeT aOCOIIOTHOM;
2) U3MEPUTH YPOBEHBb 0€30MaCHOCTH HEBO3MOKHO;
3) HACTYIJICHHE PUCKOBOI'O COOBITHS B OOILEM CTyyae MPea0TBPATUTh
HEBO3MOXHO;
4) MOYKHO CHU3UTH CTEINEeHb MOCIEICTBUH (pa3Mep yiiep0a) OT HACTyIUICHUS
PHUCKOBOTO COOBITHS;
5) npu 1:000M BMEHIATENbCTBE B CUCTEMY B MEPBYIO OYEPElb CTPAIACT €€
0€e30I1acHOCTb;
6) cuctemMa  JIOKYMEHTUPOBAHHBIX  YIPABICHYECKUX  PELUICHUH IO
obecrnieuenuto b opranuzanuu siBiseT co00il MONMUTUKY WH(DOPMAITMOHHON
0e3011aCHOCTH;
3adanue omxkpvLImo20 muna ¢ pa3eepHymviM OMeemom
1. BHUMaTenbHO MPOYUTATh TEKCT 3aJIaHKs U TIOHATh CYTh BOIPOCA.
2.IIpoaymath JJOTUKY ¥ TIOJIHOTY OTBETA.
3.3anucaTh OTBET, UCTIOIb3YS YETKHUE KOMITAKTHBIE (DOPMYIUPOBKHU.
4.B ciydae pacueTHOM 3a7a4yu, 3aIIMCaTh PEIICHUE U OTBET

3aoanue 5.

KopnopatuBnass mnonutuka Wb ([lomutuka WbB) HaxomuTcs Ha BepiidHE
MAPaMUAbl JTOKYMEHTOB, KOTOPBIE CIIY)KAaT Uil ONMCAaHHUS U PErIAMEHTAlUU
YacTHBIX ciiydaeB oOecriedeHus b u neiicTBuii mepcoHana. YKaKUTe TIIaBHBIC
acnekTsl conepkanus [lonmutuku b opranuzanumu.

3a0anue 3axkpvimoz2o muna Ha YCMAHOGNEHUE NOCIe008aAMENbHOCHU
oeticmeutl

1. BHUMAaTenbHO MPOYMUTATHh TEKCT 3aJaHUs M IMOHATH, YTO B Ka4eCTBE OTBETA
OKHJIAETCS MTOCJIEI0OBATEILHOCTD 2JIEMEHTOB.
2. BHumaTenpbHO MpoYnTaTh MPEIIOKCHHBIC BAPUAHTHI OTBETA.
3. I[TocTpouTs BepHYIO MOCICIOBATEIHPHOCTD U3 MPEIOKEHHBIX AJIEMEHTOB.
4. 3anucaTth OYKBBI/IIU(PHI (B 3aBUCUMOCTH OT 3aJlaHKs) BapUaHTOB OTBETa B
HY>KHOM mociieioBarenbHOCTH (Hanpumep, BBA umm 135).

3aoanue 6. YKaxxute ypoBHH 00IIIEH CTPYKTYpbl HOPMATUBHO-METOIMYECKHUX
JIOKyMEHTOB KOMIIaHUU B 00JaCTH MHGOPMAIIMOHHON 0€30MacHOCTH B MOPSIIKE
BO3pacTaHUsI:

1) nonutrka nHGOPMALIMOHHON 0€30MacHOCTH;
2) npoueypbl, MHCTPYKIIMHU, CTAaHAAPThl KOHPUTYpALNH, )KYPHAJIbI, 3aIUCH;
3) yacTHbBIE IOJIUTUKH, CTAHIAPTHI.

Tema 2.

Cucrema MeHeI:KMEHTAa HH(POPMAIHOHHOM 0€30MaCHOCTH

IIKc- 2.1; IIKc -3.1
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3adanue omKpvIMo20 Muna ¢ pazeepHymMviM OMmeemom

Bonpoc 1 llepeuncnurte © JaWTe XapakTEpUCTUKY IIaram JTara
mwianupoBanusg CMUB B cooTBercTBHHM ¢ TpeOoBanusamu ctanaapra ISO/TEC 27001.

Bonpoc 2

CpaBHUTE PUCK-OPUEHTUPOBAHHBIN U MPOIECCHBIN MOAXObI K YIIPABIECHUIO

Ub.
3aoanue 3aKpsuimozco muna c 6bl60p0]1/l HECKOJIbKUX npasUlibHblx Omeenios us
HeCKOJIbKUX eapuarnmoe I’lpeaﬂOJfCGHHblx.
1 .BHUMAaTEIIBEHO IMPOYUTATh TCKCT 3adHUA U IIOHATDH, YTO B KAYCCTBC OTBCTA
0KHMJAaCTCA HCCKOJIBKO OTBCTOB M3 IIPCIOKCHHBIX BAPHUAHTOB.

2. BHUMaTenbHO NPOYMUTATh NPEIOKEHHBIE BAPUAHThI OTBETA.
3. BIOpaTh HECKOJIBKO BEPHBIX OTBETOB.

4. 3anucaTh TOJNBKO HOMepa (WM OYKBBI) BBIOPAHHOTO BapuUaHTa OTBETA
(manpumep, 3 unu B).

[Tpumep

3aoanue 1. Beibepure, 94TO BKIIOYACT B ceOs CCTeMa MEHEDKMEHTA:

1) opraHu3arMoHHYI0 CTPYKTYPY;

2) MOJUTHUKH;

3) nIaHUPOBAHUE;

4) onieHKy MH()OPMAIIMOHHBIX PUCKOB, INIAHUPOBAHUE MEp TTO0 00paboTKe
PHUCKOB;

5) IOJKHOCTHBIC 00513aHHOCTH;

6) pecypchl.
3adanue 3axpvimozo muna ¢ 6b100pOM MOAbKO 00HO20 HNPABUTLHOZO

omeema u3 HeCKOIbKUX 8apUAHMO8 NPedloHCEeHHbIX.
1 .BHUMATENBHO MPOYNTATH TEKCT 3a/IaHUSI U IIOHATH, YTO B KAUECTBE OTBETA
0KHJIA€TCS TOJIBKO OJUH U3 MPEI0KEHHBIX BAPUAHTOB.
2. BHumaTenbHO MPOYUTATh MPEASI0KEHHbIE BAPUAHT-ThI OTBETA.
3. BoIOpath TOT OTBET, KOTOPHIN CYUTACTE BEPHBIMHU.
4. 3anuimure TOJBKO OAWH HOMeEp (Wi OyKBY) BBIOPaHHBIX BapUaHTOB OTBETA
(manpumep, 3 nnu B).
3aoanue 2. I'pannia CMUD 110 OTHOIIEHUIO K CUCTEME YIIPABICHUS
HeIpephIBHOCTHIO Ou3Heca (Business continuity management - BCM)
OUYEPUYMBAETCS BBIPAKEHHUEM:

1) CMHB € BCM ;
2) CMHb 5 BCM ;
3) CMUBN( (BCM = 3amuta KpUTHYHBIX OM3HEC-TIPOLECCOB

OopraHu3aluy OT KpynHbIx cOoeB u aBapuit C.
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3adanue 3AKpvlmo2o muna Ha yCmaHoeEJIeHUe cooneemcmeut

1 .BHuMarenbpHo IMPOYUTAThb TCKCT 3adHUA U ITIOHATDH, YTO B KAYCCTBC OTBCTA

OKHUOAKOTCA IIapbl 9JICMCHTOB.

2. BHuMartenpbHO IpoYnTaTh 00a CIUCKA: CIUCOK | — BOMPOCHI, YTBEPKICHUS,

(baKThl, MOHITHUS U T.1.;
CITUCOK 2 — YTBEP)KJICHHS, CBONCTBA OOBEKTOB U T.]I.

3. ComocTaBuTh AIEMEHTHI CrIUcKa 1 ¢ ameMenTaMu crmcka 2, chopMupoBaTh

naphbl AJIEMEHTOB.
4. 3anucaTh onapHo OYKBbI ¥ ITUMPHI (B 3aBUCUMOCTHU OT 3aJ1aHHS)
BAapUAHTOB OTBeTa (Hanpumep, Al win b4).

3aodanue 3. CoOTHECUTE TEPMHUH U3 JIEBOT'O CTOJIOLA C €r0 MPABUIbHBIM

onpeaeneHrueM 13 mpaBoro croidma. KaxmaoMy TepMHHY COOTBETCTBYET OJHO

oTpesieNicHHeE.
Tepmun Onpenesienue
1. Ob6ecnieueHue A. Tlporuiecchl u ipoueaypsl,
HENPEPHIBHOCTH rapaHTUPYIOIINE HEMPEPHIBHOCTH OlepaIuit
uH()OpMaIIMOHHOW | MO obecnedeHno HH(HOPMAIIMOHHON
0e30MacHOCTH 0e3omacHOCTH
B. BhIsIBIECHHOE COCTOSSHUE CUCTEMBI,
2. CobObiTHE YCIIYTY WM CETH, YKA3bIBAIOIIIEE HA
MH(OPMAITMOHHONW | BO3MOXKHOE HapyIIEHUE MOJUTUKU
0e301acHOCTH obecrieueHus1 MHPOPMAITMOHHOM
Oe3omacHoCTH
C OnHO WM HECKOJILKO HEXEIATEILHBIX
WIH HEOXXKUTAHHBIX COOBITHMA
3. UHuuaeHT UH(GOPMAIIMOHHON 6€3011aCHOCTH, KOTOPbhIE
MH(OPMAIIMOHHON | C BBICOKOM CTENEHBIO BEPOSTHOCTH MOTYT
0e30macHOCTH IPUBECTH K KOMIIPOMETAIIMHU B OU3HEC-
MPOoIIeCcCax M CO3AAI0T YIPO3bI IS
nH()OPMAITMOHHON O€30MaCHOCTH

3aoanue KOMOUHUPOBAHHO20 MUNA C 8bIOOPOM OOHO20 NPABUILHO2O OMEemda U3

NPeONONCEHHBIX U 0OOCHOBAHUEM 8bIOOPA
1.BHUMAaTENbHO NPOYHUTATH TEKCT 3aJJaHUs U TIOHSTh, YTO B KAYECTBE OTBETA
O’KHJIAETCS TOJILKO OJMH M3 MIPEIJIOKEHHBIX BapruaHTOB. BHUMaTEIHHO
MPOYUTATH NIPEJIOKCHHBIE BApUAHTHI OTBETA.
2.Bb10path OAMH BEPHBIN OTBET.
3.3anucath TOJNIBKO HOMEP (MK OYKBY) BRIOpAaHHOTO BapHaHTa OTBETA.
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4.3ammcath apryMeHThl, 000CHOBBIBAIOIINE BHIOOP OTBETa (Hampumep, 4 TEKCT
000CHOBaHUS).

3aoanue 4. B cuctemy menemxmenta HE Bxonur:

1) opranu3anMoHHAas CTPYKTYPa;

2) MOJUTHUKH;

3) orieHKa HHPOPMAITMOHHBIX PUCKOB, TUTAHUPOBAHUE MEP TT0 00PaOOTKE PUCKOB;

4) pecypchl.

Tema 3. YmnpapieHue puCKAMH M OLEHKAa WH(OPMANMOHHOI
0e30MacHOCTH KOMIIAHUM

IKc - 2.1, IIKc - 3.1.

HpaKm YEeCKUe KOHMmMpO.JibHble 3a0aHUs

1. 3aoanue. «Iloctpoenue moaenu yrpo3 Uby.

[IpoBectn wmaeHTU(UKAINIO, aHAIW3 W ONHUCAHWE OCHOBHBIX yrpo3 Wb mmsa
KOHKPETHOTO OOBEKTa 3alluThl MO BBIOOPY oOyuaromierocs. Beibop oObekTa
3alIUTHl COTJIACOBBIBAETCSl C mpenojaaBareneM. JUIisi Kaxaod yrposbl JOJLKHBI
OBITh yKa3aHbl aKTHUBBI, KOTOPBIM MOJKET OBITh HAHECEH yIIepO B ciydae ee
peanu3anyu, UICTOYHUK yTPo3bl, (PaKTOPHI, CHOCOOCTBYIONTNE BOSHUKHOBEHUIO H
peanuszaunu  yrpo3sl Wb, B0o3MOXHbIE mnOCHenCcTBUSA. Pe3ynbraThl aHamusa
JOJIKHBI OBITH CTPYKTYpUpOBaHBI M O(OpMIIeHBI B BUJE OT4eTa B cpere MS
Word.

BrinonHeHHOE 3a/1aHUE 3AIUIIAETCS TPEMNOAABATENIO.

2. 3aoanue. «Onenka pucka Uby.

Jl71st 00beKTa 3aIUThI, BRIOPAHHOTO B KOHTPOJIBHOM 3aJIaHuU |, TPOBECTH aHAIH3
U oueHuBaHWe pucKOoB b, COOTBETCTBYyIOIMX ONMCAaHHBIM yrpo3am. /[lns
Kakaon yrpossl Wb pomxHBI  OBITH  OmpejeneHbl (Ka4yeCTBEHHO WJIU
KOJIMYECTBEHHO) YPOBEHBb YIPO3bl (BEPOATHOCThH peaTu3allii yTPO3bl) U pa3mep
BO3MOXHOTO y1iep6a (ypoBeHb HETATUBHBIX TOCIEACTBUI). Ha ocHOBaHMM 3THX
3HAYEHUW MPOU3BOJUTCS OMNPEICIICHUE YPOBHS PUCKA, PAHKUPOBAHUE PUCKOB U
BBISIBJICHUE KPUTUYECKUX PUCKOB. JIOJKHBI OBITH IPEICTABIICHBI UCIIOJIb3yEeMbIe
IIPH OIIEHKE IIKaJIbl. Pe3ybTaThl OlIEHKH pUCKOB O(YOPMIISIOTCS B BHJIE OTYETA B
cpeae MS Word. BeinoaHeHHOE 3a1aHUE 3aIUIIAETCS PENOo1aBaTeNIo.
BapuaHT opranuszanui

1. OTeneHue KOMMEpPUYECKOro 6aHka

2. IlonmuknuHuKa

3. Komnemx

4. Oduc cTpaxoBoii KOMIIaHUU

5. PEeKpyTHHIOBOE areHTCTBO

6. uTtepHeT-mara3un

7. LlenTp OKa3aHMs TOCYAapPCTBEHHBIX YCIyT
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8. OtneneHue nNoauuuu
9. Aynuropckasi KOMITaHUS
10. duzaitnepckas pupma

5.3. OnuH WIM HECKOJbKO TEMAaTHYECKUX OJIOKOB JUCHUILIUHBI
3aBepmIatoTcsl KOHTposibHOM Toukoil (maee — KT). Tekymwuii KOHTPOJIb
YCIEBAEMOCTH TIO JUCIUIUTHHE npeaycmarpuBaer 2 KT B TedeHwe mepuona
OCBOCHMSI IUCIIUTLIINHBI.

MakcumalibHOE KOJIMYECTBO OasuioB 3a Jitoboi tum padbor B pamkax KT
coctasiset 100 (cto) 6ayoB.

Pacnipenenenne BecoBbix koddunmentoB o KT B pamkax Tekymiero
KOHTPOJISl yCTIEBAEMOCTH 0 JUCIUIUTHHE U (POPMYIIBI pacuerTa:

Pacuem no KOHMPOJIbHbIM MOYKAaAM Oucuunﬂuﬂbl

HaunmenoBanue MaxkcumanbHOe KoaddurmenT Beca  Pe3ynbTaT KOHTPOJIBHOM
KOHTPOJIbHOM TOYKH KOJMYECTBO OAJVIOB 32 KOHTPOJIBHOM TOUKHM  TOYKH, YYACTBYIOIIUHN B
paboty B pamkax KT, (hopMHUPOBaHUU UTOTOBOM
KOTOPOE MOXKET OaJTLHOM OIIEHKH TI0
Ha0paTh CTYJEHT JTUCITUTUINHE (OTpaXkaeTcst
B )xypHasie bPC B CJ10)
KT 1 100 0,2 20
KT 2 100 0,2 20
KT 3 100 0,2 20
Hroro: X 0,6 60

®opmyna pacyera pe3yJibTaTa KOHTPOJIbHOM TOUYKH:
PesynbpraT KoHTpONBHON TOukM = KommuecTBo GamtoB 3a pabory B pamkax KT X
KoadummenT Beca KOHTPOIBHON TOUKH.

5.4.®opMBbl TEKYIIETO0 KOHTPOJISL ycrieBaeMocTH o0ydaroniuxcs B pamkax KT u
TUTIOBBIC OIIEHOYHBIE MaTEPUAIbI:

KT -1.
Tema 1

Tecmoegvle 3a0anus no meme 1
KT -1

Tema 2,

Tecmoesvie 3a0anus no meme 2.
KT -2
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Tema 3

Ipaxmuueckoe konmpoavroe 3adanue (I11K3)
KT -3

1. Ins xaxaoi (opMbl TEKYIIErO KOHTPOJS YCIEBAEMOCTH OOydYaroluXcs B
pamkax KT ompeneneHbl KpUTEpUH OLICHUBAHUS PE3YIbTATOB BBITIOJHECHUS
3amanus. Kpumepuu oyenueanusi mecmupoganus

Jlnana3on
Kpurepuun onieHku Onucanue Kputepus
OaIoB
0 Konuuecmeo npasunvhvix omeemos
MmeHee 55%
75 Konuuecmeo npasunvhvix omeemos om
55% 00 64%
Konuuecmeso
50 Konuuecmeo npasunvruvix omseemos om
NpPasUIbLHBIX
P 65% do 74%
omeemos
75 Konuuecmeo npasunvnvix omeemos om
75% 0o 84%
100 Konuuecmeo npasunvnvix omeemos om
85% oo 100%
HToro MmakcumajbHO: 100

HAIIPUMERP: u3 20 6onpocos npaguivivlx omeemoes cocmaensiem 75% - 3Hauum
9MO 3HaAYuUm, 4mo 3a mecm cmyoenm noayuum 75% om maxkcumaibHo2o oaia,
mo ecmyo 15 b6annos emecmo maxcumanvHuix 20.

1. Kpumepuu oyenusanus [Ipaxmuyecko2o KOHMPOJIbHO20 3A0AHUSL:
Kpurepun oueHku Jlnamna3oH 6ayioB Onucanue KpuTepus

Hp(l6u]lebl€ peutenHus u nocne008amenbHoOCb

50-60 eblnoiHeHUA U. 3a0anue 6binoaHeHO
Tpasunvrocms NOJIHOCMbIO, COCLANbL 6b1600bL
6bINOIHEHUS 3A0aYU U
codepoicariue 4049 Jonywenvl ne3nauumenvHvle Hedouemul,
KOMMeHmapues, Haiudue OMCYMCMEYIonm 6b1600bl

UIIOCmpamueHblx

HonyweHnuvl nekomopbie ouuUOKU.
00beKmMo8 — CPUHULOMO8

Omcymcmeyiom cKpuHuomal.

30-40
Bosmoorcrocme Hnu 3a0anue 6b1nonneno He noiHoCmoio
0eMOHCMPUPOBaAMb
pabomy cucmembl 3aoanue evinodiceno ¢ onozoanuem
5.29 He evinonnena u nonosuna 3aoanus,

pe3yilbmambsl HE NOJIYYEHbl, MHO2O owubok. Ho
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BbLI0JHCEHO 80-6PEMA

I'pamomuocmo Cobr00enbl 6ce npaguia pamMmamuxiy,
UBTLOJICEHUSL U 10 opghocpaghuu, popmamuposarus u
oghopmnenus pabomoi npeocmagienust 8U3yaIbHou yacmu. bannvl He
CHUICATOMCSL
6-10 He 6ce npasuna ogpopmnenus coboniooenul

Mnozcouucnennvie owubKu, Heuumaemvle Ui
HEeNnoHAmHble CKPUHULOMbL, 3ampPYOHAIOuUe
socnpusimue mexkcma. Mnu omcymemsue 8
cooeparcanu 0eMOHCMPAYUOHHOL YACU

15 Cywecmesosarue uoenmugpuxayuu 06veKmoas
Hoenmughurxayus

0 Hem uoenmuguxayuu
00beKmos

Yemxoe uznoscenue xo0a 8binoJIHeHUs
3a0aHUs

10-15 Cnocobrnocms noscHums, umo 6yoem eciu
Kaxue-mo napamempul Oy0ym usMeHeHbl Ulu

pacckazamy, Kak MONCHO Opy2otl omeem
3awuma pabomei noxyuump

H3noorcenue — neygepentoe u 3ampyoHeHus
0meemoes npu NPAGUILHOM PEeULeHUU.

5-10

Hecnocobnocmo nosichums kax NnoJly4€eHbl

0-5
pe3ynvmamal, 05 4e20 6bINOTHANUCH 3A0AHUS

NToro makcumMaiinLHO: 100

5.5. OrnucaHue JOMOJHUTENBHBIX MaTepUaioB U  00OpyJOBaHUS,
HEOOXOIUMBIX JIJISl BHITIOJHEHHUS TPOBEPOUYHBIX 3aJlaHui (npu HeobXxooumocmu).

Jns pemienuss 3aganuii (IIK3) cTyneHTy paspemiaercssi HCIOJIb30BaHUE
Pa3HBIX CPEACTB; TPOrpaMM il pabOThI C DJIEKTPOHHBIMH TaOIUIIAMU IS
00paboTKH, aHAJIN3a U BU3yaIU3allMK JaHHBIX, OHJIAITHOBBIX MHCTPYMEHTOB.

6. DopMbI MPOMEKYTOYHOM ATTECTALUN, KPUTEPHH U IIKAJIA
OLICHUBAHUS, TUIIOBbIE¢ OLICHOYHBbIE MATEPUAJIbI 110 JMCIUIIHHE

6.1. TlpomexyTouyHasi aTrecTtalusi MNPOBOAUTCSI B (OPME OIK3AMEHA.
Bonpocwt 0na nodeomosku k sx3ameny:
1. Puck-opueHTHpOBaHHBIN MOAXO] K yrpaBienuto b opranuzanuu.
2. TlonsaTre KOPIOPATUBHON MOJUTUKHN O0€30MacCHOCTH. MHOTOYpOBHEBBIHT
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MOJIXO/I.

3. YnpasneHus ”HPOPMAIIMOHHON 0€30MaCHOCTHIO HA OCHOBE COOTBETCTBHUS
TpeboBaHmsM (compliance management).

4. Ananu3s ynyuieHui (gap-aHaius).

. Mopeinb HenpepbIBHOI'O COBEPIICHCTBOBAHUS (3aMKHYTBIN ITUKJII

MmeHemxMeHnTa PDCA).

6. YpOBHM OpraHu3zaiuu JAesTeIbHOCTHU 10 obecnieueHuto b kommnanuu u
oOmas crpykrypa cranaaptoB Ub.

7. Crangapt «OpaHkeBas KHUTA.

8. Cranpapt ITSEC.

9.

1

W

Crannapt ISO/IEC 15408 «O01ue kputepum».
0. «JIyumme npaktukmn» uHbopmanronnoi 6e3zomnacHoctu ISO/IEC 27002.

Craryc cranmaptoB [ISO/IEC B PO.

11.Crangaptel MeHeKMEHTa HHPOpMaImoHHoM Oe3omacHocTu. CocTaB u
CTPYKTypa cepuu MexayHapoaabix cranaaptos [ISO/IEC 2700x.

12.CepBHUC-OpUEHTHUPOBAHHBIN U MPOLIECCHO-OPUEHTUPOBAHHBIN MTOAXO0BI K
yrnpasienuto b u UT.

13.KoHuenuust KoprnopaTuBHOrO YIpaBieHus: HH()OPMAIMOHHON
6e3onacHocThio (IS Governance) B cranmapre Cobit 5.

14.9Bomonus Moaeu HHGOPMAITMOHHON OE301TaCHOCTH.

15.CBoiicTBa cuctem. MepapXuuecKkue CUCTEMBI.

16.ITonstue npouecca. CoiicTBa nponeccoB. CyTh yIpaBICHUS TPOLIECCOM

17.CtpyktypHbiii (GyHKIMOHATBHBIN) U TIPOLIECCHBIN MOIX0/T K YIIPABJICHHUIO.

18.Knaccudukanus u aTpuOyThl IPOIIECCOB.

19.9Tanonnas Mmoaens npoiecca A ynpasienus Ub.

20.1Tpo6seMbI 11 OIITUOKY TIPY BHEAPESHUH MTPOIIECCHOTO MOAX0a K YIPABICHUIO
UBb.

21.1loHATHE ¥ COCTaB CUCTEMBI MEHEKMEHTA.

22 IlpuHuunel noctpoeHus cucremsl MeHexkmenTa b va ocnose ISO/IEC
27001.

23.2tanbl noctpoeHus cucreMbl MmeHemxkMenTa b na ocuose ISO/IEC 27001.

24.0Opra"u3alMoOHHAas CTPYKTypa CUCTEMbI MeHexMeHTa Ub.

25.0mnpenenenrie KOHTEKCTa U 001acT IeUCTBUS cucTeMbl MeHekMeHTa Ub.

26.IIponenypa ceprudukanuu coorserctBusi CMUbB tpedoBanusam ISO/TEC
27001.

27.IIpouecc ynpasnenus puckamu b Ha ocHose ISO 27005.

28.UtepanmonHas npoueaypa oueHku puckon Ub.

29.Buast 06padbotku puckos Ub.

30.Metonuku onieHku puckos Ub.

31.Bunasl u cnocoOsI onieHku b komnanumu.

32.9tansl npoiiecca onieHku (ayauta) Ub.

33.Ponu B niporiecce onenku (ayauta) Ub.

34 Uzmepenus b ISO/IEC 27004

35.11oHsATHE 3pEIOCTH U YPOBHEN BO3MOKHOCTH. MOJI€IHN 3pEsioCTH.
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36.0uenka npoueccoB b Ha ocHOBe Mojieneld ypoBHENH BO3MOKHOCTEM.
37.0O1enka nporneccoB pa3padboTku cpeacTB 31 Ha OCHOBE MOJEICH 3peI0oCTH

6.2. TUnoBbIE OLIEHOYHBIE MATEPUAIIBI TPOMEKYTOUYHOU ATTECTALINU.
TumnoBbie MPOBEPOUHBIC 3aJaHUs I CAMOIIOJTOTOBKM O0YYaromIerocs K
MIPOMEKYTOUYHOM aTTECTALNMU:

THUIT 3AJJAHUA

CHEHAPUU
BBIITOJIHEHUA

TUITOBBIE 3ATAHUA

BaﬂaHI/Ie 3aKpBITOTO THUIIA C

BEIOOpOM OJTHOT'O
NpaBUJIBHOTO  OTBETAa W3
HECKOJIBKUX BapI/IaHTOB
MPEIOKEHHBIX

1.BHMMaTenpHO MpoOYnTaTh
TCKCT 3aJaHUA U IIOHATD,
YTO B Ka4CCTBEC OTBCTA
OXKHMAA€TCA TOJIBKO OAMH M3
MMPCAJIOKCHHBIX BAPUAHTOB.

2. BHUMAaTEIBHO MPOYUTATh
MIpeIJIOKEHHbIE BapHAHThI
OTBeTA.

3. BeIOpaTh OMH BEpHBIiA
OTBeT.

4. 3anucaTth TOJBKO HOMEpP
(umn  OykBY) BBIOPaHHOTO
BapHaHTa OTBETa (HAIpumep,
3 unu B).

1.K opranam 3amurel rocyJ1apCcTBEHHON
taiiebl HE oTHOCHTCS:

1) ®denepanpHas
0€30I1aCHOCTH;

2) Cnyx0a BHeLIHeH pa3BeaKH;

3) MuHHCTEPCTBO BHYTPEHHUX JIE;

ciyx0a

4)  denepanpHas  ciayxba 10
TEXHUIECKOMY u HKCTIOPTHOMY
KOHTPOJTIO;

5) MunuctepcTBO 00OpOHBI (HEBEPHOE
3aUEPKHYThH).

2.11o Buay 3amumaeMoit nHopmanuu
HE pasnuyarorcs yrposst HCJI k:

1) peueBoil uudopmanuy;

2) BU10BOI MH(pOpMALINY;

3) curHanabHOU MH(pOpPMaLUU;

4) nornyeckoit HpopMaIuy;
5) TectoBoil uHpOpMaH

3a;[aHHe 3aKpbITOrO THIIA HA
YCTaHOBJICHHUC
oCICa0BaTCIABHOCTHU

1. BaumarenbHO IpoOYnUTaATh
TCKCT 3aJaHUsA U IIOHATD,
YTO B KAa4CCTBEC OTBCTA
OXKHIaCTCA
OCICa0BATCIBHOCTD
9JICMCHTOB.

2. BEHnmarenpHO IIpOYUTaATh
MPEAJIOKCHHBIC BAPpHAHTBI
OTBE€TA.

3. [TocTpouthb BEpHYIO
MOCJICIOBATENBHOCTD U3
NPeI0KEHHBIX JIEMEHTOB.

4. 3anucath OYKBBI/IIU(PHI
(B 3aBUCHMOCTH OT 3aJIaHU)

1. YkaxxuTe mocnenoBaTeIbHOCTb
METO/IOB ayTeHTU(UKAIIUH T10
o0ecrnieunBaeMOMY YpPOBHIO
3aIUIIEHHOCTH (OT HAUMEHee
6e3omacHoro K Haubosee
3aIUIIEHHOMY )

1) anmapartHas ayTeHTUDUKAIHS

2) buomMeTrpuuecKas ayTeHTU(UKALINS

3) maposibHas ayTeHTH(pUKanus

2. PacrionoxuTte ypoBHH OOCCIICUCHHS
nH(opmaImoHHo Oe3onmacHoCcTH B PO
oT BBICLIIETO K HU3LIEMY
(mocnenoBaTeIbHOCT HOMEPOB  Yepe3
3aIsTyI0):

1) MOpaJIbHO-ITUYECKU;
2) OpraHu3aIMOHHO-TEXHUYCCKHIA;
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BAPUAHTOB OTBETA B HY>KHOU
MOCJIE0BATENBHOCTH
(manpumep, bBA unm 135).

3) HOpMaTHUBHO-TIPABOBON;
4) mporpaMMHO-aNapaTHBIN;
5) TyXOBHO-HPaBCTBEHHBIH.

3a,Z[aHI/Ie 3aKpPBITOT'O THUIIA C
BBI60pOM HCCKOJIBKHUX
IMpaBUJIBHBIX OTBETOB U3
HCCKOJIBKHUX BaApUAHTOB

1.BHMMAaTEIBbHO TPOYUTATH
TEKCT 3aJJaHUs U MTOHSTh,
YTO B KaYECTBE OTBETA
0KUJIAETCSI HECKOJIBKO

1.IIpu oTCYTCTBUU TPYAOBBIX JOTOBOPOB
oxpana KT momxHa BKiIIO4aTh B ceos:

1) onpenenenue nepevHst CBEACHUI;
2) orpaHUYEHHE JJOCTYIIA;

MPEUI0KEHHBIX IIPABWJIBHBIX OTBETOB U3 i
3) yuerT nu, NOoITy4YUBIINX JOCTYII;
IpCIVIONCHHBIX BAPUAHTOB. | 4y perynyupoBaHMe  OTHOIIGHHH — C
2. BHUMATENbHO NPOYHTATH I;OHTpareHTaMH; K
[IEIVIOKEHHEIE BAPHAHTEI ) _ HaHecenne rpuda «Kommepueckas
oTBCTA TaliHa» (HEBEPHOE 3aUEPKHYTh).
) 2.ITporecc OLICHUBaHU PHUCKOB
3. BeIOpaTh HECKOJIBKO COJZIEPKUT DTAIbI:
IIPABUJIbHBIX OTBETOB. 1) ouleHMBaHUE YyTPO3
2) ycTaHOBKa MEXKCETEBBIX SKPaHOB
4. 3anucaTh TOJIKO HOMEpa
3)  ycTaHOBKa  aHTUBUPYCHBIX
(umu  OyKBBI) BBIOPAHHOTO CDEIC
TB
BapuaHTa OTBeTa (Harpumep, 4p A
1 4w A T). ) OLICHUBaHUE PUCKOB
3anaHue 1.BaumarensHo npountath | 1.BbIOpaTh BepHBIN OTBET M1 0OOCHOBATH

KOMOWHHUPOBAaHHOTO THIMA C
BBIOOPOM OJTHOTO
NpaBUIBHOTO  OTBETAa W3
HpeII0KEHHBIX "
000CHOBaHHEM BBIOOpA

TCKCT 3aaHHUA U ITIOHATSH,
YTO B Ka4CCTBC OTBCTA
OXKHMAA€TCA TOJIBKO OAMH M3
MPCAJIOKCHHBIX BAPUAHTOB.

2. BHuMarenpHO NMPOYMTATH
MIPEIJIOKEHHBIE BAPUAHTHI
OTBETA.

3. BeIOpaTh OfMH BEpHBIi
OTBET.

4. 3anncatb TOJIBKO HOMEP
(w1 6yKBY) BEIOpAHHOTO
BapHaHTa OTBETA.

5. 3ammcarh apryMeHTHI,
000CHOBBIBAIOIINE  BBHIOOP
oTBeTa (Hampumep, 4 TEKCT
000CHOBaHUA).

CBOM BBIOOD.

Kommepueckas Talina — 3T0:

1) obmee moHATHE IS TailH
npodecCHOHAIBHOM, TUYHOM, CEMEHHO;
2) TO K€ camMoe, UTO U MHTEIJIEKTyalbHas
COOCTBEHHOCTD;

3) TO Ke camoe,
npodeccuoHanbHas TaiHa;
4) T0 e caMoe, UTO M OAHKOBCKasl TaifHa;
5) YacTHBIM cCiy4ail TOCyZapCTBEHHOM
TalHBbI;

6) JyacTHBIN ciydail KOHPHUIACHITUATHHOM
UH(pOpMaLIUH.

2.BriOpaTh BEepHBIN OTBET U 0OOCHOBATh
CBOM BBIOOD.

qTo n

3axBar BCEX PecypcoB KOMIbIOTEpa
OJTHUM TPHJIOKEHUEM HITU TPOILIECCOM B
MHOI'033/Ia4HOM OIEPALlMOHHON CUCTEME
SIBIISICTCS YTPO30i

1) HapymieHust KOHQUICHIIUATBHOCTH,

2) HapyLIEHUsI LIEJIOCTHOCTH;
OTKa3a CIIyk0

3ajiaHue OTKPBITOTO THMA C
Pa3BEpHYTHIM OTBETOM

1. BHuMarenbHO IpOYUTATh
TEKCT 3aJjaHus U TIOHSTh
CyTb BOIIpOCa.

2.IIpogymaTh JOTHKY U
IIOJIHOTY OTBETA.

3.3anmcath OTBET,

1.IIpounTaiiTe BOnpoc 1 3alMIINTE
pa3BepHYTHII 000CHOBAHHBIN OTBET

AKTHB: onpeleacHue COTJIaCHO
HOPMATHBHO-IIPABOBOMY  aKTy  WIH
CTaHIapTy.

2.IIpounTaiiTe BONpOC U 3aMUILINTE
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UCTIONB3YS
KOMITaKTHBIE
(bopMyITHPOBKH.

YCTKUC

pa3BepHYTHII 000CHOBAaHHBIN OTBET

VYrpo3a: OTIpeJieIIeHUEe COTJIACHO
HOPMAaTUBHO-TIPABOBOMY  aKTy WU
CTaHIApTY.

3ajjaHre 3aKpBITOTO TUIA Ha
YCTaHOBJICHHE COOTBETCTBHUS

|.BHUMaTenpHO Npo4YUTaTh
TEKCT 3aJJaHUs U ITOHATH,
YTO B KaYE€CTBE OTBETA
OKUJAOTCS MAPBI
JJIEMEHTOB.

2. BHMMarenapHO IPOYUTATH
00a cImmcKa: CIIucoK 1 —
BOIIPOCHI, YTBEPXKACHUA,
(baKTI)I, IIOHATHUA U T.NO.,

CIIMCOK 2 — yTBEPXKICHUS,
CBOWCTBa OOBEKTOB U T.[I.

3. ConocTaBUTh JIEMCHTEI
crmucka 1 ¢ saeMeHTaMu
criucka 2, chopMHpOBaThH
Mapsl AJIEMEHTOB.

1.YcTaHoBHuTE COOTBETCTBHUE
XapaKTePUCTUKON rocyAapCTBEHHOTO
opraHa u abOpeBHaTypOIi:

A)... — dbenepanbHBI Opran
HCIIOJIHUTENIBHOM BJIaCTH,
YIOJTHOMOYEHHBIHN B 00J1acTH
obecrnieyeHust 6€30MaCHOCTH
KpUTHYECKON MH(POPMAIIMOHHOMN

UHGPACTPYKTYPBHL;

B)... — dpenepanbHblil opran
UCTIOJTHUTEIILHOU BJIACTH,
OCYILECTBIISIOUINH (DYHKIIMU TIO
KOHTPOJTIO M HAJ[30pPy 32 COOTBETCTBHEM
0o6pabotku [1/11 TpeboBanusiM
3akoHomarenscTBa PO B o0Omactu
[IEPCOHAJIBHBIX JaHHBIX;

B)... — rocynapcTBeHHbI opraH, Ha
KOTOPBII BO3JIOKEHBI (PYHKITUH IO
JMLIEH3UPOBAHUIO U CEPTUDHUKALINU B
cdepe kpunrorpapuIecKon 3auIuThl 1
3aIUTBI TOCYIapCTBEHHOMN TalHBbI.

1.0CB;
2.OCTDOK;
3.PockoMHaa30p.
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6.3. Kputepuu u mkana oueHuBanus Ha ocHoBe bPC.

Kpumepuu u 6annvnas wkana onpedensaromes npenooasamesiem

KPUTEPUN OUEHMBAHUIA

PE3VIJIBTAT
B BAJIUTIAX

JlaH TOJIHBIN, B JIOTUYECKOM MOCIEA0BATEIIBHOCTH Pa3BEPHY ThIN
OTBET Ha IIOCTABJIEHHBIN BONPOC, I'I€ OH MTPOJIEMOHCTPUPOBAI
3HaHUS MPEJIMETa B MOJTHOM 00beMe yueOHO POTpaMMBl,
JIOCTaTOYHO IIyOOKO OCMBICIMBAET JUCLUIUIMHY, CAMOCTOSTENBHO,
Y MCYEPIIBIBAOIIE OTBEYAET Ha JONOJIHUTEIBHBIE BOIIPOCHI,
HPUBOAUT COOCTBEHHBIE MPUMEPHI IO poOIeMaTHKe
IIOCTaBJIEHHOI'0 BOIPOCA, PELINI IIPEIIOKEHHbBIE IPAKTUYECKHE
3afiaHus 6e3 omuboK

40

JlaH pa3BepHYTbIN OTBET HA MOCTABJIEHHBIN BOIPOC, T/IE
o0y4aromuiicss AeMOHCTPUPYET 3HAHUS, TPUOOPETCHHBIC HA
JIEKIMOHHBIX U CEMUHAPCKUX 3aHATUAX, & TAKKE MOJYUYCHHbBIC
MOCPEACTBOM U3YUEHHUS 003aTeNIbHBIX YUEOHBIX MaTEPHAIIOB 110
KypCy, Aa€T apryMEHTUPOBAHHBIE OTBETHI, IPUBOJAUT IPUMEPHI, B
OTBETE MPHUCYTCTBYET CBOOOAHOE Bia/IeHUE MOHOJIOTHYECKOM
pEUbl0, JOTUYHOCTH U MOCIIE0BATEIBHOCTh 0TBETa. OIHAKO
JIOIYyCKaeTCsl HETOYHOCTh B OTBETE. Pennil npeasioxkeHHble
MPaKTUYECKHE 3aJaHus C HEOOJIBIITMMU HETOUHOCTSIMHU.

30-39

JlaH OTBET, CBUIETENBCTBYIOIINM B OCHOBHOM O 3HAHUU IIPOLECCOB
M3y4aeMOU JUCUUIUIMHBI, OTIIMYAKOIIUNACSI HEAOCTATOYHOM
rTyOUHOM U MTOJIHOTON PACKPBITHSI TEMBbI, 3HAHHEM OCHOBHBIX
BOITPOCOB TEOPHH, c1a00 chOPMUPOBAaHHBIMH HABBIKAMHU aHATN3a
SIBJICHUH, ITPOLECCOB, HENOCTATOYHBIM YMEHUEM JaBATh
apryMEHTHUPOBAHHBIE OTBETHI U IPUBOAUTH IPUMEPHI,
HEJO0CTAaTOYHO CBOOOIHBIM BJIa/ICHHEM MOHOJIOTHUECKOH pedblo,
JIOTUYHOCTBIO U MOCIIEI0BATEIBHOCTBIO OTBETA. Jlomyckaercst
HECKOJIBKO OIIMOOK B COACPKAHUH OTBETA U PEIICHUU
IIPaKTUYECKHUX 3a/IaHHM.

20-29

JlaH OTBET, KOTOPBIA COAEPKUT PAI CEPHE3HBIX HETOUHOCTEM,
00HapyXKMBAIOIINN HE3HAHUE TIPOIIECCOB M3y4aeMOU MPeIMETHON
00JacTH, OTITUYAIOIINNACS HETTTYyOOKUM PAaCKPBITUEM TEMBI,
HE3HaHHUEM OCHOBHBIX BOIIPOCOB TEOPUH, HEC(HOPMHUPOBAHHBIMU
HaBBIKaMM aHAJIN3a SIBJIECHUM, IPOLIECCOB, HEYMEHUEM J1aBaTh
APTryYMCHTUPOBAHHBIC OTBETHI, cJ1a0bIM BJIaICHHUEM
MOHOJIOTHYECKOHN PEYBI0, OTCYTCTBUEM JIOTUYHOCTH U
MOCJIEA0BATENbHOCTH. BBIBOBI MOBEPXHOCTHBI. Pemenue
MPAKTUYECKUX 3aJaHH HE BBIMIOJHEHO, T.€. 00yJaloIHiics He
coco0€eH OTBETUTH Ha BOITPOCHI JAXKE ITPU JOITOJIHUTCIIBHBIX
HAaBOJISIIMX BOIPOCAX MPENOJABATEINS.

0-19

6.4. Onucanue AOMOJHUTEIBHBIX MAaTEPHUATIOB

HEO0OXOIUMBIX JIJISI BBITIOJIHEHHS TPOBEPOUHBIX 3aJIlaHUM (npu HeobXxooumocmu).

u  obopynoBaHus,
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J11s1 BBITIOJTHEHHS TECTOBBIX 3a/IaHU TPeOyeTCsi KaOMHET C KOMIbIOTEpaMH |
AJIEKTpOHHAss oOpaszoBarenbHas cuctema By3a DOC Moodle. Ecnmu HeoOxomumo,
CTYJICHT MOKET MCIOJIb30BaTh KAIBKYJISTOP, OymMary, pydky. B HCKIFOUMTENTbHBIX
cilydasx JOIMyCTUMO npoBenienue s3k3amena B CJ1O, st yero HeoOXxoauma cuctema
AJIEKTPOHHOTO B3aumoencTsus, Hanpumep, MTC-Link Yandex.telemost,

7. MeToau4ecKkue MaTePHUAJIbI 10 OCBOCHUIO TUCIHUIINHBI (MOIYJIs1)

Jns  wW3ydeHHs] OCHOBHBIX BONPOCOB JUCIHUIUIMHBI  HEOOXOJIUMO
KOHCIIEKTHPOBAaTh MaTepHalibl  JIeKIHi, padoTaTh C PEKOMEHIOBAHHOU
mpernojaBareyieM JIMTepaTypod, a Takke pecypcaMu HMHQPOPMALUMOHHO-
TeJIeKOMMYHUKaMOHHON cetn «uTepuer». [lns npuoOpeTeHus: HaBBIKOB
aKTUBHOT'O HWCIIOJB30BAaHUS 3HAHUM TOJE3HO OOCYXJaTh IIJITAHOBBIE U
BO3HUKAIOLIME BOIIPOCHI, a TAKKE pElIaeMble 3a/1a4l Ha MPAKTUYECKUX 3aHITHUSX.
YToOnbI JeTue u MpovYHee YCBOUTH MaTEPHAIl CIEAYyET TMOCTOSHHO MCTOIb30BaTh
KOHKPETHBIE TIPUMEPHI, CPABHEHHSI M3 YK€ MOTYYECHHBIX 00JacTel HAyK.

Meroauyeckre Marepuanbl MO JUCHUIUIMHE HAXOMSTCS B AJIEKTPOHHOM
oOpazoBarenbHO cucteme Moodle. CrpykTypa Kypca MpeacTaBieHa
OTHEJIbHBIMH TE€MaMH, B KOTOPBIX MOXHO HaWTH JIEKIIMOHHBIE MaTepHUAIIbI,
MPaKTUYECKUE 3aIaHUSI U1 METOJIMUECKUE PEKOMEH/IAIUK 10 X BBITIOJIHEHUIO, a
TaKXe TECTOBBIE BOMPOCHI M0 KAKJIOW TEME U CITMCOK BOIPOCOB ISl HOATOTOBKH
K OIPOCaM U TECTUPOBAHMUIO.

BaxxHolt cocTaBHOW dYacThl0 Y4YeOHOro Mpolecca B By3e SIBISIOTCA
MPAaKTUYECKUE 3aHATHS, KOTOPBIE 3aKPEIUISIIOT TEOPETUYECKUE 3HAHUS,
MOJIyYEHHbIE HAa JIEKUUAX M H3YyYECHHBbIE B JOMOJHUTEIIBHOW JUTEpaType.
[IpakTueckue 3aHATUS TIOMOTAIOT TIIyOXKE YCBOUTH Y4UeOHBIM Marepuad,
MPUOOPECTH YMEHHUS IPUMEHSATH MIPUHITUIIBI PEIICHUST Pa3HOOOPa3HbIX MPOoOIeM,
OMPENIENATh U OLIEHUBATh PECYPCHI U CYHIECTBYIOIINE OTPAHUUYEHUS PA3HOTO POJIa
MPOEKTOB.

[Ipy  moAroToBKE K  MPAKTUYECKUM  3aHATUSIM  HEOOXOJIUMO
MPOAHAIN3UPOBATh KOHCHIEKT JICKIIUM, O3HAKOMHUTHCS C PEKOMEHIOBAaHHOMU
JUTEpPaTypod MO COOTBETCTBYIOIICH TeMe, OCYIIECTBUTh TMOJATOTOBKY IO
PEKOMEHIOBAaHHBIM B paboueil mporpamme BompocaM JJjisi 0OCYXKIECHUSI TEMBI,
BBITIOJIHUTB JJOMAIIIHEEe 3a1aHue (TP HEOOXOIUMOCTH).

HeobxoaumMo MOMHUTE, 4TO Ha JIEKIIUU OOBIYHO paccMaTpUBAETCs HE BECh
Martepuall, a TOJIbKO ero 4actb. OcTanbHasi €ro 4acTh BOCHOJHSETCS B IIPOLIECCE
caMmocTosTeIbHOM paboTel. Ocoboe BHHMaHHE, padoTas CaMOCTOSATEIBHO,
HE0OX0MMMO OOpaTUTh HAa COJEpP)KAHWE OCHOBHBIX IIOJIOKEHUW W BBIBOJIOB,
OoOBsICHEHHE SIBICHUH W (DAKTOB, YSICHEHHE NPAKTUYCCKOTO MPUIOKEHUS
paccMaTpUBaEMbIX TEOPETUUYECKUX BOMPOCOB. B mpoiiecce 3Toi paboThl HYXKHO
CTPEMUTBHCSI TOHSITh W 3allOMHUTH OCHOBHBIE TOJIOKEHHUS PAcCMaTpPpUBAEMOTO
Marepualna, TMpPUMEpPbI, TMOSCHSIOIMIME €ero, a Takke pa3o0paTbcsi B
WIIOCTPAaTUBHOM Marepuase. B3aumHoe oO0CykJieHne Marepuana, BO BpeMs
KOTOPOTO 3aKpeIUISIOTCS 3HaHUS, a Takke mpuoOperaeTcsl NpakTUKa B
W3JIOKEHUU W PA3bICHCHUU TOJYUYCHHBIX 3HAHUH, Pa3BUBACTCS pPEUb, TAKXKE
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OarompusATHO JEUCTBYET Ha pe3yabTarhl. [Ipu HEOOXOIUMOCTH CIEayeT
oOpamiarbcs 3a KOHCYJIbTAIIUEHN K MPEToAaBaTeNo (B TOM YHCIIE 1O SJIEKTPOHHOM
noure). [[st caMocTosITebHOM pabOThl HMEIOT 3HAUYCHHE 3anmucH. OHU TOMOTAI0T
MOHATH MMOCTPOCHHUE M3YyYaeMOI0 MaTE€pUalia, BBIICIUTh OCHOBHBIE MOJO0XKEHUS,
MpoCJIeIUTh WX JIOTHKY. BeneHue 3amucedt CrnocoOCTBYET aKTHUBHU3ALUU WU
MOOMIM3AIIMHY MBITIUICHUSI HAPSITY CO 3PUTENBHOM, U MOTOPHYIO MamsiTh. [losie3Ho
3alMChIBaTh UJICH.

[Tocne w3ydeHuss 6a30BBIX TEM Kypca MPOBOJIUTCA TEKYIIUM KOHTPOJb
3HAHUM CTYJEHTOB B BHJE ONPOCAa WJIM MUCbMEHHOTO TECTHUPOBAHUSA. THIIOBBIE
TECTHl U 3aJaHUs MO TeMaM JMCLMILUIMHBI NPUBEACHBI B CIEIMAIBLHOM pa3Jielie
JTAHHOM paboueii MporpamMMsl.

IToaroroBka K TEKylIeMy W IPOMEKYTOYHOMY KOHTPOJIO IPEAIOIaract
M3YUYEHHE TPEICTABICHHBIX BONPOCOB K 3a4eTy, pabdoTy HajJ TECTaMu,
MIPE/ICTABIICHHBIMU B JIaHHOW pa0odeil mporpaMme, BBITTOJIHEHHE CEMECTPOBOM
MPOCKTHOW pabOThl 1O MPUMEHEHHIO CHCTEMHOTO TMOAXOAa W METOJOB
CHUCTEMHOT0 aHaJIn3a K BEIOpAaHHOU CUCTEME.

8. YueOHas iuTepaTrypa u pecypcbl HHGOPMALMOHHO-
TeJeKOMMYHUKAUUOHHON ceT UHTEpHeT

8.1. OcHoBHas nuTepaTypa

1. Enun, B. M., OpraHuzailuoHHO€ U TIpaBOBOE oOOecreyeHue
nHpopmaImoHHon Oe3omnacHocTH : ydeOHoe mocobme / B. M. Emun, A. K.
KapoBa. — Mocksa : KnoPyc, 2025. — 207 c¢. — ISBN 978-5-406-14605-7. —
URL: https://book.ru/book/958440 (nata oGpamenus: 30.04.2026). — TekcT :
AJIEKTPOHHBIM.

2. Kamrep, U. B. Ympasnenue nadopmaimoaHoii 6€30MacHOCTHIO : yueOHOe
nocobue / . B. Kanrep, A. C. lllaGypos. — I[lepms : [THUITY, 2023. — 91 ¢. —
ISBN 978-5-398-02866-9. — Tekct : anekTpoHHBIN // JlaHb : 3JI€KTPOHHO-
oubnmuoreunas cucrema. — URL: https://e.lanbook.com/book/328889 (marta
obpamenus: 30.04.2026). — Pexxum goctymna: ajis aBTOpU3. MOJIb30BaTENEH.

3. Kospmunbix, C. W., Ynpasnenue uHOpMalMOHHONW O€30MACHOCTHIO :

yuebHoe nocobue / C. U. Kospmunbix, C. A. bopucoB. — Mocksa : KnoPyc,
2024. — 281 c¢. — ISBN 978-5-406-13773-4. —  URL:
https://book.ru/book/955744 (mara oOpamenus: 30.04.2026). — Tekcr
BJICKTPOHHBIM.

4. Kpsuios, I'. O., bazoBbie nonsiTrst nHGOPMAIIMOHHON 6€30MaCHOCTH :
yueoHoe nmocobue / I'. O. Kpwuios, C. JI. Jlapuonosa, B. JI. Hukutuna. —
Mockga : Pycaiinc, 2025. — 257 ¢. — ISBN 978-5-466-09255-4. — URL.:

https://book.ru/book/958467 (nara obpamenus: 30.04.2026). — TekcT :
AIEKTPOHHBIN.

Bce nctouHnkr OCHOBHOM JINTEPATYPHI B3aMMO3aAMEHSIEMBI.

8.2 JlononHUTENbHAS TUTEPATYPA
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5. llponoB B.IO. MexnyHapoaHble W OTEYECTBEHHBIE CTAHAAPTHI 10
WH(OpPMaIMOHHON [nnos, A.
K. Ynpasnenue nnpopmanrionHoi 6e30nacHoCThIO : yueOHoe nocobue / A. K.
[unos ; KOxubIN dhenepanbHblii yHUBEpcUTeT. - PocToB-Ha-/{ony ; Taranpor :
UznatensctBo IOxkHOTO (penepanbHoro ynusepcurera, 2018. - 120 c. - ISBN
978-5-9275-2742-7. - Tekcr: DIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1021744

6. BecenoB I'.E. MenemxkmeHT pucka HHPOPMAIMOHHON OE30MaCHOCTH:
yuebHoe nocobue / BecenoB I'.E., A6pamoB E.C., lllunos A.K. — DnekTpoH.
naH. - Taraapor:FOxHbIi denepanbublil yHuBepcutet, 2016. - 107 c.

7. OcHOBBI  yIpaBlICHUS HH(POPMAITMOHHOW 0€30IIaCHOCTHIO :  yueOHOoe
nocobue : Jlonmymeno YMO ... / A. II. Kypuno, H. I'. Munocnasckas, M. 1O.
CenaropoB, A. W. Toncroir. - 2-e uzn., ucnp. - Mocksa : ['opAudas nuHus-
Tenekom, 2016. - 244 C. - (Bompocsr
ynpaBiieHus] ”HPOPMAIMOHHOM O6e30macHocThi0. Beim. 1). - bubnmorp.: c. 234-
239. - ISBN 978-5-9912-0361-6.

8.3.HopMaTuBHbIe IPaBOBbIE IOKYMEHTHI U HHAS NPaBoBasi HH(popManus

He ncnions3yrores

HNuTepHer-pecypebl
OO6yuaromuMcest obecrieyeH Aoctyn k marepuanam kypca B CHO Akanemun
http://Ims.ranepa.ru, a Tak *e 4yepe3 CaT HaydyHOU OUOTMOTEKH K CIEIYIOIIUM
MIOJIMTUCHBIM AJIEKTPOHHBIM pecypcam:
Pycckoaszviunvie pecypcot
1. DnexTpoHHBIE YYEOHUKH 3JIEKTPOHHO-OMOMMoTeuHor cucteMbl (DbC)

«Auibykcey

2.DNeKTpOHHbIE YYE€OHUKH AJIEKTPOHHO-OMOIMoTeunoit cucremol (ObC)
«Opaiim»

3. DNeKTpOHHBIE YUYEOHUKH JIIEKTPOHHO-OMOmmoreyHot cuctemsl (ObC)
«/lanvy

4. DneKTpOHHbIE YUYEOHUKH dIEKTPOHHO-0MOoTeunoi cuctemsl (ObC)
«ZNANIUM.COM»

5. DneKTpoHHBIE YYEOHUKH AIEKTPOHHO-O0uOIoTeuHoit cuctemsl (3bC)
«BOOK.RU»

6. OreHka KayecTBa HH(POPMALMOHHON HHPPACTPYKTYPbl OpraHU3alUu.
http://www.dir-consulting.ru/ocenka-kachestva-informacionnoj-
infrastruktury-organizacii.html

7. YmupaBrneHue MHIHUIECHTAMH U TPOOIeMaMy — MOHSATHS W IIPUHIIHIIHI /
NudpaMenemxep, Inexkrponnbiit pecype URL:
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http://www.dir-consulting.ru/ocenka-kachestva-informacionnoj-infrastruktury-organizacii.html
http://www.dir-consulting.ru/ocenka-kachestva-informacionnoj-infrastruktury-organizacii.html
http://lms.ranepa.ru/

[https://www.inframanager.ru/library/about-methodology/upravlenie-
incidentami/]

8. Konecos A. HP ITSM u a¢ppexTuBHOCTD 00CITYKUBAHUS
MH(OPMAITMOHHBIX CUCTEM MpeanpusTuit / http://www.bytemag.ru/?
I[D=602758

9. Vnpasnenue UT-ycnyramu /
http:// www.itexpert.ru/rus/articles/200406222006/200406222044

9. MartepuajabHO-TeXHHM4YecKasi 0a3a, UHPOPMAIIMOHHBbIE TEXHOJIOT UM,

NmporpaMmMHoOe€ o0ecreyeHue u PIH(l)OpMaIII/IOHHLIe ClipaBO4YHbIC
CHUCTEMBI

Ne i/t

HaumenoBanue

Crennain3upoBaHHbIC 3aJIbI 1JIs1 TPOBEACHUS JICKIIUH, OCHAIIIEHHbIE IEPCOHAIIbHBIM
KOMIIBIOTEPOM/HOYTOYKOM U MYJIBTUMEAUMHBIM MPOSKTOPOM

AyIHUTOpUN U KOMITBIOTEPHBIE KJIACCHI, 000PYA0BaHHBIEC TOCAT0YHBIMU MECTAMH U
MEPCOHAIBHBIMUA KOMITBIOTEPAMU C BBIXOAOM B MIHTEpHET [1s1 IpOBEIEHUS
MPAKTUYECKUX 3aHITUI

«MTC Jlunk» — poccuiickas miaatgopma ajs OHJIaHH-KOMMYHUKAIUN 1
COBMECTHOH paboTsl koMaHy ; «Sunexc TenemocT» — cepBuc s
BUJcoKOH(pepeHimii ot Anaexca; S-meccenmxep

TexHuueckue cpeacTBa 00y4eHUs: IEPCOHATIBHBIE KOMIIBIOTEPHI; IPOTPaMMHbIE
cpezcTBa, oOecreunBarole MpocMoTp Buaeodaitios B popmatax AVI, MPEG-4,
DivX, RMVB, WMV, nporpammsl Jj1st pabOTBhI € 3JIEKTPOHHBIMU TaOIMIIAMHU IS
00paboTKH, aHAIM3a U BU3yaJU3allMy JAHHBIX; COOTBETCTBYIOIINE OHJIANH-
MHCTPYMEHTHI JJIsl HIOCTPOEHUSI MHTEIJIEKT-KapThl U MOJIEICH B pa3JIMYHbBIX HOTALMIX

Hayunas 6u0amnoTeka (B T.4. 3JI€KTPOHHBIE HH(POPMAILIMOHHBIE PECYPCHl HAYYHOI
O6uOIMOTEKN)

CJ10 Akaaemuu https://Ims.ranepa.ru/
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