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1 O6mue moaoKeHUs

1.1 Ob6sacTh NpUMeHEeHUs1 POrpaMMBbl

PaGouass mporpamMma y4eOHON AMCHMIUIMHBI «YTpaBieHHe Oa3aMH JaHHBIX» SBISETCS
4acThI0 OCHOBHOM MpodeccroHalbHON 00pa3oBaTeabHON MporpaMMel mo crnernuansHoctu CIIO
09.02.11 «Pa3paboTka u ynpaBieHHe MPOrpaMMHBIM 00ECTICUCHUEM).

1.2 MecTro aMCHMIUVIMHBI B CTPYKType OCHOBHOl  mpodeccHOHAJbHOI
00pa3oBaTeJILHON MPOrPaMMBbI

YyeOHass  AMCHUIUIMHA  «YTpaBieHHWe  0a3aMd  JAaHHBIX»  SIBISETCA  YacTbhIO
npodecCHOHALHOW MOATOTOBKM, BXOJAUT B 0OMENpPO()EeCCHOHATBHBIA MK AHCIUILIINH.
basupyercst Ha Takux nucuMIUiHAx, kak «MHpopMaTukay, «OnepaoHHbIE CHCTEMBI U CPEIBI»,
«OCHOBBI QJITOPUTMM3ALMKA U IPOrPAMMHUPOBAHUSA» SBISETCS OCHOBOIIOJIATAMOIIECH I TaKOM
JTUCIUILTMHBL, Kak «Pa3paboTka mporpaMMHBIX MOIYJIEH».

Jucuurnnuna uzy4yaercst Ha 2 Kypce B 4 cemecTpe.

1.3 Heau u 3a1a4u yueOHOM JMCUMILTHHBI

Lenp mucuumiuHel «YmpaBieHue 0a3zaMu JaHHBIX» - (OpMHUpOBaHHE y OOyHAIOIIUXCS
CUCTEeMHBIX 3HAaHUW M TPAKTHUYECKUX HABBHIKOB B O0OJIACTH MPOEKTUPOBAHUSA, Pa3pabOTKH,
QIMUHUCTPUPOBAHMS W ONTUMHU3AIMU 0a3 JaHHBIX, BKJIOYas BJIAJCHUE COBPEMEHHBIMU
WHCTPYMEHTAMU W TEXHOJIOTHSIMUA padoOThl ¢ pensiuoHHbIMH M NoSQL-cuctemamm, a Takxke
CHOCOOHOCTH co3AaBaTh dPPeKTUBHbIE, Oe30MacHbIe U MacIITAOUpyeMble PEIICHUS JI1 XPaHEHUS
1 00pabOTKHU TaHHBIX B TPO(HECCHOHATBLHOU e TEIBHOCTH.

3ajgaud TUCHUTIIUHBI:

- OBnajieHe MOHATHIHBIM almapaToM TEOpUU 0a3 JaHHBIX (M3YUYCHHE KITFOUYEBBIX
TEPMHHOB W ONPEICICHHUN: CYIIHOCTh, aTPUOYT, CBs3b, HOPMAIIM3AIMS, TPAH3AKIUS H JIp.;
MMOHUMaHHE SBOJIIONMKM Mojeliel maHHbIX u TeHaeHumi pa3Butus CYBJI; ocoznanme ponm 6a3
JAHHBIX B COBPEMEHHBIX NH()OPMAIIMOHHBIX CHCTEMAX).

- dopmupoBaHue 3HAHUN B 00JacCTU MOJAETUPOBAHUS AAHHBIX (OCBOEGHHE METOJOB
aHaJM3a IPeIMETHON 00IacTH; U3yuyeHUe MPUHIIUIIOB MMOCTPOSHUS KOHIENTYaIbHOM, TIOTUYECKOM
1 PU3NYIECKOW Mojeneil maHHBIX; pabora ¢ HoTanusMu ER-mmarpamM; moOHMMaHWE pa3IAduid
peSIMOHHOM, nepapxudeckoi, cereBoi 1 NoSQL-moneneit).

- OcBoOeHUE MPUHIIUIIOB MTPOCKTUPOBAHUS PEISIITUOHHBIX 0a3 TaHHBIX (M3yUECHUE HOPM

HopManuzauuu 10 3NF um BCNF; mpoektupoBaHue cxem ¢ y4€TOM LEIOCTHOCTH [TaHHBIX;



oTpesieNIeHUE THIIOB JaHHBIX, KIIFOUEH, MHICKCOB; pa3paboTKa OrpaHNYCHUN U TIPAaBHII CChIIIOYHOM
LE€J0CTHOCTH).

- [Tpro6perenue HaBbIKOB padOTHI ¢ A3bIKOM SQL (ocBoenue cunrakcuca DDL, DML,
DCL u TCL-komann; HanmucaHue cioxHbiX 3anpocoB ¢ JOIN, momzampocamu, arperaTHbIMU
GyHKIUSAMU; CO3/1aHHE TPEJCTABICHUN, XpaHUMBIX Mpouenayp, (yHKUMH U TPUTTEPOB;
ONTUMU3ALINS 3aIIPOCOB YEPE3 aHAIU3 IIJIAHOB BBITIOJHEHNU).

- Pazputue komnereniuii B obnactu aamuHucTpupoBaHus CYBJl (ycraHoBka u
HACTpOWKa cepBepoB 0a3 JaHHBIX; YIPABICHHE MOJIH30BATEISIMUA U MPaBaMH JOCTYIA; pE3E€PBHOE
KOMMMPOBAHWE ¥ BOCCTAHOBJICHUE [AHHBIX; MOHHUTOPHUHT MPOW3BOIUTEIHHOCTH, HACTPOUKA
napameTpoB KoHpurypanuu CYB/]).

- OBnageHne METoIaMH ONITUMH3aINK 0a3 MaHHBIX (TPOEeKTUpOoBaHKE Y (PEKTUBHBIX
WHJCKCOB; JEHOpManu3alus ¢ OOOCHOBAaHHEM; CEKIIMOHUPOBAHWE M IIapAMPOBAHHE HAHHBIX;
K3ILIMpOBaHue; HacTpoiika napamerpoB CY B/l 11 nmoBelIEeHUS TPOU3BOAUTEIBLHOCTH).

— Nzyuyenne ocobeHHoctedt NoSQL-cuctem (ocBoeHHME MoJIened  JaHHBIX:
JOKYMEHTO-OPHCHTUPOBAHHBIC,  «KIIOY-3HAYCHHE», KOJOHOYHBIC, TrpadoBble; IMMOHUMAHHE
cuenapueB npumereruss MongoDB, Redis, Cassandra u ap.; HamucaHue 3alpocOB Ha S3BIKAX
cnenuuueckux a1 NoSQL-CYBJI; omeHka KOMIPOMHCCOB MEXAY COTJIACOBAHHOCTHIO,
JOCTYITHOCTBIO M ycToitunBocThio — CAP-Teopema).

- dopmMupoBaHUE HABBIKOB OOecredeHHus Oe30MacHOCTH 0a3 JaHHBIX (peanu3alius
MEXaHH3MOB ayTCHTU(UKAIMK U aBTOpH3AINK;, IH(PPOBAHUE JAHHBIX HA YPOBHE CTOJOILIOB H
TaOJIUIY; ayIUT JOCTYIIA U )KypHAITMPOBAHUE; 3ammTa 0T SQL-uHBEKINIA; COOIOACHIE CTAaHIapTOB
GDPR, PCI DSS B KOHTEKCTE XpaHCHHS TaHHBIX ).

- OcBoeHME WHCTPYMEHTOB TIPOCKTHPOBaHHMS H  pa3pabotku  (pabora ¢
CASE-cpenctBamu 11t MOACTMPOBAHUS TaHHBIX; Hcnionb3oBanue IDE mist CYB/I; unterpanus 6a3
JaHHBIX C NpUKIaAHBIMU cuctemamu dvepe3 APl u  ORM-dpeiimMBopky; aBTOMaTH3aIMA
Pa3BEPTHIBAHUS M MUTPALIUU CXEM).

- OpueHTUpOoBaHUE B TMEPCIEKTUBHBIX HAMpPAaBICHUSIX pa3BUTUs 0a3 JTaHHBIX
(M3ydeHne TEXHOJIOTUN pactpenenEéHHbIX 0a3 JTaHHBIX U OJIOKUYEeHH-XpaHWIuIl; aHanu3 poiu U1 u
ML B onTHMH3AIMH 3aPOCOB U MpeAcKa3aTeIbHON aHATUTHKE; TOHUMaHUE TeHISHIINI 00JauHbIX

CVYB/ u Serverless-pernienuii; olieHKa BIMSHUS KBAHTOBBIX BRIYUCICHUI HA XpaHEHHE JJAHHBIX).

1.4 Ilnanupyemble pe3yabTaTbl 00y4eHHS 110 JUCHUILIHHE



IlepeyeHb KOMIIETEHIMIA:

Kon OK,
IIK

YMmerThb

3HaTh

Biaaners HaBBIKAMH

OK.01

Bribupats ciocoOsl
pelieHus 3a1a4
npodeccrnoHaIbHOM
JeSTEIbHOCTH
MNPUMCECHUTCIIBHO K
pa3IUYHBIM KOHTEKCTaM

AKTyaJbHBIN
npodecCuoHaNbHBIN U
COIHATbHBIN KOHTEKCT, B
KOTOPOM MPHUXOAUTCS
paboTath U KUTb;
OCHOBHBIE HCTOUHUKH
UH(POPMALIUU U PECYPCHI
JUISL pellieHus 3a1a4 U
npo0JieM B
npodeCcCHOHAIBHOM W/HUITH
COIIMATTLHOM KOHTEKCTE;
AITOPUTMBI BBHITIOTHEHUS
pabort B
npodeccuoHaNbHOM U
CMEXKHBIX 00JIaCTSIX;
METOJIbl pabOTHI B
po(heCcCHOHATLHOM U
CMEXHBIX chepax;
CTPYKTYpY TUIaHA JIst
pelieHus 3a/1a4; MopsA0K
OIICHKH PEe3yJIbTaTOB
pelieHus 3a1a4y
pohecCHOHATLHOM
JeSITENIbHOCTH

OK.02

Hcnonb3oBars
COBpPEMEHHBIC CPEICTBA
MIOKCKA, aHaTN3a U
WHTEPIIPETAAH
nHpopManuu u
WH(POPMAIMOHHEIE
TEXHOJOTHH IS
BBITIOJTHCHHS 32124
npodeccroHanbHOI
JESATCIIbHOCTH

HOMEHKJIaTypa
UH(POPMALMOHHBIX
UCTOYHUKOB,
NPUMEHIEMBIX B
npogeccruoHaIbHON
NeSITeTbHOCTH; TPUEMBI
CTPYKTYPUPOBaHUS
uHpopManuu; popmar
oopmieHHs pe3yabTaToB
novcka UH(popmanuu,
COBpPEMEHHBIE CPECTBA U
YCTpOHCTBA
UH(pOpMaTU3aLUH;
HOPS/IOK MX IPUMEHEHUS U
IpOrpaMMHOE
obecrieueHue B
npogeccruoHaIbHON
JeSITETbHOCTH B TOM YHCIIE
C MCIIOJIb30BaHUEM
1IU(GPOBBIX CPEJICTB

OK.03

[lnanupoBath 1
pean30BHIBATh
COOCTBEHHOE

coAepKaHUE aKTyaJIbHOMN
HOPMaTHUBHO-IIPAaBOBOM
JIOKYMCHTaIII/II/I;




npodeccrHoHaIbHOE U
JMYHOCTHOE pa3BUTHE,
NPEANPUHUMATEIBCKYIO
JeSITeTbHOCTD B
npodeccHoHaIbHOMI
cdepe, UCIoIb30BaTh
3HAHMSA 0 TIPABOBOU U
(bUHAHCOBOW TPAMOTHOCTH
B Pa3IMYHBIX KU3HEHHBIX
CHUTYaIUSIX

COBpEMEHHas Hay4Has U
npodeccuoHaIbHast
TEPMUHOJIOTHS;
BO3MOXHBIE TPACKTOPHUHU
npo¢ecCHOHATBLHOIO
pa3BUTHI U
camM0o00pa30BaHusl; OCHOBBI
MPEAITPUHUMATETBCKON
NeSITeIbHOCTH; OCHOBBI
¢uHAHCOBOI
I'PaMOTHOCTH; NpaBuiIa
pa3paboTku Ou3Hec-
IUIaHOB; MOPSAIOK
BBICTPaWBaHUS
NpEe3eHTalUN; KPeIUTHbIE
0aHKOBCKHUE MPOJYKTHI

OK.04 DddexTrBHO MICUXOJIOTHYECKUE OCHOBBI
B3aMMOJICIICTBOBATH U eI TEIbHOCTH
paboTath B KOJUIEKTHBE U | KOJUICKTHBA,
KOMaHjIe MICUXOJIOTHYECKUE
OCOOCHHOCTH JINYHOCTH;
OCHOBBI ITIPOEKTHOM
NESATeTbHOCTH
OK.05 OCymIeCTBIISITh YCTHYIO © | OCOOCHHOCTH
MUCEMEHHYO COIIMAILHOTO 1
KOMMYHHKAITUIO Ha KyJIBTYPHOTO KOHTEKCTA,
rOCYJJapCTBEHHOM SI3bIKE npasuiia opopmIIeHuUs
Poccuiickoit denepanuu ¢ | TOKYMEHTOB U MOCTPOEHUS
y4eToM 0coOeHHOCTeH YCTHBIX COOOIICHHIA
COIMAIBHOTO H
KYJIbTYPHOT'O KOHTEKCTa
OK.06 [IposBIATE rpaskJaHCKO- CYIIIHOCTb I'PAKJAHCKO-
MaTPUOTHYECKYIO NaTPUOTHYECKOMN MO3UIINH,
MMO3ULIHIO, 00IIIeYEIOBEYECKUX
JIEMOHCTPHUPOBATh LEHHOCTEMN; 3HaYMMOCTh
OCO3HAHHOE MOBEJICHNE Ha | MPO(dhecCHOHATBLHOM
OCHOBE TPaUIIMOHHBIX JESTEIIbHOCTH 110
POCCUICKUX AYyXOBHO- CIELUATBbHOCTH;
HPaBCTBEHHBIX IICHHOCTEH, | CTaHIapThI
B TOM YHCJIE C YYETOM AHTUKOPPYIILIMOHHOTO
rapMOHHU3aIUU MOBE/ICHHUS U TIOCTIEeICTBUSA
MEXHAIIMOHATBHBIX U €ro HapyIICHUS
MEXPETUTHO3HBIX
OTHOILIEHUN, IPUMEHATh
CTaHapThI
AHTUKOPPYILIMOHHOTO
MOBEACHUS
OK.07 ConeiicTBOBaThL MpaBUJIa SKOJIOTUYECKOMN
COXpaHEHUIO 0€301acHOCTH MpHU
OKpYKaroIlen cpeibl, BEJICHUU
pecypcocOepereHUIO, pohecCHOHATLHOM




MIPUMEHSITh 3HaHUSI 00
W3MEHEHHUHU KJIMMaTa,
MIPUHIIMIIBI OEPEKITUBOTO
MIPOU3BOJICTBA,

3¢ peKTUBHO NEHCTBOBATH
B YPE3BbIYAHBIX
CUTYaLUAX

NeSITeTIbHOCTH; OCHOBHBIE
pecypcesl,
3aJIciiCTBOBAaHHBIC B
po(heCcCHOHATTLHOM
NESITeTbHOCTH; Iy TH
oOecrnieueHus
pecypcocOepexeHuUs;
HPUHIHAITEI OEPEXKIINBOTO
IPOM3BOJICTBA; OCHOBHBIC
HAIpaBJICHUS U3MCHECHUS
KJIMMAaTUYECKUX YCIIOBHIMA
peruona

OK.08 Hcnonb3oBath cpencraa poiib puznYecKoit -
(bu3n4ecKoil KyabTyphbl KyJbTYpPBI B
IUISL COXpaHEHUS U OOIIEKYIBTYPHOM,
YKpEeTUIEHUS 37I0POBbS B npo¢eCcCHOHATILHOM U
nporecce COLIMAIEHOM Pa3BUTHU
npogeccuoHaIbHON YeJI0BeKa; OCHOBBI
JeSITeTbHOCTH U 3II0pPOBOTO 00pa3a )KU3HU;
NOJACP KaHUS yCIIOBUS
HEOO0XOIUMOTO YPOBHS npodeccuoHaIbHON
¢buznyeckoi JeSITeIbHOCTU U 30HBI
MOJITOTOBJICHHOCTH pucka pu3myecKoro
3J10pOBbS IS
CIEUATBHOCTH; CPEACTBA
npopUIaKTUKU
nepeHanpsHKeHUs
OK.09 [Tonws3oBaTbcs IpaBuja NOCTPOEHUS -
npogeccuoHaIbHON MPOCTBIX M CIIOKHBIX
JOKyMEHTaluen Ha MPEI0KEHU N Ha
rOCyJJapCTBEHHOM U npogeccuoHaIbHbIE TEMBI;
WHOCTPAaHHOM SI3bIKaX OCHOBHEIC
00IIeyIOTpeOUTENHHBIC
ry1arosisl (ObITOBAs U
npodeccuoHanbHas
JIEKCHKA); JICKCUICCKUM
MUHUMYM, OTHOCSIIIIHICS K
OTIMCaHMIO MTPEIMETOB,
CPEZCTB U MPOLIECCOB
npodecCuoHaTbHON
NesITebHOCTH;
0COOEHHOCTH
MPOU3HOINICHHUS;, TPaBUIIa
YTEHUS TEKCTOB
npodecCHoHaNBHOM
HaIpaBICHHOCTH
I[K 1.1 — AHAJIM3UPOBATH — OCHOBHBIC MMOJIOKEHUS | — pa3paboTKu

IpeIMETHYIO 00JIacTh U
BBIJICJIATH OCHOBHBIC
CYUIHOCTH;

Teopuu 0a3 NaHHBIX,
XPaHWINII JaHHBIX, 0a3
3HAHUI;

KOHIIENTYaJIbHONU MOJEIN
0a3nl JaHHBIX;




— OIpeaensiTh
TpeboBaHus K 6aze
JAaHHBIX;

— Ppa3pabaTbIiBaTh
KOHIIENTYalIbHYIO,
JIOTHYECKYIO U
¢busnueckyro monenu 6a3
JAHHBIX;

— TPOEKTUPOBATH CXEMY
0a3bl JAHHBIX;

— paborath ¢
COBPEMEHHBIMH Case-
CpeICcTBaMuU
POEKTHPOBaHUs 0a3
JAHHBIX;

— OIpPEAeIAThH CBS3H
MeX 1y TaOIuIaMu;

— OIpPEAeISATH TUIIBI
JaHHBIX JUIS TTOJeH
Ta0IUIL;

— odopmIIeHHE
JIOKYMEHTAIlUU Ha
CIIPOEKTUPOBAHHYIO 0a3y
TAHHBIX

pa3pabOTKU CXeMbl Oa3bl
TAHHBIX, UCTIOJB3YS
NoSQL monaenu gaHHBIX,
TaKHe KaK JIOKyMEHTO-
OpUEHTUPOBAHHBIC, KITIOY-
3HAYCHUE, KOJIOHOYHBIC U

Ap.

— OCHOBHBI€ ITPUHIIMIIBI
CTPYKTYpHU3AIHH U
HOpMaHu3auu 0asbl
JAHHBIX;

— OCHOBHBIE ITPUHIIMIIBI
MOCTPOCHHUS
KOHIENTYaJIbHOM,
JIOTUYECKOHU U
buznueckoit mogenu
JAHHBIX;

— METO/Ibl OTIMCAHUS CXEM
0a3 TaHHBIX B
COBPEMEHHBIX CUCTEMax
yhpaBiieHus 6azamu
JAHHBIX;

— CTPYKTYpY JaHHBIX
CUCTEM YIpPaBIICHUS
0a3aMu JaHHBIX,
OCHOBHBIE MOHATHS U
TIPUHIIATIBI
POEKTUPOBaHUS 0a3
JAHHBIX;

— CTPYKTYpy
PEISIIIMOHHOM 0a3bl
JAHHBIX;

— s3pIk SQL u
OCOOEHHOCTH €ro
peanu3aiyy B pa3IuIHbBIX
CUCTEMaXx YINpaBICHUS
0a3aMu JaHHBIX;

— ONTHUMU3ALIHIO
IIPOU3BOJUTENBLHOCTH 0a3
JTAHHBIX

IPUHLIUIIBI 0€3011aCHOCTH
XpaHEHUs JaHHBIX

— pa3paboTKu
MH(OJIOTHUECKON MOJIENN
0a3nl JaHHBIX;

— pa3paboTku
(bu3UIecKOi MoJIeu 6a3bl
JTAHHBIX;

— pa3paboTKu
TpeOoBaHuil Kk 6aze
JAHHBIX

— HOpMaJIU3aIHs
CTPYKTYpbI 0a3bl JaHHBIX
— JIOKyMEHTHPOBAHUS
cXeMbl 0a3bl JaHHBIX,
BKJIIOYas auarpammel ER
U ONKCaHus TabIuIl;
JIOKyMEHTUPOBAHUS TIPaB
Joctyna U 0e30MacHOCTH
0a3pl JAHHBIX, BKJIIOYAs
y4eTHBIE 3anucu
MOJIB30BATENEN U UX POJIU

K 1.2

— Ppa3pabaTbIiBaTh
00BEKTHI 0a3 JaHHBIX

— CO03/1aBaTh TaOJIUIIbI,
WHJICKCHI, OTPAHUYCHHUS U
npyrue o0beKThl 0a3bl
JTAHHBIX

— ONTHMHU3HPOBATH
3ampockl K 6a3e TaHHBIX
JUTSI TIOBBIIIICHUS
MPOU3BOJUTENEHOCTH

— Ppa3pabaTbIiBaTh
XpaHUMBbIE MPOLIETYPHI U
TpUrrepsl s 0as3
JAaHHBIX;

pa3pabaThIBaTh
HEOOXOMMBbIE st

— OCHOBBI PEJIALIMOHHOMN
MOJIETH TaHHBIX

— s3Ik SQL u ero
OCHOBHBIE KOMaH/IbI

— TIPHUHIHAIIBI
HOpManu3anuu 0as3
TAHHBIX

— TPUHLUIBI pabOTHI C
paznmuunabiMu CYB/]

— 00muit mogxon K
OpTraHu3aIuu
MpeICTaBICHUA, TaOIuII,
WHJICKCOB H KJIACTEPOB;
— METOJIbl OpraHU3aIu’
[[EJIOCTHOCTH JIAHHBIX;

paboTel C  pa3IMYHBIMHU
o0BekTaMu 0a3bl TaHHBIX
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Pa3JIMYHBIX TPy

CHoCcOoOBI KOHTPOJIS

MoJIb30BaTeNe JOCTyNa K TaHHBIM U
MIPEICTABJICHUS yIpaBiICHUS
MPUBWJICTHUSIMU
IIK 1.3 — pa3pabaTbIBaTh — OCHOBHBIE€ IPUHIHUIIBI — co3maHus TadauIl 0a3sl
00BEKTHI 0a3bl TaHHBIX, co3aHUs 00BEKTOB 0a3bl | JaHHBIX C OMpEJeIeHuEM
TaKue KakK TaOJIuIbI, JTAHHBIX; CTPYKTYPHI M TUIIOB
UHJIEKCHI U CBSI3U MEXKIY — CHHTAKCHC U OCHOBHBIE | JAHHBIX JIJISl KQXKI0TO
HUMU, npuemsl pabotsl ¢ SQL; aTpulyTa;
— TpOrpaMMHUpPOBATh U — METOJbl ONTUMH3AINKN | — ONpeAeNeHus
CO3/71aBaTh XpaHUMBIE 3aIPOCOB U MTOBBIIICHHS MEPBUYHBIX U BHEITHUX
npoueaypsl, GyHKIUN U MPOU3BOUTENEHOCTH KITFOUeH st
TPUTTEPHI ISl 00pabOTKM | 0a3bl TaHHBIX; YCTaHOBJICHUS CBSI3ei
JAHHBIX; — OCHOBHBI€ MTPUHIIMIIBI Mexay TaOauIamu;
— YOpPaBJISITH JAHHBIMU B | YNIPABIICHUS TAaHHBIMU U — CO3JaHUs WHJEKCOB
0a3e TaHHBIX, BKIIOYas oOcyxuBaHus 06a3bl JUTSL ONTUMH3AITHT
BBOJI, OOHOBJICHHE U JTAHHBIX; 3aMpOCOB U TIOBBIILICHUS
yaaneHue JaHHbBIX; — OCHOBHBI€ MTPUHIIMIIBI MIPOU3BOIUTENLHOCTH;
— ONTUMHU3HPOBATH pabotel NoSQL 0a3 — Ppa3paboTKH XpaHUMBbIX
3armpochl ¥ MPOBOJIUTH JAHHBIX U UX MOJeNen npouenyp, GyHkumii u
MOHUTOPUHT JTAHHBIX; TPUITEPOB AJisi 00pabOTKU
MPOU3BOIUTENEHOCTH — TpeUMyIIecTBa U JAHHBIX U MOAJIEPKKH
0asbl JaHHbBIX; Hemoctatku NoSQL OM3HEC-TIOTHKH;
— pabortats ¢ NoSQL TEXHOJIOTHUH I10 — BBOJa, OOHOBJIEHHS U
0a3zaMu JTaHHBIX; CPaBHEHHUIO C yAaJIeHUs] TaHHBIX B
— HCTOJb30BaTh 3aMPOCHl | PENALMOHHBIMU Oa3aMu COOTBETCTBUHU C
JUTsl paOOThI C JAHHBIMHU B | JAHHBIX; TpeOOBaHUSIMU OM3HEC-
NoSQL 6a3ax gaHHBIX; — METOJbl ONTUMHU3AINH | MIPOLIECCOB;
ONTUMHU3UPOBATH MIPOU3BOAUTENHHOCTH — ONTHUMH3AIIMH 3aIIPOCOB
MPOU3BOIUTENLHOCTD NoSQL 6a3 nanHbIX; JUTSI TIOBBIILICHUS
NoSQL 6a3 naHHbIX. OCHOBHbI€ PUHIUIIBI IIPOU3BOJUTENILHOCTH
yOpaBlIeHUs JaHHBIMH U CUCTEMBI;
obcmyxuBanus NoSQL — co3aaHus 0a3 JaHHBIX
0a3 JaHHBIX. Ha ocHOBe NoSQL
TEXHOJIOTHI
— CO3J1aHus 3alpoCoB s
paboTHI C TAHHBIMU B
NoSQL 0a3zax naHHBIX;
ONTUMU3AINHI
MIPOU3BOTUTENLHOCTH
NoSQL 6a3  jgaHHBIX,
UCTIONB3YSl WHACKCHI U
JIPYTHE TEXHUKU
IIK 1.4 — yCTaHaBIUBATb U — apxutektypy CYB/L; — YCTaHOBKHU U

HactpauBatb CYB/I;

— C€O03JaBaTh U yAAIATH
0a3bl JaHHBIX;

— CO03JaBaTh
MOJIb30BaTENICH U
Ha3Hay4aTh MpaBa JIOCTYIIA;

— OCHOBHBIE IPUHITUITBI
aJIMUHUCTPUPOBaHUA 0a3
JTAHHBIX;

— METO0/ibl MOHUTOPHUHTA
U ONTUMU3ALUU PAOOTHI
0a3 TaHHBIX;

Hactpoiiku CYB/I;

— CO3J1aHus U yJAJICHUS
0a3 JaHHBIX;

— BOCCTaHOBJICHHS 0a3
JIAHHBIX;

— PE3epBHOIO
KOITUPOBaHUs 0a3 JTaHHBIX;
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— ONTHUMHU3HPOBATH
3ampochl K 6a3e TaHHBIX;
— obecrneunBaTh
6e3omacHOCTh 6a3
JAaHHBIX;

— C03/1aBaTh U
HacTpauBaTh Oa3bl
JAaHHBIX B COOTBETCTBHH C
TpeOoBaHUSIMU OHU3HECA,
— YIpaBIsThH
TpaH3aKIUSIMA U
KOHTPOJIUPOBATH
[[EJIOCTHOCTh JaHHBIX;

— obecrneunBaTh
0€301acHOCTh U
YIOPaBIATH AOCTYIIOM K
JTAaHHBIM;

— C03/1aBaTh U
BOCCTAHABIINBATh
pe3epBHbIE KOTUU
JAaHHBIX;

— paboTtath ¢ MHIEKCAMH
Y ONITUMHU3HPOBATH
MPOU3BOIUTELHOCTD
3a1pocoB;

— HOpPMAaJIU30BaTh 0a3bl
JAHHBIX U TPOSKTUPOBATH
3¢ PeKTUBHBIC CTPYKTYPHI
JAaHHBIX;

— MOHHUTOPUTH U
aAHATM3UPOBATH
POU3BOJUTENHEHOCTD 0a3
JAaHHBIX;

paborath ¢
HEPEISIIUOHHBIME 0a3aMu
JAaHHBIX U BEIOMPATh
HanboJIee MOIXOIAIIUI
TUM 0a3bl JAHHBIX JUIS
KOHKPETHOM 3a7a4u

— TIPHUHIUIEI PE3EPBHOTO
KOTIMPOBAHUS U
BOCCTAHOBJICHUS 0a3
JTAHHBIX;

— METOJbI 3aIlUTHI a3
JTAHHBIX OT BHEITHUX
yTpos;

— 0CcoOEHHOCTH PabOTHI ¢
paznuunbiMu CYB/L;

— S3pik SQL (Structured
Query Language);

— yIpaBlcHHE
TpPaH3aKIUSIMH U
KOHTPOJIb IIEJIOCTHOCTH
JAHHBIX;

— yIpaBIeHHE JOCTYIIOM
u 0e30macHOCThIO 0a3
JTAHHBIX;

— pe3epBHOE
KOTIMPOBAHUE U
BOCCTAHOBJICHHEC JJAHHBIX;
— ONTHUMH3AIIHUIO
IIPOU3BOJUTENBLHOCTH 0a3
JTAHHBIX;

— paboTy C UHAEKCAMU U
ONITUMHU3AIIHS 3aIIPOCOB;
— MOHHTOPHUHT M aHAJIH3
POM3BOIUTECILHOCTH,

— TPUHLUIBI pabOTHI €
PEISIIMOHHBIMU 0a3aMu
JAaHHBIX;

NPUHIUITBL pAOOTHI C
HEPEISIIUOHHBIMU 0a3aMu
JTAHHBIX

— CO3JaHus
MOJIB30BaTEICH U
Ha3HAYCHUS MPaB
JIOCTYIIA;

— ONTUMU3AINH 3aIIPOCOB
K 0a3e JaHHBIX
MOHHTOPHHTA u
obcmyxuBanus ~ NoSQL
0a3 JaHHBLIX, BKJIIOYAs
pPe3epBHOE KOMMMPOBAHHUE U
BOCCTaHOBJICHHUE JIAHHBIX.

I[IK 1.5

— paspabaTbIBaTh U
BHEJIPSATH CUCTEMBI
3alIUThl 0a3 JaHHBIX OT
HECAHKIMOHUPOBAHHOTO
JIOCTYTIA;

— pa3pabaTbiBaTh U
BHEJIPSITh CUCTEMBI
PE3epPBHOTO KOIMUPOBAHHUS
¥ BOCCTaHOBJICHUS 0a3
JAaHHBIX;

— METO/BI 3alIHUTHI 0a3
JAHHBIX OT
HECaHKI[MOHHPOBAHHOTO
JIOCTYTIa;

— METOMBI CO3/IaHHs U
BOCCTaHOBJICHHS
PE3epBHBIX KOt 6a3
JTAHHBIX;

— 0COOEHHOCTH paboTHI €
pa3IMYHBIMU TUTIAMH

CYBJI;

— HCHOJIb30BAaHHS
CTaH/IAPTHBIX METO/IOB
3aIUThl 00OBEKTOB 0a3bl
JTAHHBIX;

— pa3paboTku u
BHEJIPCHUS CUCTEM
3aIUThl 0a3 JaHHBIX OT
HECaHKIMOHUPOBAHHOTO
JOCTYTIA;

— pa3paboTKu U
BHEJIPCHHS CUCTEM
PE3EepPBHOTO KOITUPOBAHHMSI
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— TIPOBOJHUTH AyJIUT
Oe3omacHOCTH 0a3
JIAHHBIX

— yCTaHaBJIUBATh U
HACTPanuBaTh MEXaHU3MBI
ayTeHTU(HUKAITIN U
aBTOpHU3ALUN
II0JIb30BaTeNEH;

— CO3/1aBaTh U yMPaBIATh
POJISIMH | TIPaBaMH
JOCTyTIa K IaHHBIM;

— mudpoBaTh JaHHBIC U
obecrieunBaTh UX
KOH(HMICHIIMAIBHOCTD;

— KOHTPOJIUPOBATH
LIEJIOCTHOCTD TaHHBIX U
oOHapyXuBaTh
W3MEHEHH;

— HCIOJI30BaTh
MEXaHU3MBI ayauTa JIIs
OTCIIC)KUBAHHS TOCTYTIA K
JaHHBIM;

— HCIOJI30BaTh
MEXaHU3Mbl MOHUTOPHUHTA
JUIsl OOHApY’KEHUs yrpo3
0€e30I1aCHOCTH;

— CO3/1aBaTh U yNPaBIATh
3alIUAIIEHHBIMHU
COCIUHEHMSIMH ¢ 0a30i1
JaHHBIX;

— HCIOJI30BaTh
MeXaHU3MBI 3aIHUTEI OT
SQL-uHBeKIni U Ipyrux
BHJIOB aTax;

— CO3/1aBaTh U yMPaBIATh
OdKaraMu U pe3epBHBIMU
KOITMSIMH JTAHHBIX
obecneynuBaTh
0e30MmacHOCTh 0a3bl
JAHHBIX TIPU
HCIOJIb30BAHUHU 00JIaUHEIX
CEPBHUCOB

— METOJIbI TPOBEICHUS
ayauTa 0e30MacHOCTH 0a3
JIAHHBIX

— TIPUHITATIBI
KpUnrorpadguu 1 METo10B
muGpoBaHUs JaHHBIX;

— CTaHIapTHl U
MIPOTOKOJIBI
0€30I1aCHOCTH, TAKMX KaK
SSL/TLS, SSH, Kerberos
U JIp.;

— METOJBI
ayTeHTH(UKANU 1
aBTOPH3ALUH
MOJIb30BaTelICH, BKIIIOYas
HCITOJIB30BaHUE MTapOJIeH,
ceprudukaToB u
OMOMETPHUUYECKHUX JaHHBIX;
— METOJIbI KOHTPOJIS
JIOCTYTIA, BKJIFOYAs
CO3J]aHUE POJIEH U TPy
MTOJIL30BATEIICH,
yIpaBlieHUE TIPaBaMu
JIOCTYTIa U ayAUT JIOCTYIIa
K JIAaHHBIM;

— METObI OOHAPYKEHUS
U TIPEJIOTBPAIIICHUS aTaK,
BKJTIOUas 3auTy oT SQL-
unbekiuii, DoS/DDoS-
aTak U JIPyrux yrpos
0€30I1aCHOCTH;

— METObl MOHUTOPHUHTA
U aHAJIN32a KYPHAIOB
COOBITHH 11
0OHapyKeHUs yrpo3
0e30IMaCHOCTH U aHaJn3a
MIPOU3BOTUTEIIEHOCTH
0as3bl JaHHBIX;

— METO/bI CO3IaHus U
yIpaBiICHUS
3aIUIICHHBIMA
COCOUHECHHUAMH ¢ 0a30it
JTaHHBIX, BKIIfoyas VPN-
TyHHenu u SSL-
mmdpoBaHue;

— METOJBI CO3IaHUS U
yIpaBiieHus: 03Kanamu u
PE3epPBHBIMHU KOTTUSIMH
JIAHHBIX, BKJIIOYAs
HCIIOJIb30BaHHE
WHKPEMEHTAIILHBIX U

Y BOCCTAaHOBJICHUS 0a3
JTAHHBIX;

aynuta Oe3omacHocTu 0a3
JTAHHBIX
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Qg depeHIraIbHbIX
OPKaIIoB;

— METOJBI 00eCIICUCHUS
0e30IMmacHOCTH 0a3bl
JTAHHBIX TTPU
HCIIOJIb30BaHUH 00JIaYHBIX
CEPBUICOB, BKITFOUAs
3alIUTY OT YTEUKU
JAHHBIX W YIIPaBIICHUE
JIOCTYIIOM K 00JIaYHBIM
pecypcawm;
3aKOHOJATEIBLCTBO U
CTaHIapTHl O€30MACHOCTH,
takue kak GDPR, HIPAA,
PCI DSS u ap.

B pesynbrare ocBoeHus1 yu4eOHOW AUCIUIUINHBI CTYACHT JIOJIKEH:

UMETh
MPaKTUYECKUN
OIBIT

MIPOEKTUPOBAHUS KOHIIETITYaJIbHBIX, JOTHUECKNX U (PU3NIECKIX MOJIeen
JAHHBIX;

pa3paboTKH CXeM PENAIMOHHBIX 0a3 TaHHBIX (OMpeelieHHE CYIIHOCTEH,
aTpuOyTOB, CBS3EH, KITFOUEH, HH]IEKCOB);

paboThI ¢ cucteMamu ynpasieHus 6azamu nanubeix (CYBJ]) — ycranoBka,
HacTpoiiKa, aIMUHUCTPUPOBAHNUE;

Harnucanud u onrumuzanuu SQL 3ampocos (DDL, DML, DCL, TCL);
CO3/1aHus ¥ OTVIAJIKW XPAHUMBIX TIPOeayp, GYHKIMA U TPUTTEPOB;
HOPMAaJIM3aINH U IEHOPMATU3alUK CTPYKTYP JaHHBIX;

npoektupoBanus NoSQL periennii (IOKyMEHTO OpUEHTHUPOBAHHBIE, «KITFOY
3HAYCHHE», KOJIOHOYHBIE, Tpad)OBBIC MOJIEIIH);

HACTPONKM MEXaHW3MOB Oe30macHOCTH 0a3 IaHHBIX (ayTeHTH(UKaIus,
aBTOpH3aLysl, MHU(pOBaHKE);

PEe3epBHOTO KOIMMPOBAHUS X BOCCTAHOBIICHUS TaHHBIX;

paboter ¢ CASE cpenctBamu Jj1si MOJICIMPOBAHUS JaHHBIX U TCHEPAITUU CXEM;
MHTerpanuu 0a3 NaHHBIX ¢ MPUKIATHBIMU cucTeMamu (depe3 AP, ORM
(hpeiiMBOpPKN);

MOHHUTOPWHTA U ONITUMHU3AIUNH POU3BOTUTEIFHOCTH 0a3 TaHHBIX;

aHaJIM3a U YCTPAHEHUs THIIOBBIX ONIMOOK U y3KuX MecT B pabore CYB/I;
JIOKYMEHTHPOBaHHMSI CTPYKTYP JaHHBIX U mpoieccoB padoTsl ¢ B/I.

YMETh

MPOEKTHPOBAHMS KOHLIENTYJIBHBIX, TOTHYECKUX U PU3HYECKUX MOJIeNel
JTAHHBIX;

pa3paboTKH CXeM PENAIMOHHBIX 0a3 TaHHBIX (OTIpeeNeHHe CYIIHOCTEH,
aTpuOyTOB, CBS3CH, KIIOUEH, HHICKCOR);

paboThl ¢ cuctemamu ynpasienus 60azamu nanueix (CYBJ]) — ycranoBka,
HAaCTpOiiKa, aIMUHUCTPHPOBAHMUE;

Harmucanus u onrumusanuu SQL 3ampocos (DDL, DML, DCL, TCL);
CO3/IaHus ¥ OTJIAJIKU XPAHUMBIX TTPOIEeAyp, GYHKIIWA U TPUTTEPOB;
HOPMAJTM3AIHA U IEHOPMAIH3AIHNU CTPYKTYP NaHHBIX;

npoektupoBanust NoSQL periennii (IOKyMEHTO OpUEHTHPOBAHHBIE, «KITFOY
3HAYCHHEY», KOJIOHOYHBIE, TPadOBBIC MOJIEIIH);

HACTPONKM MEXaHW3MOB Oe30macHOCTH 0a3 NaHHbBIX (ayTeHTh(UKaIus,
aBTOpH3aLus, HU(pOBaHUE);

pe3epBHOrO KOMMPOBAHUS ¥ BOCCTAHOBIICHUS TaHHBIX;

pabotel ¢ CASE cpeacTBamu Aj1s1 MOACIMPOBAHHS JaHHBIX U T€HEPALMU CXEM;
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HWHTErpanuu 0a3 JaHHBIX C MPUKIATHEIME cucteMami (depe3 API, ORM
(hpeiiMBOpPKH);

MOHHUTOPHHTA U ONITUMHU3AIIUH POU3BOJUTENLHOCTH 06a3 TaHHBIX;
aHaJIM3a U YCTPAHEHUS THIIOBBIX ONIMOOK U y3kux MecT B pabore CYB/I;
JOKYMEHTHPOBAHUS CTPYKTYP JaHHBIX U TporeccoB paboTsl ¢ b/I.

3HATh

MPOEKTHPOBAHUS KOHIIENITYJILHBIX, JIOTHYECKUX U (PU3HYECKUX MOJIeNeH
JIAHHBIX;

Pa3paboTKH CXeM PEeALMOHHBIX 0a3 TaHHBIX (ONpeneeHNe CYIIHOCTEH,
aTpuOyTOB, CBS3EH, KITIOUEH, HH]IEKCOB);

paboTH ¢ cucTeMamu ynpasieHns 6azamu nanueix (CYBJ]) — ycraHoBka,
HaCTpOiiKa, aIMUHICTPHPOBAHHE;

Hanucanus u ontumu3zanuu SQL 3anpocos (DDL, DML, DCL, TCL);
CO3JIaHMS M OTIIAJIKA XPaHUMBIX MIpoLeayp, GYHKUUI U TPUTTEPOB;
HOpMaJIM3ally U JCHOPMAU3alM1 CTPYKTYp IaHHBIX;

npoekTupoBaHust NoSQL pemennii (JOKYMEHTO OPHEHTHPOBAHHBIE, «KIIIOY
3HAYEHHE», KOJIOHOUHBIE, TpadOoBhIE MOJEIN);

HACTPOMKN MEXaHNU3MOB 0€30MacHOCTH 0a3 NaHHBIX (ayTeHTU(UKAIHS,
aBTOpH3aIys, mu(poBaHue);

pPE3epBHOTO KOMMPOBAHUS ¥ BOCCTAHOBIICHUS TaHHBIX;

pabotsl ¢ CASE cpenctBaMu 111 MOACIUPOBAHUS TaHHBIX M TCHEPAIIMH CXEM;
MHTerpanuu 0a3 TaHHBIX ¢ MPUKIATHBIMU cucTeMamu (depe3 AP, ORM
(bpeitMBOPKH);

MOHHUTOPUHTA U ONITUMU3AIUH POU3BOUTELHOCTH 0a3 TaHHBIX;

aHallM3a U YCTPaHEHUs THITOBBIX OMIMOOK M y3KuX MecT B pabore CYB/I;
JIOKYMEHTHPOBAHHS CTPYKTYP AAHHBIX U mporeccoB paboTsl ¢ B/I.

2 CTpyKTYypa M coep:KaHue QU CIUTIINHbI

2.1 O0bem y4eOHOM TUCHUILINHBI H BHABI padoT

Bunsl yue6HOi paboThI

O0beM yaebHoi paboThl, yac.

VYdeOHast Harpy3ka 00y4JaronuXcsl BCET0, B TOM YHCIIE: 72
JIEK[IAN 12
NPaKTUYECKUE 3aHITUL 52

KypcoBas paboTa

caMOCTOsITeIbHAs paboTa 00YJIArOITIXCSI -

KOHCYJIbTaIluU 2
MIPOMEXKYTOYHasI aTTecTalus 6
dopma TPOMEXYTOUHOM aTTecTaluu DK3aMeH
2.2 TemaTu4eckuii IJIAH U COAEPKAHNE TUCHUTITHHBI
Ne HanMeHos Pacnipenenenune Dopmu- DopMBbI
n/ aHue TeM Copep:xanne TeM (pa3ienoB) 14c0B PYEMBIE 1 TEKYIIEro
o J IIP | CPC | xOMIIETEH | KOHTPOJ
(pa3nmemnon)
-IIUU
Paznea 1. YIIPABJIEHUE BA3ZAMMU JAHHBbI3X
1 Tema 1.1. | Copep:xxanne yueOHOro MmaTepuaja 2 10 - OK.01 - T,113, O
VYcranoBka | OCHOBHBIE KOMIIOHEHTBI apXUTEKTYPBI OK.09;
u CUCTEeMaM YIIpaBiIeHus 6a3aMu JaHHBIX. K 1.1 -
HacTpoiika | MeToapl KOHGUTYpHUPOBaHUSI, OCHOBBI K 1.5
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Ne Pacnipenenenune Dopmu- DopMbI
n/ Hanveros 4acoB pyeMble | TEKyLIEero
I aHue TeM Copeprxanue TeM (pa3Iesion) 7 TIP | CPC | xoMneren | konTpons
(pa3memnon)
-1IUU
cepsepa napameTpbl KOHQUTYpaIHK cepBepa.
CUCTEMBI OcobeHHOCTH PabOTHI C Pa3InYHBIMU
yIpaBJIEHH | CUCTEMaMH yIpaBiieHHs Oa3amu
s 6azamu JAHHBIX.
JAHHBIX MeTo/1bl BHITIOTHEHHUS! CKPUTITOB
WHULHAIN3ALIH, CO3JaHue CKPUIITOB
IUIsl MTHALAIM3anuu. MeToabl
BHe/IpeHuUs1 0aTaHCUPOBKH HATrPy3KH Ha
cepsep.
B ToM uncne npakTHyecKux u
J1a00paTOPHBIX 3aHITHIA
1. Beibop ontuManbHO# KOHGHUTYpanuu
cepBepa Mo ONpeesICHHbIE
anmnaparHble mIaT(GopMbl. Y CTAHOBKA U
HACTPOUKa CHCTEM yIpaBJicHUs 0a3aMu
nannbix. Kondurypuposanue cepsepa B
COOTBETCTBHUHU C TEXHUYECKUM
3aJlaHUEM.
2. [lpumeHeHUe CKPUIITOB ISt
WHULMAIN3a0UK 0a3 JaHHBIX, CO3IaHUS
00BEKTOB BHYTpPH 0a3bl TaHHBIX.
3. Co3nanue u HacTpoka
0aJaHCUPOBKH MOJKIIOUECHUN Ha CepBep
2 Tema 1.2. | Conep:xxanue y4yeOHOro MaTepuaJjia 2 10 - OK.01 - T, 113, O
VYmpasnen | Ponu, npemycTaHOBIEHHBIE POIH U OK.09;
ue npusunerud. Ionnep:xuBaemele K 1.1 -
JIOCTYTIOM | METOJbI Ay TEHTU(UKAIIIH, HACTPOHKA I[IK 1.5
K 0azam ayreatudukaruu. [IpaBa moctyma k
JAHHBIX pa3IuYHBIM 00BbEKTaM 0a3bl JaHHBIX,

MacCKHpPOBaHUE TaHHBIX.
IIpocMOTp aKTUBHBIX COEIMHEHUH,
METO/IBI XKYPHAITUPOBAHUS COOBITHIA
noakmtoueHust. XKypnanuposanue DML
OIEpaTOPOB U MACCOBBIX Ollepaluil Haj
JTAHHBIMH.

B TOM 4ncIIe IpaKTUYECKUX U
11a00PaTOPHBIX 3aHATHIA

4. CoznaHme moyib30BaTeNelt u
Ha3Hau€HUe poJieil. YrpaBieHue
MpaBaMH JOCTYTIa OJIb30BaTeNe Ha
YpOBHE cepBepa, 0a3 TaHHBIX U JaHHBIX.
5. Co3ganue CIOXHOM CTPYKTYPBI
pouneil. Ucnionb3oBaHUE METOA0B
mudpoBanus nmapoieit. Hactpoiika
ayTEeHTU(HUKAINH KINEHTCKOTO
npuwioxenus. [IpuMenaTs
MIpeIONPEAETICHHBIE POJIH.

6. MOHUTOPHUHT U perucTparus
JIEMCTBU MOIb30BaTENIEH B CUCTEME JJIsI
aHaJln3a U BBIABICHUS HapYIICHUH
0e30IacHOCTH.
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n/

Haunmenos
aHue TEM
(pa3memnon)

Copeprxanue TeM (pa3Iesion)

Pacnpenenenue

4acoB

J

[P

CPC

Dopmu-
pyemsle
KOMIIETEH
-II1H

DopMbI
TEKYILEro
KOHTPOJIS

7. 3ammra Ha ypoBHE CTpoK (RLS).
MackupoBKa CEHCUTHBHBIX JJAHHBIX

8. I[IpMeHeHne TPUITEPOB B KAYECTBE
JOTIOJIHUTEIIBHOI'O MHCTPYMEHTA IJIA
yIIpaBjIEHHS IIpaBaMH JOCTYyIIA.

9. JlokyMeHTHpOBaHUE TIPaB JOCTYIIa U
0e301acHOCTh 0a3bl JaHHBIX, BKIIOYAs
YUYCTHBIC 3allMCH MOJIb30BaTelIel U NX
pomu.

4. Co3gaHue Noabp30BaTeneii u
Ha3Hay€Hue poJieil. YrpasieHue
MpaBaMHM JJOCTyTIa MOJIb30BaTeNel Ha
YpOBHE cepBepa, 0a3 TaHHBIX U JaHHBIX.
5. Co3manue CI0KHON CTPYKTYPHI
pouneil. Mcnionb3oBaHUE METOA0B
mmdpoBanus naponeil. Hacrpoiika
ayTEeHTU(HUKAINH KIHEHTCKOTO
npuinoxenus. [IpuMensTs
MIpeIoNpeAeTIeHHBIE POJIH.

Tema 1.3.
PezepBHOE
KOIUPOBaH
ue u
BOCCTaHOB
JIEHUE
JTAaHHBIX B
[ITaTHOM
pexnme

Copepxanne yueOHOro MaTepHuajia
[IpuHIHATIEI pe3epPBHOTO KOTTMPOBAHUS U
BOCCTAHOBJICHHUS 0a3 TaHHBIX. THUIIBI
pe3epBHBIX Konuil. MeTosl co31aHus U
YIpaBIeHUs PE3EPBHBIMHU KOTIASIMU
JAHHBIX, BKII0Yas UCIIOJIb30BaHUE
JIOTHYECKHUX M (PU3UUECKUX PE3EPBHBIX
KOIUH.

B Tom uncne npakTudecKkux u
JTa00PATOPHBIX 3aHATHIH

10. BeinosHeHue pe3epBHOTO
KOITUPOBAHUS ¥ BOCCTAHOBJICHUS.
Hacrpoiika aBTOMaTH4€CKOro
pe3epBHOTIO KOMMPOBAHHUS.
BoccraHoBieHrne JaHHBIX U3 PEe3epBHOM
konuu. TecTupoBaHue NMpoUEIyp
BOCCTaHOBIEHHUs. OTIOBEIIEHNS O
pe3ynbraTax
BOCCTAaHOBJICHUS/KOTTUPOBAHIISL.

11. HacTpoiika peruiiKaium.
Kondurypauus mactepa u creiipa.
CHHXpOHHM3AIHS JAHHBIX MEXKITY
y3namu. Permenne npobiem ¢
peIUIMKALUEH.

10

OK.01 -
OK.09;
K 1.1 -
IIK 1.5

T, 113, 0

Tema 1.4.
Monutopu
HT U
JKypHaJIup
OBaHUE
COOBITHH,
BO3HHUKAIO

Coaep:xxanue yueOHOro MaTepuajia
KirroueBble MeTpUKH
MTPOU3BOAUTEIHLHOCTH CEPBEpA.
CucremHble TaOJIHIBI 1 00BEKTHI,
XpaHsmye MeTanH(opMarmio o0
o0bekTax 0a3 JaHHBIX U TPOLIECcCcax
cepBepa. biiokupoBku 00BEKTOB 0a3

14

OK.01 -
OK.09;
K 1.1 -
K 1.5

T,I13,0
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Ne Pacnipenenenune Dopmu- DopMbI
n/ Hanveros 4acoB pyeMmble | TEKyILero
I aHue TeM Copeprxanue TeM (pa3Iesion) 7 TIP | CPC | xoMneren | konTpons
(pa3memnon)
-IIH
IIUX B JIAHHBIX, B3aUMHbIE OJIOKUPOBKH,
mporecce | OTcieKUBaHUE OJIOKUPOBOK. Y POBHU
(YHKIIMOH | KypHAJIMPOBaHUs, popMar
UpOBaHUs | XypHajaupoBaHUs. Kpurudeckue
0a3 BaYKHBIC TIPOIIECCHI JIsl pabOThI cepBepa.
JTAHHBIX OTcnexxuBaHMe 3aIIPOCOB K 00BEKTaM,
BBISIBJICHHE HarOOIIee MCIIOIb3YEeMBIX
00BEKTOB
B TOM uncne npakTHYECKUX U
1abopaTOPHBIX 3aHATHIA
12. O6cnykuBaHUE U MOHUTOPUHT 0a3bl
NaHHBIX. PerynspHoe oOcmykuBaHue
(BakyyMupoBaHue, nepparMeHTaIus).
COop METpPHUK MTPOU3BOAUTEIHLHOCTH.
JlnarHocTHKa 1 yCTpaHEeHHEe HEeToaI0K.
13. XXypHanupoBanue COOBITHH.
WucTpyMmeHTHI 11t cOopa 1 arperanuu
KypHainoB. Hactpoiika MEXaHU3MOB
OIIOBELICHUS HA KPUTUUECKUE COOBITHUS
cepsepa
5 Tema 1.5. | Conep:kanue y4yeOHOro MaTepuasia 4 14 OK.01 - T, 113, O
Ob6ecrieue | [IpuHIMIBI 0€30MACHOCTH XPAHEHUS OK.09;
HUE JIAHHBIX. MeToAb! 3aUThl 0a3 JAaHHBIX IIK 1.1 -
0e301macHO | OT BHEIIHUX yTPO3. YTIpaBIeHHE IIK 1.5
i paboThl | OCTYIIOM M 0€3011aCHOCTBIO 0a3
cepsepa JaHHBIX. MeTOIbl IPOBEICHUS ayUTa
CHUCTEMBI 6e3omacHocTu 0a3 naHHbIX. [IpuHIUIBL
VIIPaBJICHH | KpUNITOTpaduH ¥ METOIOB MG POBAHIS
g 0azaMu naHHbIX. CTaHIAPTHL M TPOTOKOJIBI
JAHHBIX 0e3omacHOCTH, Takux Kak SSL/TLS,

SSH, Kerberos u 1p. MeTosr
ayTEHTU(UKAIIMK U aBTOPU3AI[HH
MOJIL30BaTENEH, BKIIFOYAst
WCIIONIb30BaHKE MApOJIe, CepTUPUKATOB
1 OMOMETPUYECKHX JTaHHBIX. MEeTO b
oOHApYKCHUS U MPEAOTBPAIICHHS aTaK,
BKJIIOYas 3a1UTy OT SQL-HHBEKIUH,
DoS/DDoS-atak 1 ApyTrux yrpo3
Oe3omacHoCcTH. METOIEI CO3JaHus U
YIPaBJICHUS 3alUIIEHHBIMU
COeIMHEHUSIMH ¢ 02301 TaHHBIX,
Biirodast VPN-Tynaenu u SSL-
mmdpoBanre. MeTopl obecreueHus
Oe3omacHOCTH 0a3bl TaHHBIX MPU
HCITOJIH30BAaHUY OOJIAYHBIX CEPBUCOB,
BKJIIOYAs 3aIIUTYy OT YTCUKH JaHHBIX U
YIpaBIeHHUE JOCTYIIOM K 00JIaYHBIM
pecypcaM. 3aKOHOIaTENBCTBO U
CTaHJAPThl 0€30MIACHOCTH, TAKHE KaK
GDPR, HIPAA, PCI DSS u ap.
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Ne Pacnipenenenune Dopmu- DopMbI
Hanmenos

n/ aHNe TeM Copep:xanne TeM (pa3zienoB) 14c0B PYEMBIE 1 TEKYIIEro

n p p J I[IP | CPC | KOMIIETEH | KOHTpOJIA
(pa3memnon) -

B TOM 4nciie npakTU4YeCKUX U
71a00paTOPHBIX 3aHATHHA

14. Ayaut 6e3omacHoCTH 0a3 TaHHBIX.
Cosznanue u yrpaBiieHue
S3allIMIIICHHBIMH COCANHCHUSIMU C
CepBepoOM

Uroro yacos: 16 72 -

2.3. PeriiameHnT pacnpeaeseHust BUAOB pador no aucuumniaugde ¢ 10T
JlaHHas AUCIUIUIMHA PEaju3yeTcsi ¢ MPUMEHEHHEM JHMCTAaHIIMOHHBIX 00pa3oBaTEIbHBIX
texnosoruit (JJOT). Pacnpenenenue BumoB y4ueOHOH pabOThI, (hOpMATOB TEKYIIETO KOHTPOJIS

npenacrasieHsl B Tabmuie 2.3.

Tabnuua 2.3. — Pacripenenenue BUI0B yueOHOI pabOThI U TEKyIIeH aTTecTaliu

Bun yuedHoii pa6oTsl dopmaT NpoBeAcHUS

JleK1IMOHHbBIE 3aHATUSA Yactuuno ¢ npuMmenenueM JJOT
IIpaxkTrueckue 3aHATUSL Yactuuno ¢ npumenenuem JJOT
Texymuii KOHTPOJIb Yactuuno ¢ npumenenuem JJOT
IIpoMexyTouHas arrecTanus KonrakrtHas aynuropHas pabora
DopMbl TEKYIIET0 KOHTPOJIA dopmaTt npoBegeHHs

TectupoBanue Yactuyno ¢ npumenenuem JOT
Ompoc KonrakTHas ayautopHas padbota
[IpakTuueckue 3ananus YacTtuuno ¢ npuMmenenueM JJOT

JlocTyI K cHCTeMe TUCTaHIIMOHHBIX 00pa30BaTeIbHBIX IPOTPAMM OCYIIECTBIISIETCS KaXk IbIM
00yYaromuMcsi CaMOCTOSITENIFHO C JIFOOOr0 yCcTpoicTBa Ha mopraie: https:/sziu-de.ranepa.ru, B
COOTBETCTBUH C UX UHIWBUAYAIBHBIM MTAPOJIEM H JIOTHHOM K JTMYHOMY KaOWHETY/ poduIIio.

Tekyumii KOHTPOJIb, IPOBOAUMBII B CHCTEME JAUCTAaHIMOHHOTO OOYYEHHs, OLCHHBAIOTCS
KaK B CHCTEMe JUCTAHIIMOHHOTO 00YYeHH s, TaK U PEIo/aBaTeieM BHE CUCTEMBIL.

Joctyn x MaTtepuaiaM JISKIMH TPEIOCTAaBISCTCS B TCUCHHWE BCETO CeMecTpa Mo Mepe
MMPOXOKACHUA OCBOCHHUA IPOTPpaMMBIL. I[OCTYH K KaXKOA0MY BUOY pa60T 1 KOJIMYECTBO IIOIIBITOK Ha
BBITIOJTHEHHUE 3aJIaHUS IPEIOCTABIISCTCS] OTPAaHUICHHOE BPEMsl COTTIACHO PErJIaMEHTY TMCIUILIAHEI,

OHy6HI/IKOBaHHOMy B CHCTCMC JHCTAaHIIMOHHOI'O O6yquI/I$I. HpenonaBaTenb OLICHUBACT
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BBITTOJIHEHHBIE OOydarommmMucss paboTel He mo3aHee 14 paboumx AHEH Mocie OKOHYaHMS CpOKa

BBITTOJIHCHU .

3 MarepuaJjbl TeKylIero KOHTPOJIA yCHeBaeMOCTH M NPOMEKYTOYHOH aTTecTaluH

o0yyarmmxcs

3.1 ®opMbl M MeTOABbI TEKYyUIero KOHTPOJSA YCNeBAeMOCTH M IPOMEKYTOYHOMH
aTrrecTalvy 00y4aromuxcs

@DopMBbI TEKYILEro KOHTPOJIS yCIIEBaEMOCTH:

Onpoc (O) 1no3BosA€T BBIABUTH INPABUIBHOCTH OTBETAa 110 COJEP)KAHUIO, €r0
MIOCJIEZI0BATEIBHOCTD, CAMOCTOSITEIBHOCTD CYXJACHUN U BBIBO/IOB, CTENEHb PA3BUTHSI JIOTHYECKOTO
MBIILIUIEHUS.

TectupoBanme (T) — 3ananus, c BaAppaHTaMHu OTBETOB.

Kpurepun oueHnBanus

OueHKN «OTJIMYHO» 3acCily’KMBAaeT CTYJAEHT, €CIU OH OTBeTW1 mnpaBuwibHO Ha 90-100%
BOIIPOCOB TECTA;

OLIEHKH «XOPOLIO» 3aCTyKMBAET CTYJIEHT, €CJIU OH OTBETUJI IPABUIbHO HA YAaCTh BOIPOCOB
75%-89%;

OneHKU «yJOBJIETBOPUTEIBHOY» 3aCIYKUBAET CTYJIEHT, €CJIM OH IPABUJIBHO OTBETUJ YacThb
BornpocoB 50%-74%;

OLICHKH «HEYJIOBJIETBOPUTEIBHO» 3aCIy’KMBAET CTYJIEHT, €CIIM OH IPaBHJIbHO OTBETHII
MeHee yeM Ha 50% BONpOCOB WM HE MPEJCTABIEH TECT HAa MPOBEPKY.

IIpakTuyeckoe 3aganue (I13) vcnonb3yercs Ui 3aKperICHUs] TEOPETUUECKUX 3HAHUN U
0TpaOOTKH HaBBIKOB U YMEHH, CHOCOOHOCTH IPUMEHSTh 3HAHUS [P PEILLIEHUU KOHKPETHBIX 3a/1a4.

Kputepuun ouneHuBaHus NpuH NPOXOXKIeHHMM (OpPM TeKylleld M INPOMeKYTOUHOM
aTTecTaluu:

OLEeHKU «OTIMYHO» 3aCIy’KUBAET CTYAEHT, OOHApYKUBLIUHM ITyOOKOE 3HAaHUE MaTepuara,
yMeHHE CBOOOIHO BBIIOIHSTH 3a/1aHUs], TOHUMAIOLINI B3aUMOCBSI3b OCHOBHBIX IIOHATHH TEMBI; IPU
MPOXO0KICHUH TeCTa MpaBUIIbHO 0TBe4YeHO Ha 90-100% Bompocos

OLICHKH «XOpOILO» 3aCIIy>KUBAaeT CTYACHT, OOHAPYXHBILUI MOJHOE 3HAHWE MaTepHuasa;
YCHEILIHO BHIIOJHSAIOUINHI TPe1yCMOTPEHHbIE 33JaHUSL; U IOy CTUBLINI HE3HAUNTENIbHbIE OIIMOKHU:
HETOYHOCTbH (DAKTOB, CTUIIMCTUYECKUE OLIMOKH; ITPU MIPOX0KIEHUH TECTA IPABUIBHO OTBEYEHO HA

75%-89% BoIpOCOB
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OneHKHU «yA0BIETBOPUTEIILHO» 3aCIyKUBAET CTYEHT, 0OHApYKUBLINI 3HAHUSI OCHOBHOI'O
Marepuaia B 00beMe, He0OX0IUMOM ISl TalbHEUIIEro U3y4eHus TUCIUIUTAHGL. CrpaBIIsIOIIHIACS
C BBITIOJIHEHUEM 3a/IaHUi1; TOITYCTHBIINI MOTPEITHOCTH B OTBETE, HO 00J1a1aI0IHi HEOOXOAMMBIMH
3HAHUSAMM JUI1 UX YCTPaHEHHs IOJl PYKOBOJACTBOM IIPENOJAaBaTelis; NpU MPOXOXKACHUU TecTa
MpaBUIBLHO O0TBeUeHO Ha 74%-50% BompocoB

OLEeHKN «HEYI0BIETBOPUTENILHO» 3aCIy’KUBAET CTYJCHT, OOHAPYKUBIIHM CyIlI€CTBEHHBIE
npoOensl B 3HAaHUM OCHOBHOTO MaTepuaia; HE CHPABJISIFOIIUICS C BBIIOJHCHUEM 3a/IaHUM,
JIONYCTUBIINNA CEephe3HbIE MOTrPEIIHOCTH B OTBETAX, HYXKAAIOLIUICI B MOBTOPEHHUHM OCHOBHBIX
pa3fenoB Kypca IOJ PYKOBOJACTBOM TNpenojaBaTess; MpH IPOXOXKACHUU TECTa IPABUIIBHO
oTBeueHo MeHee 49 % BOMpOCoB.

@®opMbI TEKYLIET0 KOHTPOJISI

No DOpMBI TEKYILETO
Ha3zBanue temsl
/I KOHTPOJIS yCIIEBAEMOCTHU
1 [Tema 1.1. YcraHoBKa M HACTPOMKa CepBEpPaA CUCTEMBI T,113,0

YIIPABJICHUA 6azamu JaHHBIX

2 [Tema 1.2. YnpaBieHue 10ocTynoM K 0azaM JaHHBIX T, 113, O

3 [Tema 1.3. Pe3epBHOE KONMMPOBAaHUE U BOCCTAHOBJICHUE T,113,0
TaHHBIX B IITATHOM PEXKHUME

4 [Tema 1.4. MOHUTOPHUHT U KypHAJIMPOBAHHE COOBITHH, T,I13,0
BO3HUKAIOIINX B Tporiecce QyHKIIMOHUPOBAHUS 0a3
TAHHBIX

5 [Tema 1.5. OGecnieuenue 6e3o0macHoi paboOThI cepBepa T,I13,0

CUCTCMBI YIIPABJICHUA 6azaMu JaHHBIX

[Tpumeuanue. B cTonbie «dopma TeKylmero KOHTPOJS YCIEBAEMOCTH, MPOMEKYTOYHOM
aTTecTaluny) MEPEeUYUCIIAIOTCS BCE HCIOb3yeMble B yUeOHOM Mpoliecce MO JaHHOW IUCHUIUIMHE
¢dopmbl KOHTpoJsi ocBoeHust Matepuana. (T — tectupoBanue; 13 — npakTuueckoe 3ananue, O -
ompoc). [IpomexyTounass arrecraiusi MPOXOIUT B (QopMe OHK3aMEHa B BHUIE YCTHOTO
cobecenoBanus. COMCOK BOIIPOCOB K AK3aMEHY MPEAOCTABISIETCS CTYICHTaM He 103 qHee 7 JHel 10
MperoiaraeMoi AaThl IPOBEACHUS.

3.2 OneHoYHBIC CPEACTBA TEKYIEro KOHTPOJIS yCIeBAeMOCTH 00y4ar0HXCs

TemaTrKa KypCOBBIX MPOESKTOB (paboT):

1. Uccnenoanue mpeAMeTHOM 001acTH ¥ pazpadboTka HHGOPMAITMOHHONW CUCTEMBI JIJIS

yd€Ta 3aKa30B B MHTCPHET-Mara3uHe.



21

2. HccnenoBanue mpeaMeTHON 001acTu u pa3padboTka HHOOPMAIIMOHHOM CUCTEMBI JITIS
y4eTa BblIaydl KHUT B OMOIMOTEKeE.

3. Hccnenoanue npeaMeTHON 001acT U pa3padboTka HHYOPMAILIMOHHOM CUCTEMBI 1151
yueTa MPOBEACHHBIX KCKYPCUH B My3ee.

4. HccnenoBanue mpeaMeTHON 001acTu i pa3padboTka HHOOPMAIIMOHHOM CHCTEMBI JITIs
ydeTa nepeMeleH!i ToBapoB Ha CKJaje.

5. HccnenoBanue npeaMeTHON 001acT U pa3padboTka HHYOPMAIIMOHHOM CUCTEMBI 1151
yueTa yCIeBaéMOCTH CTY/IEHTOB.

6. HccnenoBanue mpeaMeTHON 0baacTu u pa3paboTka HHOOPMAIIMOHHOM CUCTEMBI JIJIs
3aIlMCH Ha TIPUEM K Bpady.

7. Hccnenoanue npeaMeTHON 001acT U pa3paboTka HHOOPMAILIMOHHONM CUCTEMBI 1151
OpOHHPOBAHUSI HOMEPOB B TOCTUHHUIIE.

8. HccnenoBanue npeaMeTHON 00aacTu 1 pa3paboTka HHOOPMAIIMOHHOM CUCTEMBI JITIS
MOKYIIKHA OMJIETOB B KHHOTEATpE.
Omnpoc. Bonnpock! AJ1s1 yCTHOT0 onpoca:
BapuaHT npakTH4YeCKOro 3alaHus:
IIpakTuyeckas padora:
TecrupoBanue :

3.3 OueHouHbIe CpeaCTBA MO AMCIHUIINHE J1JIsl TPOMEKYTOUHON aTTecTalun

Bomnpocsl 111 TOATOTOBKH K 3K3aMeHY( YCTHOe cobecel0BaHme):

1. OcHoBHbIe KOMIIOHEHTHI apxuTekTypbl CYB/] 1 ux B3aumonelicraue.

2. Kakwme mapameTpsl KOH(HIrypaluu cepBepa SBISIOTCA KPUTHYSCKAMHU  JUIS
MIPOU3BOUTEIBHOCTH?

3. Onummre nporecc ycraHoBku CYB/] Ha paznuuHble anmapaTHbIe T1aTHOPMEIL.

4. Kakue MeTo/1bl 0aJlaHCHPOBKHU HArpy3KH CYIIECTBYIOT U KaK UX BHEAPUTH?

5. Kak co3naTh CKpUNT MHULIMATU3AINH 0a3bl JAHHBIX?

6. Ocobennoctu Hactpoiiku CYB/] 111 BBICOKOHArpy>KEHHBIX MPOEKTOB.

7. Kakue pakTopsl yuuTHIBaTh MPHU BBIOOpE KOHPUTYpaLUu ceppepa’

8. OnuiuuTe Nporecc HaCTPOMKU PEIIMKALIUN MaCTEP-CIIENB.

9. Kak HacTpouTh MOHUTOPUHT npousBoauteiabHoctu CYB/I?

10. Kakue cymecTBytroT Trnbl ayTeHTHGUKau B CYBJ1?

11. Yto Takoe mpeaomnpeneaeHHbIE POIH U AJIs YeTO OHU HCTIONb3YIOTCS?

12. Kak HacTpouTh MpaBa JOCTYIa Ha ypOBHE cepBepa’

13. OnumuTe mporece Co3IaHus CI0KHOU CTPYKTYPHI pOJICH.



14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
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Kakue metozpl mudpoBaHus naposieii CymecTByoT?

Kak HacTpouTth ayIuT NOAKIIOYEHHM K 0a3e JaHHbBIX?

Uto takoe RLS u kak ero Hactpouts?

Kak peanu3oBaTb MaCKMpOBKY JaHHBIX?

Kakue Tpurrepbl HCIOIB3YOTCS AJ1s YIIPaBICHUS JOCTYIIOM?
Onuiure npouecc co3aaHus Noab30BaTells ¢ OTPAHUYEHHBIMU IIPABAMH.
Kak HacTpouTs 1ByX(hakTOpHYIO ayTeHTHPHUKALHIO?

Kakue Tumbl pe3epBHBIX KOIH CyIIECTBYIOT?

OnuiuTe Ipouecc MOJIHOI0 PE3EPBHOIO KOMMPOBAHUS.

Kak HacTpouTh HHKpEMEHTAILHOE PE3EPBHOE KOMTMPOBaHUE?

Kakue cyniecTByrOT cTpaTeruu pe3epBHOIO KOMUPOBaHUS?

Kak BoccTaHOBHTB 06a3y JaHHBIX U3 PE3EPBHOM KOMUH?

Onuiure npouecc HaCTPOUKH aBTOMATHUECKOIO PE3EPBHOIO KOTMPOBAHUS.
Kakue MeTpuku oTciaexuBath Mpu pe3epBHOM KONUPOBAHUN?

Kak TecTupoBath npoueaypsl BOCCTAaHOBJIECHUS?

Kakmue cymecTByroT METO/bl PEIUIMKALIMY JaHHBIX?

Kak HacTpouTs pezepBHOE KONMpoBaHKUE B o01ake?

Kakwue xmroueBbie MmeTpuku nmpousoautenbHocT CYB/] cymectByoT?
Kak orcnexxuBaTh OJ10KHPOBKU B 06a3e JaHHBIX?

Onuiunre npouecc HaCTPOUKH KypHanupoBanust DML onepanuii.
Kakmue cymiecTByloT ypoBHU KypHAJIUPOBAHUSA?

Kak HacTpouTh MOHUTOPUHT MPOU3BOAUTEIHLHOCTHU 3aIIPOCOB?

Kakue MHCTpyMEHTBI UCIIOJIB3YIOTCA 1)1 cOOpa METPUK?

Kak HacTpouTh ONOBELIEHUS 0 KPUTHYECKUX COOBITHIX?

Onuire mporecc aHaau3a KypHAJIOB COOBITHH.

Kak orcnexxuBath akTUBHOCTH MOJIb30BaTENEH?

Kakue MeTpuku BasKHBI AJ1s1 IPOU3BOJUTEIBHOCTH JUCKOBOM MOICUCTEMBI?
Kakmue cymecTtByroT MeTo bl 3aliuThl 0T SQL-nHBEKINIA?

Kak nactpouts SSL/TLS nist 3amuTs! coeauHeHmin?

OmnumuTe mporece ayauTa 0€30MacHOCTH 0a3bl TaHHBIX.

Kakue cymiecTByroT MeTo/ bl IU(POBAHUS TaHHBIX?

Kak 3ammrtuts 6a3y nanubix ot DDoS-arak?

Kakue crangaptel 6e3onacHoCTH npuMeHsoTes K BJ1?

Kax nactpoutrs VPN m1st 3amuThl coeAMHEHUH ?
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48. Onumute npouecc BHeApeHus Kerberos ayTeHTH)UKAINN.
49. Kakue cymecTByOT METObI OOHAPYKEHHS aTak?

50. Kak o6ecrnieunts cootrBeTcTBUE TpeOboBanusiMm GDPR/HIPAA/PCI DSS?

4. MeToanueckue yKazaHus JJ1s1 00yYAIOLIUXCS M0 OCBOEHHUIO U CIUTIIUHBI

[Tpuctynas K U3y4EHHUIO JUCLMILIMHBI «YIpaBieHHe 0a3aMu AAHHBIX», CTYJCHT JTOJDKEH
O3HAKOMUTBCA C cojep)kaHueM JaaHHOW «Paboueil yyeOHOW MporpaMmbl JUCHUIUIMHBIY C TEM,
YTOOBI UMETh YETKOE MPEJCTABICHNE O CBOEH padore.

B nepByto ouepeab HEOOXOIUMO YSICHUTD LI€b U 33Jjaud U3y4aeMON TUCIMITIIMHBI, OLEHUTh
00beM MaTepualia, MO3HAKOMHUTBHCS € IPEJIOKEHHON U 10A00paTh OCHOBHYIO U JIOTIOJIHUTEIbHYIO
JIUTEpaTypy, BBIABHTH HauOojee BaKHbIE NPOOJIEMbI, CTOSIIME 10 BONpPOCaM H3ydaeMoi
JUCIUIUIAHBL.

BeinmonHenne 3anaHuii  OCYILECTBJIAETCS B COOTBETCTBUM C Y4YEOHBIM IUIAHOM U
nporpaMMoii. OHM JTOJIKHBI BBIIIOJHATECS B COOTBETCTBUU C METOJUYECKUMHU PEKOMEHIALUAMM,
BBIJIAHHBIMU [IPEN0JIaBaTENIEM, U IIPEACTABICHBI B YCTAHOBIIEHHBIE [IPENOAABATENIEM CPOKH.

Paboras ¢ yueOHUKamMH U yueOHBIMU [TOCOOUSAMU, LEIECO00Pa3HO 3aKOHCIIEKTUPOBATH TOT
MaTepuall, KOTOpbI He COOOIIAJICS CTYA€HTaM Ha JIEKLUSX.

Ha 3aHATHAX TEKIMOHHOTO M IPAKTUYECKOT0 XapaKkTepa CTyJeHTaM Ui paboThl TpeOyeTcs:
TeTpaab IS 3alMCH JIEKIIUHI U 3aaHuM.

Jnst  ycmemHoro OBJaJ€HUS IPOrpaMMOM  JUCHUIUIMHBI HEOOXOJUMO  BBINOJHATH
clleAyIouye TpeOoBaHus:

- NOCEILATh BCE JIEKLIMOHHBIE U PAKTUYECKUE 3aHATHS;

- BCE PAaccMaTpUBAcMble Ha JIEKIMSIX W IMPAKTUUECKUX 3aHATUAX TEMbI M BOIIPOCHI
00s13aTeNbHO (PUKCUPOBATH B TETPAM;

- B ClIy4yae IpPOIyCKa 3aHATUN 10 KaKUM-THM00 NpUYMHAM HEOOXOAMMO 00s3aTeabHO
CaMOCTOSITENIFHO U3y4aTh COOTBETCTBYOIMI MaTtepuan B Moodle, pukcupys 3amucu B TeTpaay, a
TAK)KE€ BBIIOJIHATH IPAKTUYECKUE 3a/1aHuUs.

[ToaroToBka K 3a4eTy € OLICHKOM OCYIIECTBIISIETCS 110 IPEICTABICHHBIM B CIIMCKE OCHOBHOM
U JIOTOJIHUTENBHOU JnTepaType. PexoMeHayemble nuTepaTypa M HHTEPHET-pecypchl OyayT
I10JIE3HBI U BBINOJIHEHUH TPAKTUYECKUX 3aJaHUI U JUI TOATOTOBKH K TECTUPOBAHUSIM.

MGTOI[I/I‘ICCKI/IC PEKOMEHAAI U 110 COCTABJICHUIO KOHCIICKTA
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KoHcnekT — c10HbIN c11oc00 M3I0KEHUS COAEPKaHUsI KHUTH WM CTaThU B JIOTUYECKOU
MOCIE0BATEIbHOCTH. BHUMATENbHO MPOYUTANTE TEKCT. Y TOUHUTE B CIPABOYHOM JIMTEPATYpE
HenoHsTHbIE cioBa. [Ipu 3anucu He 3a0yAbTe BHIHECTH CIIPABOYHBIC JaHHBIC HA IMOJIA KOHCIEKTA.
Bbinenure rnaBHOE, cOCTaBbTe IUIAH, MPEACTABISAIONIMKA COOOW IepedyeHb 3aroJIoBKOB,
II0A3ar0JIOBKOB, BOIIPOCOB, ITOCJIEA0BATEIBHO PACKPBIBAEMBIX 3aTEM B KOHCIIEKTE.

3aKOHCTIEKTUPYHTE MaTepuaj, YeTKO cienysl MyHKTaM IulaHa. [Ipu KOHCIEKTHpOBaHUU
CTapaiTech BbIPAa3UTh MBICIIb CBOUMHM CJIOBAMHU. 3aIIUCH CJIEIYET BECTU YETKO, SICHO.

ITpu opopmiaeHnn KOHCHIEKTa HEOOXOAUMO CTPEMUTHCS K EMKOCTH KaKJI0T'0 MPEATIOKECHHUS.

Meroanueckue peKOMEHAALMH 110 COCTaBICHUIO OIIOPHOIO KOHCIIEKTa

OnopHbli KOHCHEKT — BHJ BHEAYJUTOPHONH CAMOCTOSITEIbHOW pPadOThl CTyAEHTa IO
CO3/IaHUIO KPAaTKON HHPOPMAIIMOHHOM CTPYKTYpPbI, 0000111a011Iel 1 OTpaXkarolleil cyTh MaTepuala
JIEKIMH, TEMbI Y4eOHHKa.

OnopHBIA KOHCTIEKT — 3TO HamIydmias (popMa MOArOTOBKU K OTBETY Ha BOIPOCHI.

OcHOBHasl 11e1b OMOPHOTO KOHCIEKTa — OOJIErdyuTh 3allOMUHAHUE. DTalbl COCTaBJICHUS
OMOPHOT0 KOHCIIEKTA:

1. U3yunTh MaTepuabl TeMbl, BBIOpATh I1aBHOE U BTOPOCTENIEHHOE;

2. YCTaHOBUTD JIOTUYECKYIO CBSI3b MEXK]Y 3JIEMEHTAMU TEMBI,

3. [IpencTaBuTh XapaKTEPUCTUKY 3JIEMEHTOB B KpaTKoi opMme;

4. BpiOpaTh OMOpHBIE CUTHAJIBI JUIsSI aKLIEHTUPOBAHUS IJ1aBHOW MH(POpPMAIUU U 0OTOOPa3UTh B
CTPYKTYp€ pabOTHI.

Meroanueckue peKOMEHAALMH 110 TPOXO0KICHHUIO TECTUPOBAHMS

TecTtupoBaHue — 3TO HCCIENOBATENBCKANA METOJ, KOTOPBIM MO3BOJISIET BBIIBUTh YPOBEHb
3HAHUN, YMEHHUI M HaBBIKOB, CIIOCOOHOCTEH, a TaK)K€ UX COOTBETCTBHE OINpEAEICHHBIM HOpPMaM
YCBOEHMS, IIyTEM BBIIIOJHEHUS UCTIBITYEMBIM PsAJIa CIENUAIbHbBIX 3a1aHUN.

CnenyeT moHuMMaTh, YTO TECTOBBIE 3aJaHUsl MOTYT OBbITh NPEJCTABJIECHBl B Pa3IUYHbIX
dhopmax:

- 3aJaHusl 3aKpBITON (QOpPMBL, B KOTOPBIX OOydYaromuiics BbIOMpAET OAMH WIIH
HECKOJIbKO MPaBUJIbLHBIX OTBETOB M3 3a/laHHOr0 Habopa:

- 3a/laHusl Ha JOIOJIHEHUE (OTKpBIThIE 3aJaHUsA), TPEOYIOLIME CaMOCTOSTEILHOIO
ITOJTyYEHUSI OTBETOB:

- 3aJaHUsl Ha YCTAHOBJIGHUSI COOTBETCTBUS (C MHOXECTBEHHBIM BBIOOPOM),
BBIIIOJIHEHUE KOTOPBIX CBA3aHO C BBIABICHUEM COOTBETCTBUS MEXKIY JJIEMEHTAMU HECKOJIBKUX

MHOXKECTB!:
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- 3a/laHusl Ha YCTAHOBJIEHHME IPABWIBHOM IOCIIEOBATEIbHOCTH, B KOTOPBIX OT
yyaierocsi Tpedyer yka3aTh MOPSIOK AEUCTBUN MWIIM IPOLECCOB U ApYyrue. DTambl MOATOTOBKH K
TECTUPOBAHUIO:

1. BHUMaTenbHO MpOYMTANTE MaTepual IO KOHCIEKTY, COCTAaBICHHOMY Ha y4eOHOM
3anstud. [Ipounraiite TOT K€ MaTepual o y4eOHUKY, y4eOHOMY TTOCOOHIO.

2. Tlocrapaiitech pa3o0paTbCsi C HEMOHATHBIM, B YaCTHOCTH HOBBIMH TEPMHUHAMHU W
KOHCTPYKLHSAMH.

3. OtBeThTe Ha KOHTPOJBbHBIE BONPOCHI Ul CAMOIPOBEPKU, MMEIOIIMECS B y4eOHUKE,
KOHCIIEKTE U T. 1.

4. KpaTko nepeckaxxute cofepxaHle U3y4YEeHHOI0 MaTepuasa «CBOMMH CIIOBaMM».

5. Belyunte ompeneneHUs OCHOBHBIX MOHSITHM, YCJIOBHbIE 0003HauYeHUS, (HOPMYNbl U
KOHCTPYKILIUH.

[ToaroToBka K MpaKTUYECKUM 3aHATUSIM

B Xome mMONrOTOBKM K MPAaKTHYECKHM 3aHATHAM HEOOXOJMMO HW3YYHUTh OCHOBHYIO
JTUTEPaTypy, O3HAKOMUTHCA C JOMOJHUTEIBHOW JIUTEpaTypOil, HOBBIMH MyOJUKALUSIMHU B
NEPUOIMYECKUX  M3JIaHUSAX, O3HAKOMHUTbCA C INpOorpaMMHbBIM obOecriedeHueMm. Cremyet
nopabaThIBaTh CBOM KOHCIIEKT JICKIIMH, JeJasi B HEM COOTBETCTBYIOIIME 3alTUCH W3 JIUTEPATYpBI,
PEKOMEHI0BaHHOM MpernojaBaTesieM U NPeyCMOTPEHHOM yueOHO nporpaMMoi.

3akaHuMBaTh MOJTOTOBKY CJEAyeT 3aKpelyieHHeM MaTrepuaja ¢ HCIOJIb30BaHUEM
COOTBETCTBYIOLIUX MPOrPAMMHBIX IPOTYKTOB.

Bce mpakTtrueckue 3amaHus, MpeayCcMOTpeHHbIE padoueil mporpaMMmoi, IpecTaBiIeHbl B
(hoH/Ie OLICHOYHBIX CPEJICTB 0 TUCIUILIUHE.

Kputepuu onieHrBaHMsI BHITOJHEHHBIX MPAKTUYECKUX paboT:

- NPaBUIbHOCTh BBINOJHEHHUsST PAa0bOTHl (OTCYTCTBHE (AKTHUECKUX, JIOTUUYECKUX U
JPYTHUX OLIMOO0K);

- MOJIHOTA BBINIOJIHEHUS pa0OThI;

- CBOEBPEMEHHOCTH BBIIIOJIHEHUS;

- NPaBUIBHOCTh OPOPMIICHHS OTYETA.

3a 3a/1aHus, BHITOJTHEHHBIC IT03KE YCTAHOBJICHHOTO CPOKA HITU C HApyIICHUSIMUA TpeOOBaHUN
K 0()OpMJICHHIO, OLIEHKA Ha 0ajlyl CHU)KAETCA.

[Topsimok opraHu3alnuyu CaMOCTOSITENILHON pabOThI CTYI€HTOB

CamocrosTrenbHass paboTa CTYAEHTOB CIIOCOOCTBYET PAa3BUTHUIO CaMOCTOSTEIbHOCTH,
OTBETCTBEHHOCTH M OPTaHU30BAHHOCTHU, TBOPYECKOTO MOAX0/a K PEHICHUIO MPOoOIeM y4eOHOTro U

po(hecCHOHATBHOTO YPOBHSL.
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Ilenbto camMoCTOSATENBHON pPA0OTHI CTYJEHTOB SIBISIETCSA: OBJAJACHHUE IPAKTUYECKUMU
3HAHUAMH, NPOPECCHOHATBHBIMU YMEHHUSIMU M HaBbIKAMHU JIEATEIbHOCTH IO CIEUUATbHOCTH,
OIIBITOM TBOPYECKOM, UCCIIEJ0BATENILCKOM e TETbHOCTH.

CamocrodTenbHas paboTa CTyIeHTOB IPEAIoIaraer:

- CaMOCTOSITENIbHBIA TIOMCK OTBETOB W HEOOXOAMMON WHGpOpMAaLUU B pPaMKax
M3y4aeMbIX TEM;

- BBINOJIHEHHE 3aJaHUH JJI1 CAMOCTOSITENIbHON pabOThl, B TOM YHCIIE TECTOB;

- U3Y4YEHHE TEOPETUYECKOr0 M JIEKIIMOHHOIO MaTepuaya, a TakKe OCHOBHOM M

I[OHOJIHI/ITCHLHOﬁ JIMTCPATYPHI IIPU MMOATOTOBKEC K NPAKTUYCCKUM 3aHATHAM.

5 YueOHasi iuTepaTypa u pecypcbl HH(POPMAIMOHHO-TEJIEKOMMYHHUKAIIMOHHOM ceTH
«HuTepHer»

OcHoBHasi IMTEpaTypa

l. Bonk B. K. ba3br nannbix. [IpoektnpoBanne, nporpaMMHpOBaHKE, YIIPABICHUE U
agmuauctpupoBanue yueOnuk mist CI1O / B. K. Bonk - 3-e usn., crep. - Cankr-IlerepOypr: Jlanb,
2024 - 340 c. - ISBN 978-5-507-47482-0

2. Mawmemmu P. O. bonpsmme nanasie 1 NoSQL 6a3bl gaHHBIX: yueOHOE mocodue ams
CIIO / P. 3. Mamennu, T. b. Kazuaxmenos. - Cankt-IletepOypr: Jlanb, 2024 - 92 c. - ISBN 978-
5-507-49874-1

JlonoJiHUTe/ILHASA JTUTEPATypa

1. Homobposckass I'., HoBukxoB b., beitnukoa A. Onrtumuszanus 3ampocoB B
PostgreSQL/ iep. ¢ anrn. /1. A. beitmukoga. - M.: JIMK Ilpecc, 2022 - 278 c. - ISBN 978-5-97060-
963-7

2. WNmomeukun, B. M. OCHOBBI HCIIOJIb30BaHMS M MPOCKTUPOBAHUS 0a3 AAHHBIX :
y4eOHUK AJIs cpeAHero npodeccuoHanbHoro oopazosanus / B. M. Wnromeukus. — ucnp. u gom.
— Mocksa : UznarensctBo Opaiit, 2024. — 213 c. — (IIpodeccuonanbroe oOpa3oBaHue). —
ISBN 978-5-534-01283-5.

3. Mawmemmu P. D. Cuctemsl ynpasnenus 6azamu gannsix: yueonuk st CI1O / P. D.
Mawmennu - Cankr-IlerepOypr: Jlanb, 2024 - 228 c. - ISBN 978-5-507-48730-1

4. Mapxkun, A. B. TlporpammupoBanne Ha SQL : ydueOHOe mocoOue ajisd CpeaHero
npodeccuonansHoro odpasosanus / A. B. Mapkun. — Mocksa : M3parensctBo FOpaiit, 2024. —

435 c. — (ITpodeccuonanpHoe obpazoBanue). — ISBN 978-5-534-11093-7.
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5. MonnosanoBa, O. B. MHdpopmanmoHHbIle CHUCTEMBl W 0a3bl JAaHHBIX : ydeOHOE
nocobue ansa CIIO / O. B. MonnoBanoBa. — 2-e¢ uza. — Capatos : [Ipodobpazosanue, 2024, —
177 c. — ISBN 978-5-4488-1177-7.

6. HectepoB, C. A. ba3bl JaHHbIX : y4eOHMK M TNPAKTUKYM JUISL CPEIHEro
npodeccuonansHoro oopazosanmst / C. A. HecrepoB. — 2-e u3zn. — Mocksa : M3garenscTBO
FOpaiir, 2024. — 258 ¢. — (IIpodeccuonanbroe odbpazopanue). — ISBN 978-5-534-18087-9

7. [TonraBneBa M. A. be3omacHocth 6a3 maHHbIX : ydueOHuk s CIIO / M. A.
ITonTtaBuesa - Cankr-IlerepOypr : Jlanb, 2024. - 356 c. - (IIpodeccuonanbHoe oOpazoBaHuE). —
ISBN 978-5-507-50000-0

8. Crpyxkun, H. I1. ba3el nannsix: npoexktupoBanue. [Ipaktukym : yuebHOe mocodue
st cpenHero npodeccuonansHoro oopazosanus / H. I1. Ctpyxkun, B. B. 'omun. — Mocksa :
WznarensctBo FOpaiit, 2024. — 291 c¢. — (IIpodeccuonansHoe oOpa3oBanue). — ISBN 978-5-
534-08140-4.

9. Crpyxkun, H. II. ba3el nanneix: [IpoexktupoBaHue : yuyeOHHK Ui CpPEIHETO
npodeccuonanbpHoro oopazosanus / H. I1. Crpyxxkun, B. B. 'onua. — Mocksa : U3naTenscTBo
HOpaiir, 2024. — 477 c. — (IIpodeccuonansHoe odpazoBanue). — ISBN 978-5-534-11635-9.

10.  ®enopona I'.H. OcHoBsl poekTupoBanus 6a3 ganueix: yueoHuk / I.H. degoposa —
6-¢ u3n., uctp. — M.: O0pa3zoBarenbHO-U3aTEIbCKUMA TIEHTP «AKkamemus», 2024. — 224 ¢. - ISBN
978-5-0054-2120-3

11.  ®enopona I'.H. Pa3paboTka, asMUHUCTpUpPOBaHKE U 3alUTa 0a3 JaHHBIX: YUEOHUK /
I'.H. ®enoposa — 6-¢ usn., nmepepad. — M.: OOpazoBaTenbHO-U3IATEILCKHNA IEHTP «AKaIeMUs,
2024. - 288 c. - ISBN 978-5-0054-1793-0

12. ®unkoBa M.A. ba3pl maHHbIX Ha npumepax. lIpakTuka, mpakTHKa W TOJBKO
npaktuka / M.A. ®unkoBa, Makapenko H.B. - Mocksa: M3natensctBo Hayka u texnuka, 2023 -
215c. - ISBN 978-5-907592-10-0.

HNuTepHeT-pecypcsl

13.  Cucrema guctanimonHoro ooydenus “SQLTest” https://rgrty.ru/sqltest/

14.  UnrepaktuBHblii Kypc no SQL https://sql-academy.org/ru/trainer

15.  Vopaxnenus mo SQL https://www.sql-ex.ru/
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6 MaTepHaﬂbHO-TEXHI/I'leCKaﬂ 6333, I/IH(])OpMaIII/IOHHI)Ie TEXHOJOI'uHU, MporpamMmmMHoOC

o0ecrneyeHue HH(l)OpMaIII/IOHHbIe CIIPpaBOYHBLIC CUCTEMBI

Jlna peanuzayuu oucyuniunvl HeOOX0OUMBbL:

— paboume craHIUH (TMIEPCOHATBLHBIE KOMIBIOTEPHI) C XapaKTEPUCTUKAMHU HE HIDKE:
nporeccop — Intel Core 15 (wm ananormynsnii AMD), O3Y — 16 I'b, SSD — ne menee
256 I'b;

— MPOEKIIMOHHOE 000pyaoBaHKE (TPOSKTOP/MHTEPAKTUBHAS JOCKA) I JEMOHCTPAINH
MaTepHalloB;

— CETEBOE MOJKII0UYEHUE CO CKOPOCThIO He MeHee 100 MowuT/c.

Ilpozpammnoe obecneuenue

Omnepanunonnsie cuctembl: Windows 10/11, Linux (Ubuntu, CentOS, Astra, Alt)

Oducubie nakersl: Microsoft Office 365, LibreOffice

Cucrembl ynpasinenust 0azamu gaHHbix: PostgreSQL, MySQL/MariaDB, Microsoft SQL
Server (Express-Bepcusi), MongoDB (151 pabotsel ¢ NoSQL-nanHbIME).

Inekmponno-oudnuomeunsie cucmemsl (36C)

1. OnekTpoHHO-0nbnoTeunsie cuctemsl (3bC)

2. OnekTpoHHO-Oubmoreunas cucrema «IPR  SMART» (CIIO) — URL:
https://www.iprbookshop.ru/;

3. DnekTpoHHO-O0nbmoTeuHas cucrema «Jlanb» — URL: https://e.lanbook.com/;

4. DnekTpoHHO-OubMoTeunas cucrema «iBooks» — URL: https://ibooks.ru/;

5. DnekTpoHHO-O0ubmoTeunas cucrema «ZNANIUM» — URL: https://znanium.ru/.
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